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Abstract. Container images rely on cryptographic digests for integrity assurance for security. Digest based verification cannot 
distinguish legitimate operational modifications from malicious alterations, creating a trust gap when DevOps teams rebuild 
images locally. Existing signature systems for software containers like Docker Content Trust and Sigstore invalidate signature 
verification when any local changes are detected, and they also do not provide any mechanism by which you could  
re-establish trust after performing local modifications. The proposed Signature Restoration Framework is the first to provide  
a way to combine semantic layer integrity analysis with risk-based trust scoring in order to restore cryptographic assurance 
after performing local modifications. The Signature Restoration Framework perform semantic analysis on filesystems 
throughout image layers, categorizes the changes made since the last signature verification as benign, suspicious, or malicious, 
produces continuous risk scores (0–1) for each image layer, and then uses context based cryptographic signing to provide 
assurance that no code has been changed since the last successful signature verification. A preliminary evaluation on a con-
trolled dataset of 10 container images (3 benign, 2 suspicious, 5 malicious modifications) achieved 80 % overall classification 
accuracy with 100 % recall for malicious changes (zero false negatives) and a significant reduction in false positives com-
pared to hash-only verification. These results demonstrate the feasibility of semantic-aware trust restoration for secure local 
image modifications in DevSecOps pipelines. 
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Реферат. В контейнерных образах для обеспечения целостности и безопасности используются криптографиче- 
ские дайджесты. Проверка на основе дайджестов не позволяет отличить легитимные операционные изменения от 
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злонамеренных, что создает пробел в доверии при локальной пересборке образов командами DevOps. Существующие 
системы подписи для программных контейнеров, такие как Docker Content Trust и Sigstore, аннулируют проверку 
подписи при обнаружении любых локальных изменений, а также не предоставляют никакого механизма для восста-
новления доверия после внесения локальных изменений.  Предложенная структура восстановления подписи является 
первой, которая предоставляет способ объединить анализ целостности семантического слоя  с оценкой доверия на 
основе рисков для восстановления криптографической надежности после внесения локальных изменений. Структура 
восстановления подписи будет выполнять семантический анализ файловых систем на всех уровнях образа, классифи-
цировать изменения, внесенные с момента последней проверки подписи, как безобидные, подозрительные или вредо-
носные, генерировать непрерывные оценки риска (от 0 до 1) для каждого уровня образа, а затем использовать кон-
текстно-ориентированную криптографическую подпись для обеспечения уверенности в том, что с момента послед- 
ней успешной проверки подписи код не был изменен. Предварительная оценка на контролируемом наборе данных  
из 10 изображений контейнеров (3 доброкачественных, 2 подозрительных, 5 вредоносных модификаций) показала 
общую точность классификации 80 % из 100 % для вредоносных изменений (ноль ложных отрицательных результа-
тов) и значительное снижение количества ложных срабатываний по сравнению с проверкой только по хешу. Эти ре-
зультаты демонстрируют возможность восстановления доверия с учетом семантики для безопасных локальных изме-
нений изображений в конвейерах DevSecOps. 
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Introduction 
 

The Containerization has become the most 
popular deployment method for applications be-
cause it offers lightweight, portable and scalable 
features. Container images package application 
code with all necessary libraries and runtime de-
pendencies to create software that performs identi-
cally on different platforms. These images are ty- 
pically distributed through container registries, 
where cryptographic digests are used to ensure 
immutability and integrity [1–3]. Real-world 
DevOps workflows require immediate image  
updates for their production deployment despite 
the existing guarantees that DevOps workflows 
provide. DevOps teams use image rebuilding  
to establish better security through package instal-
lation and runtime configuration changes. The ori- 
ginally assigned digest is no longer valid after the 
images are rebuilt locally. The original registry 
source loses its cryptographic link to the modified 
image after the image undergoes recreation and 
alteration. Containers use digests to protect con- 
tent integrity but registries cannot confirm image 
authenticity or source verification if users change 
the images after their creation.  

Research Gap: Despite Container security tools 
currently available are abundant but do not address 
a key issue: the existing cryptographic signing 
frameworks (e.g., TUF [4], Sigstore [5] and Doc- 
ker Content Trust [6]) only provide distribution-

level signing and will always invalidate signatures 
on modifications made to an application after it has 
been downloaded locally. Therefore any legitimate 
modification to the local version of an application 
will immediately invalidate the cryptographic veri-
fication hash of that application as well as make it 
impossible to tell whether the application has been 
updated legitimately or has been compromised 
through a backdoor. While many organizations 
deploy their private registries using locally rebuilt 
images as part of their DevOps process, as dis-
cussed by Sroor et al. they also encounter three 
major issues when dealing with different container 
security workflows. One of these issues involves 
being able to identify whether or not an application 
has been modified since it was downloaded from 
the registry. Another issue involves determining 
whether an application has remained secure since  
it was last downloaded. Finally, organizations can-
not classify or restore the cryptographic trust of an 
application. 

Contributions: 
1. An algorithm to perform a layer level seman-

tic integrity analysis classify image modifications 
as being benign, suspicious, or malicious so that 
the results can provide actionable security context 
beyond simply using hash-based detection me- 
thods. 

2. A cryptographically-based context-aware 
trust restoration framework that re-establishes veri-
fiable trust on locally-modified images through 
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risk-conditioned ECDSA signatures that use exten-
sive provenance metadata and provides a mecha-
nism for re-establishing trust after local modify- 
cations have occurred. 

3. A cross-layer attack detection algorithm will 
identify distributed attacks and attacks based on 
time that would not be detectable using the typical 
per-layer inspection method. 

4. A preliminary empirical evaluation of 10 cont-
rolled container images demonstrated that the clas-
sification accuracy of 80 % and the malicious de-
tection rate of 100 % did not change when using 
hash-based verification or Docker Content Trust. 

This paper addresses three key research ques-
tions:  

RQ1: Can semantic analysis of layer-level 
changes distinguish benign modifications from 
security threats?  

RQ2: How can cryptographic trust be restored 
for locally modified images while preserving ope- 
rational flexibility?  

RQ3: What risk-scoring mechanisms enable 
automated, policy-driven deployment decisions? 

 
Background and problem definition 

 

Container Security Landscape. Container se-
curity has three main components which include 
protecting container runtime environments and 
securing container images and maintaining supply 
chain security. As discussed by S. Sultan et al. con-
tainer security includes create a complete system 
that organizes all container security challenges 
while showing that image integrity needs urgent 
attention. Researchers have developed different 
methods to improve container security through 
their recent work. Machine learning methods ena-
ble detection of harmful Docker images while they 
assess security threats through their ability to cate-
gorize dangerous images. Aldiabat et al. [7] 
achieved 99.3 % accuracy in detecting malicious 
images through random forest classifiers which 
used 15 extracted features including image size 
and layer count and metadata attributes. Our previ-
ous study [8] showed that we could use machine 
learning together with vulnerability metrics to clas-
sify risk, which enabled us to achieve 97.8 % ac- 
curacy across 1,000 diverse container images.  
The image detection mechanisms can find vulnera-
bilities present in the image but they lack the abi- 

lity to identify the original creator and those who 
modified it. Bhardwaj et al. [9] implemented auto-
mated vulnerability detection into shift-left CI/CD 
pipelines which resulted in a 47 % reduction of 
security problems that would have reached produc-
tion. The approaches successfully identify existing 
vulnerabilities yet they fail to establish crypto-
graphic methods that verify the origin of images. 
Ajith et al. [10] conducted a study which assessed 
the effectiveness of static versus dynamic methods 
for vulnerability detection. The research showed 
that dynamic analysis detects 23 % additional  
vulnerabilities compared to other methods but re-
quires 3.4 times more resources to execute.  

Runtime Security Mechanisms: The develop-
ment of new advanced runtime protection systems 
enables the detection of running attacks against 
containers. Tunde-Onadele et al. [11] created a 
self-supervised machine learning framework which 
achieved 94 % accuracy for detecting container 
security attacks that occurred during runtime. Chen 
et al. [12] introduced a container escape detection 
method which uses dependency graphs for its de-
tection process. The testing results showed that the 
method successfully identified 15 of the 17 docu-
mented escape techniques. Although these methods 
provide helpful functions, they fail to stop the im-
plementation of unapproved images after systems 
go live. The work of Mishra et al. [13] establishes 
a systematic method to evaluate container forensic 
artifacts enabling investigators to conduct post-
incident research and gather evidence. Our re-
search aims to develop methods that establish trust 
before deployment starts because current forensic 
methods do not support this requirement. 

Vulnerability Analysis and Temporal Factors. 
The research community has conducted multiple 
studies which investigate container image vulne- 
rabilities from various angles. Mills et al. [14]  
conducted a comprehensive longitudinal study  
of 380 Docker images over 400 days which sho- 
wed that vulnerability counts increased by 38 % 
during the study period even though updates oc-
curred regularly. The study shows that the common 
belief about newer images having better security 
protection proves to be incorrect. The security 
weaknesses that exist in base images have become 
a major focus of research because these weaknes- 
ses affect a large number of users. Haque and Ba- 
bar [15]  discovered  that  80 %  of  studied  images  
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obtained vulnerabilities from their base layers be-
cause even basic Alpine-based images contained 
an average of 12 critical security problems. Spe-
cialized containers show greater vulnerability rates 
according to studies that focus on specific do-
mains. All container images analyzed by Kaur  
et al. [16] showed an average of 350 security vul-
nerabilities which included 25 % of these vulnera-
bilities as high or critical threats. Systematic prob-
lems emerge from ecosystem studies that analyze 
ecosystems at a large scale according to multiple 
sources. Wist et al. [17] analyzed 2,500 Docker 
Hub images and found security flaws in 93 %  
of official images. Zerouali et al. [18] found strong 
connections between container age and outdated 
dependencies and bug occurrence at a correlation 
coefficient of 0.72 and a statistical significance 
level of p < 0.001. 

DevSecOps and Cloud Security. Modern 
DevSecOps practices establish security as a fun-
damental requirement which developers must ap-
ply during every phase of software development 
according to existing research. The research by 
Díaz et al. [19] found that self-service security 
monitoring helps organizations achieve a 31 % 
reduction in mean time to remediate security issues 
while they maintain their development pace.  
Organizations need to implement complete securi-
ty protection measures for their container systems 
which operate in cloud-based environments ac-
cording to multiple sources. Theodoropoulos et al. 
studied security methods for cloud-native envi-
ronments but they discovered that dynamic image 
changes lack cryptographic tracking systems. Our 
previous research work [20] studied the security of 
container systems in cloud environments and found 
that DevSecOps processes face difficulties because 
organizations need to develop cryptographic tra- 
cking methods. High-performance computing sys-
tems present organizations with distinct security 
issues that require specialized container security 
solutions according to [21]. Krasovec and Prica 
investigated methods for securing containers within 
high-performance computing (HPC) environments. 
The researchers discovered that multi-tenant com-
puting clusters require separate trust boundaries 
and different needs for isolation because multiple 
administrators on the system can modify images. 
The management of container security presents 
practitioners with major difficulties according to 
research findings. Sroor et al. conducted interviews 

with 15 professionals who worked at different or-
ganizations. The study discovered three major is-
sues which included two problems with local cryp-
tographic verification and image source tracking 
and three problems with insufficient signing work-
flow tools.  

Software Supply Chain Security. Software 
supply chain security has become more important 
following high-profile attacks [22]. The resear- 
chers who performed the study define three main 
research areas which include provenance tracking 
and cryptographic attestation and secure distribu-
tion methods. The systematic review shows that 
researchers currently dedicate 62 % of their re-
search efforts to build pipeline protection while 
only 8 % of papers address post-distribution modi-
fications. The adoption of Software Bill of Materi-
als (SBOM) has increased but organizations face 
multiple implementation obstacles. Bi et al. [23] 
conducted interviews with 54 practitioners to un-
cover major challenges which included tool frag-
mentation (73 % of respondents use 3+ SBOM 
tools) and incomplete dependency tracking (68 % 
report gaps). SBOMs identify image contents but 
they fail to deliver cryptographic proof showing 
who altered the image nor which changes received 
approval. 

Cryptographic Signing Frameworks. Multiple 
frameworks establish cryptographic trust systems 
for secure software distribution. The Update 
Framework (TUF) protects against update system 
attacks through delegated cryptographic signing. 
In-toto [24] ensures build pipeline integrity 
through step attestations but requires signifi- 
cant build-system modification and does not ad-
dress post-distribution changes. Sigstore simpli- 
fies software  signing  using  keyless  authentication   
through OIDC. Docker Content Trust (DCT) im-
plements TUF via Notary for container image sig- 
ning but invalidates signatures after local modifica-
tions. Diplomat [25] extends TUF with delega- 
tion mechanisms for community repositories, while 
Mercury [26] provides bandwidth-efficient rol- 
lback protection. Table 1 synthesizes how our pro-
posed framework advances beyond these existing 
solutions. Unlike TUF and DCT, which are de-
signed for distribution-time signing and do not  
accommodate post-modification local rebuilds, our 
framework explicitly targets the post-distribution 
modification scenario.  
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Table 1 
Comparison of Existing Cryptographic Signing Frameworks and the Proposed Framework 

 

Capability TUF Sigstore DCT in-toto Our Framework 

Distribution-time signing ✓ ✓ ✓ ✓ ✓ 

Post-modification trust restoration ✗ ✗ ✗ ✗ ✓ 

Semantic layer-level analysis ✗ ✗ ✗ ✗ ✓ 

Benign/malicious classification ✗ ✗ ✗ Partial ✓ 

Local rebuild support ✗ ✗ ✗ ✗ ✓ 

Continuous risk scoring ✗ ✗ ✗ ✗ ✓ 

 
Unlike Sigstore's keyless signing which binds 

identity to OIDC tokens but makes no semantic 
judgment about what changed, our framework per-
forms semantic analysis of the actual filesystem 
modifications before deciding whether to sign. Un-
like in-toto, which enforces build-pipeline step  
attestations but requires significant infrastructure 
modification and provides no runtime-classifi- 
cation of layer content, our system operates on  
already-built images at verification time with no 
build-system changes required. This positions our 
contribution as the first framework to combine  
semantic modification classification with risk-con- 
ditioned trust restoration for locally rebuilt con-
tainer images.  

Container Image Integrity. Container regis-
tries use cryptographic hashes to create image di-
gests which they apply to image manifests and lay-
ers. The created digests verify that the image main-
tained its original state from the time of 
publication. Digests only track content information 
and they fail to capture any specific details about 
who created or changed the image. 

Local Image Rebuilds. The process of local 
image rebuilds results in complete transforma- 
tion of all image elements. Any modification, 
which includes both configuration file creation and 
package installation initiation, results in a new  
image identifier. The rebuilt image does not  
acquire a verifiable global digest until it reaches 
the registry while it displays an undefined local 
digest. The registry generates a new digest after 
push, which only verifies the uploaded images but 
does not confirm their original state.  

Threat model. The threat model follows the 
NIST SP 800-190 Application Container Security 
Guide [27] and assesses adversaries who pos- 
sess the ability to infiltrate registries and execute 

insider threats and conduct supply-chain attacks 
and perform unauthorized image alterations. 

Adversary Capabilities: 
Registry Access: Attackers who possess cre-

dentials for private registries can perform opera-
tions to upload images and modify existing images 
and replace images with new content.  

Build Infrastructure Compromise: Adversaries 
who obtain access to CI/CD pipelines can intro-
duce harmful software into the system during the 
software building phase.  

Insider Threats: Users who have permission to 
deploy software can create unauthorized changes. 

Supply Chain Poisoning: Attackers can create 
security breaches by attacking upstream software 
dependencies and base image components. 

Man-in-the-Middle Attacks: Network adver-
saries use their attack methods to intercept or 
change digital images when users fail to establish 
secure transport or certificate validation in their 
systems. 

The Adversary Capabilities section includes 
two components which require evaluation because 
it extends beyond its intended boundaries. Con-
tainer Runtime Exploitation includes Kernel-level 
attacks and container escapes which security 
mechanisms control through their additional pro-
tection features. The system prevents attackers 
from accessing private signing keys as well as 
breaking into the verification system through 
hardware security modules and access controls. 
The system prevents attackers from obtaining 
physical access to both signing servers and verifi-
cation nodes. The framework operates within de-
fined pre-deployment boundaries and does not ad-
dress runtime kernel-level exploits. The framework 
functions at its best during the pre-deployment pe-
riod because it excludes any runtime attacks which 
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require protection through seccomp and AppArmor 
and runtime monitoring systems. The framework 
requires organizations to implement standard cryp-
tographic key management practices which include 
HSM storage and key rotation and access logging. 
When signing keys become compromised the secu-
rity framework does not protect the system that 
exists because this security model functions as the 
basis for all signature-based systems. The security 
of physical locations exists beyond the boundaries 
which software security frameworks establish.  
The threat scenarios include T1 which describes 
how an unauthorized person alters a pulled image 
before it undergoes local re-signing. T2 describes 
how an insider brings backdoors into the system 
while pretending to deliver valid updates. The sys-
tem tracks T3 through its capability to identify  
all tracking systems which connect to the CI/CD 
pipeline. The T4 threat describes how attackers use  
a poisoned base image to execute supply chain  
attacks. 

Our framework addresses T1–T5 through  
layer-level semantic analysis which includes pro- 
venance verification and cross-layer attack detec-
tion. The framework operates in a pre-deployment 
context and does not replace runtime intrusion de-
tection or kernel-level sandboxing mechanisms. 

 
Method 
 
The proposed framework entails three interre-

lated algorithms for the purpose of semantic integ-
rity analysis and contextual trust re-establishment. 
This study establishes a new approach to trust res-
toration after local image alterations which guards 
multiple systems against subsequent unauthorized 
access. Our method establishes a pre-deployment 
operation which combines three elements: seman-
tic integrity analysis and risk-based classification 
and cryptographic trust restoration into one com-
plete system. Proposed Algorithm 1 performs lay-
er-level semantic analysis to distinguish between 
two types of operational changes which include 
security-related modifications and basic operatio- 
nal changes. Algorithm 2 restores cryptographic 
trust by binding image digests with rich contextual 
metadata enabling policy-driven deployment deci-
sions. The third algorithm establishes multiple se-
curity layers by identifying cross-layer attacks and 
temporal attack patterns which bypass individual 

security layer inspection. The study develops  
a new method for security assessment which as-
sesses users' trustworthiness based on their ope- 
rational context and their risk level between two 
security research domains: container security and 
DevOps security operations which need operati- 
onal flexibility to maintain their protective 
measures. Research Gap: Existing approaches  
focus on three areas of security which include vul-
nerability detection and runtime protection toge- 
ther with distribution-time signing. The systems 
currently in use do not provide solutions for resto- 
ring trust after a system undergoes post-modifica- 
tion changes. The study presents a solution to this 
problem enabling secure image modification after 
distribution through semantic analysis and risk as-
sessment and trust restoration techniques. 

We use ECDSA signatures based on Sigstore's 
method enabling efficient signing and verification 
operations that work well with CI/CD systems. Our 
system design uses a straightforward approach 
which requires only basic infrastructure compo-
nents to operate unlike TUF's metadata-intensive 
system. The approach includes two approaches 
which provide Layer level integrity tracking for 
container images and cryptographic trust in modi-
fied local container images The system architecture 
is illustrated in Fig. 1. The security requirements 
stem from container security standards and supply 
chain security principles. 

Enhanced Layer-Level Integrity Analysis. Al-
gorithm 1 performs layer-wise digest comparison 
between a trusted base image and a modified  
image. The system extracts filesystem-level diffe- 
rences from each modified layer and classifies 
these differences into categories which include 
configuration changes package updates binary 
modifications and script injections. Each modifica-
tion is evaluated against known benign patterns 
and threat signatures. The system assigns a conti- 
nuous risk score which ranges from 0 to 1 based  
on three factors: the type of modifications made, 
the threat indicators that were detected, and the 
verification of Dockerfile provenance. The final 
image classification uses the maximum per-layer 
risk score to determine its result. The system uses 
maximum aggregation to establish that a single 
high-risk layer is sufficient to block deploy- 
ment while it prevents risk dilution across layers. 
The distribution of risk scores is depicted in Fig. 2. 
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Fig. 1. System architecture of the proposed semantic integrity verification framework 

 

 
 

Fig. 2. Risk score distribution across the 10 test images 

 
The framework includes three algorithms which 

work together to create a complete system.   
The first algorithm conducts forensic analysis at 

the layer level to determine risk assessment results.   
The second algorithm uses the output from the 

first algorithm to decide on signing and deploy-
ment processes.   

The third algorithm establishes defense-in-
depth protection by connecting patterns that exist 
across multiple system layers.   

Hash-based verification only detects changes 
but provides no security context. The semantic 
classification system needs to identify package 
updates which exist separately from backdoor  
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injections. The system process starts by comparing 
layer digests which leads to filesystem difference 
extraction and modification type classification be-
fore matching against benign and threat patterns  
to calculate risk assessment results. 

Algorithm 1: Enhanced Layer-Level Integrity 
Analysis with Change Classification 

Input: Original image I_ref (trusted baseline), 
Modified image I_mod, Dockerfile D, Known be-
nign modification patterns P_benign, Threat signa-
ture database T_threats 

Output: Set of modified layers L_diff, Chan- 
ge classification C for each layer, Risk score R ∈  
∈ [0, 1], Provenance verification status. 

 

Algorithm 1: 
Extract layer digests from I_ref → L_ref = {h1, h2, 
..., hn} 

Extract layer digests from I_mod → L_mod = 1{h ,  

2h ,  ..., hm} 

Initialize L_diff ← ∅, R_total ← 0 
for i = 1 to min(n,m) do                                    
     if L_ref[i] ≠ L_mod[i] then 
         L_diff ← L_diff ∪ {(i, L_ref[i], L_mod[i])} 
     end if 
 end for 
if m > n then   
     for j = n+1 to m do 
         L_diff ← L_diff ∪ {(j, NULL, L_mod[j])}   
     end for 
end if 
for each (layer_id, hash_old, hash_new) ∈ L_diff 
do   
    Extract filesystem changes Δ_fs ← Filesys-
temDiff (hash_old, hash_new) 
     change_type ← ClassifyChangeType (Δ_fs)            
     is_benign ← MatchPattern (Δ_fs, P_benign)           
     is_threat ← MatchThreat (Δ_fs, T_threats)                 
     if is_threat then                                                  
         risk_layer ← 1.0 
     else if is_benign then 
         risk_layer ← 0.1 
     else 
        risk_layer ← CalculateSuspicionScore (Δ_fs, 
change_type) 
     end if 
     if D ≠ NULL then       
         provenance_verified ← VerifyDockerfile-
Correlation (Δ_fs, D, layer_id) 

         if NOT provenance_verified then 
             risk_layer ← risk_layer × 1.5    
         end if 
     end if 
     C[layer_id] ← (change_type, risk_layer, 
is_benign, is_threat) 
    R_total ← R_total + risk_layer     
end for 
AggregateRisk(C) = max(risk_layer)   
 R_final ← AggregateRisk(C) 
D_ref ← H(manifest_ref)     
D_mod ← H(manifest_mod) 
if |L_diff| = 0 then       
    status ← "UNCHANGED" 
 else if R_final < 0.3 then 
     status ← "MODIFIED_BENIGN"   
 else if R_final < 0.7 then 
     status ← "MODIFIED_SUSPICIOUS" 
 else 
     status ← "MODIFIED_HIGH_RISK" 
 end if 
 return (L_diff, C, R_final, status) 

 
Supporting Functions: 

Function ClassifyChangeType(Δ_fs): 
    if Δ_fs contains package installations then 
        return "PACKAGE_UPDATE" 
    else if Δ_fs contains only config files then 
        return "CONFIGURATION_CHANGE" 
    else if Δ_fs contains binary executables then 
        return "BINARY_MODIFICATION" 
    else if Δ_fs contains script files then 
        return "SCRIPT_INJECTION" 
    else 
        return "UNKNOWN_CHANGE" 
    end if 
Function CalculateSuspicionScore (Δ_fs, 
change_type): 
    score ← 0.5       
    if Δ_fs contains setuid binaries then 
        score ← score + 0.3     
    if Δ_fs modifies /etc/passwd or /etc/shadow then 
        score ← score + 0.4 
    if Δ_fs adds cron jobs or systemd services then 
        score ← score + 0.2 
    if Δ_fs contains obfuscated code then 
        score ← score + 0.3 
    if change_type = "CONFIGURA-
TION_CHANGE" AND size(Δ_fs) < 10KB then 
        score ← score - 0.2 
        return min (1.0, score) 
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Function VerifyDockerfileCorrelation (Δ_fs, D, 
layer_id): 
    expected_changes ← PredictChanges-
FromDockerfile (D, layer_id) 
    similarity ← JaccardSimilarity (Δ_fs, ex-
pected_changes)  
    return similarity > 0.8   

 

Time Complexity: 
Worst case: O(n × (|Δ_fs| + |P_benign| +   

+ |T_threats|)) 
Practical case: O(n × |Δ_fs|) [pattern matching 

uses O(1) hash indexing] 
Space Complexity: O (n × |Δ_fs|) where n is 

the number of layers and |Δ_fs| is the filesystem 
difference size. 

Threshold Selection Rationale: Rationale for 
Selection of Thresholds: The two thresholds of 0.3 
(suspicious/benign threshold) and 0.7 (mali-
cious/suspicious threshold) were chosen primarily 
due to the behavior of the CalculateSuspicionScore 
function. Historically, the CalculateSuspicionScore 
function has produced numerous benign changes 
such as installation of packages through recognized 
package managers, edits to configuration files be-
low 10 kilobytes, and adding environment va- 
riables that have consistently resulted in sco- 
res < 0.3 as their indicators (i.e., their matching 
patterns) are established as benign, and there is no 
threat indicators present. Furthermore, malicious 
changes activating the MatchThreat function are 
designed to generate a score of 1.0 because, by 
definition, all known threat signatures are deter-
ministic (for example, tampering with /etc/passwd 
or installing a cryptominer) in nature. The 0.3 thre- 
shold was set above the maximum observed benign 
changes (config changes had a maximum score  
of 0.300) to provide a complete buffer against mis-
classifying benign activity. The 0.7 threshold was 
set below the minimum observed malicious scores 
so that no malicious activity would be misclas- 
sified as suspicious. The range between the two 
thresholds (0.3 and 0.7) represents activities that 
may contain partial indicators of suspicion  
(for example, a chmod of 777 would contain no 
other indicators of threat) and will be reviewed  
by an individual prior to being decided on how to 
proceed (i.e., allowed or denied). These thresholds 
may be configured by the organization (P_org  
in Algorithm 2) based on the organization's risk 

tolerance. Future research will assess other me- 
thods of determining thresholds on larger datasets 
from a data-driven perspective. 

Context-Aware Trust Restoration. Algorithm 2 
Trust is established with respect to an image by the 
signature applied to it, but its signature may only 
be applied after it has been assessed for risk. In this 
scheme, the respective signature binds all image 
data with the metadata associated with the image 
(the details of the changes made to the image;  
the risk level assigned to each of those changes,  
the identity of the signer, and the entire history  
of development of the system). The organization’s 
policies specify what the risk thresholds for con-
tainers are: (1) When an image is required to be 
signed then that image will be signed (automatic); 
(2) When an image will require a signature, it will 
not be signed until it has undergone a risk assess-
ment (submitted for review); (3) Images that will 
not be signed because of their risk level will  
be rejected. The algorithm uses cryptographic trust 
to establish both the integrity and security of con-
tainer images. 

Algorithm 2: Context-Aware Cryptographic 
Trust Restoration. 

Input:  Base image B_i from registry, Modified 
image M_i, Signing key pair (K_private, 
K_public), Change classification C from Algo-
rithm 1, Organization trust policy P_org,  
Modification metadata M_meta. 

Output: Signed image with embedded meta- 
data, Trust attestation A, Deployment decision  
(ALLOW/DENY/REVIEW). 

 

Algorithm 2: 
Pull B_i from registry     
D_base ← GetDigest (B_i) 
if HasSignature (B_i) then 
     V_base ← VerifySignature (B_i, 
K_public_trusted) 
     if V_base = FALSE then 
         ABORT ("Base image verification failed") 
     end if 
 else 
     WARN ("Base image not signed - chain of trust 
starts here") 
 end if 
M_i ← RebuildImage (B_i, modifications) 
Push M_i to private registry                     
 D_mod ← GetDigest (M_i) 
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 (L_diff, C, R_risk, status) ← Algorithm1 (B_i, 
M_i) 
if R_risk > P_org.max_auto_sign_risk then          
    RequestManualReview (M_i, L_diff, C)           
     return (NULL, NULL, "RE-
VIEW_REQUIRED") 
 end if 
metadata ← {                    
     "base_image": B_i, 
     "base_digest": D_base, 
     "modified_digest": D_mod, 
     "modifications": L_diff, 
     "risk_score": R_risk, 
     "signer": M_meta.user, 
     "timestamp": M_meta.timestamp, 
     "justification": M_meta.reason, 
     "dockerfile_hash": H(Dockerfile), 
     "policy_version": P_org.version, 
     "ci_cd_job_id": M_meta.job_id 
} 
message ← D_mod || Serialize(metadata) 
S_image ← Sign_ECDSA (K_private, message)  
A ← {            
     "signature": S_image, 
     "metadata": metadata, 
     "algorithm": "ECDSA-P256", 
     "key_id": KeyID(K_public), 
     "parent_signature": GetParentSignature (B_i)    
} 
StoreAttestation (M_i, A)                 
decision ← DeploymentDecision (M_i, A, P_org)      
 return (M_i, A, decision) 
Deployment Decision Function: 
Function DeploymentDecision (M_i, A, P_org): 
    D_current ← GetDigest (M_i)        
    message_verify ← D_current || Serialize 
(A.metadata) 
    is_valid ← Verify_ECDSA (K_public, mes-
sage_verify, A.signature) 
     if NOT is_valid then 
        return "DENY Invalid signature" 
    end if 
    age ← CurrentTime () - A.metadata.timestamp 
    if age > P_org.max_signature_age then 
        return "DENY Signature expired" 
    end if 
    if A.metadata.signer NOT IN 
P_org.authorized_signers then 
        return "DENY Unauthorized signer" 
    end if 

    if A.metadata.risk_score > 
P_org.max_deployment_risk then  
        return "REVIEW Risk threshold exceeded" 
    end if 
    if A.parent_signature ≠ NULL then    
        if NOT VerifyParentChain 
(A.parent_signature, K_public_trusted) then 
            return "DENY Broken trust chain" 
        end if 
    end if 
    return "ALLOW" 

 

Cross-Layer Attack Detection. The algorithm 
identifies complex attack patterns that require more 
than one detection method for their discovery.  
The system evaluates all image layers of the sys-
tem by conducting file analysis and executable as-
sessment and privilege evaluation to find distribut-
ed payloads and privilege escalation paths and in-
cremental attack development which extends to 
historical image records. The system reports all 
detected attack patterns together with their confi-
dence level and the recommended actions for sys-
tem deployment.  

The system uses Multi-Layer Attack Detection 
with Temporal Analysis to find advanced attacks 
which develop through multiple system layers and 
through time passage. 

Algorithm 3: Cross-Layer Attack Pattern De-
tection. 

Input: Image I with n layers L = {L1, L2, ..., 
Ln}, Attack pattern database A_patterns, Historical 
modification, timeline H. 

Output: Detected attack patterns P_detected, 
Attack confidence score ∈ [0,1], Recommended 
action. 

 

Algorithm 3: 
for i = 1 to n do   
     F[i] ← ExtractFilesFromLayer (L[i]) 
     E[i] ← ExtractExecutablesFromLayer (L[i]) 
     N[i] ← ExtractNetworkConfigFromLayer (L[i]) 
 end for 
 P_detected ← ∅ 
 max_confidence ← 0 
for each pattern p ∈ A_patterns do  
     if p.type = "DISTRIBUTED_PAYLOAD" then 
        components_found ← 0   
         for each component c in p.components do 
             for i = 1 to n do 
               if MatchesComponent(F[i] ∪ E[i], c) then 
 components_found ← components_found + 1 
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                     break 
                 end if 
             end for 
         end for 
      confidence ← components_found / 
|p.components| 
         if confidence > 0.7 then  
 P_detected ← P_detected ∪ {(p, confi-
dence)} 
             max_confidence ← max (max_confidence, 
confidence) 
         end if 
     end if 
 end for 
for i = 1 to n-1 do    
     if HasPrivilegeEscalation(L[i], L[i+1]) then 
         P_detected ← P_detected ∪ 
{("PRIV_ESCALATION", 0.9)} 
         max_confidence ← max (max_confidence, 
0.9) 
     end if 
 end for 
if H ≠ NULL then    
     for each historical_image H_i in H do 
         if SuspiciousModificationPattern (H_i, I) 
then 
             P_detected ← P_detected ∪ {("INCRE-
MENTAL_ATTACK", 0.8)} 
             max_confidence ← max (max_confidence, 
0.8) 
         end if 
     end for 
 end if 
if max_confidence > 0.9 then    
     action ← "BLOCK_AND_ALERT" 
 else if max_confidence > 0.7 then 
     action ← "QUARANTINE_FOR_REVIEW"   
 else if max_confidence > 0.5 then 
     action ← "ALLOW_WITH_MONITORING" 
 else 
     action ← "ALLOW" 
 end if 
 return (P_detected, max_confidence, action) 
Supporting Functions: 
Function HasPrivilegeEscalation (L_i, L_j): 
    priv_i ← GetPrivileges (L_i)         
    priv_j ← GetPrivileges (L_j) 
    if priv_j.has_setuid AND NOT priv_i.has_setuid 
then  
        return TRUE 
    if priv_j.can_access_host AND NOT 
priv_i.can_access_host then 
        return TRUE   

    if priv_j.user = "root" AND priv_i.user ≠ "root" 
then 
        return TRUE 
      return FALSE 
Function SuspiciousModificationPattern (H_old, 
I_new): 
    changes_over_time ← ExtractChanges (H_old, 
I_new) 
    if |changes_over_time| > 5 AND MedianSize 
(changes_over_time) < 1MB then 
        if AllModificationsSameUser (chang-
es_over_time) then 
            return TRUE                  
        end if 
    end if 
    return FALSE 

 

Results and discussion 
 

Dataset Description. Dataset Construction: We 
created a controlled dataset of 10 container images 
based on Ubuntu 20.04 and Alpine 3.14 base  
images. Ground-truth labels were assigned through 
manual modification: 

Benign modifications (n = 3) Config file up-
dates (nginx.conf, env variables), APT package 
installation (curl, git), User-space application up-
dates. 

Suspicious modifications (n = 2) Permission 
changes (chmod 777 on system directories), Intro-
duction of setuid binaries,  

Malicious modifications (n = 5) User tampe- 
ring /etc/passwd (unauthorized user creation), 
Cryptocurrency miner installation (xmrig), Net-
work backdoor (netcat reverse shell), SSH key in-
jection into /root/.ssh/authorized_keys, Credential 
harvesting script in /etc/profile.d/.  

In order to replicate genuine attack scenarios, 
Image layers are modified. 

Experimental Setup. The outputs of both eval-
uations demonstrated interrelated but distinct re-
sults. For the discovery of Algorithm 1, it was ne- 
cessary to evaluate ten actual containers which  
included ground truth labels. Three (3) benign con-
figurations consisting of alterations (configuration 
and installation) to various components of the en-
vironment, two suspicious images, and five mali-
cious modifications were included in this set. Sus-
picious modifications consisted of introducing 
permissions on files and making use of setuid bina-
ries, while the five malicious alterations made  
included tampering with password files, creating 
unauthorized users, providing backdoor access for 
the purpose of creating a cryptocurrency miner, etc. 
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Each container was analyzed and compared  
to its trusted baseline using methods such as: layer 
by layer hash comparison; directory structure com-
parison of the base image to the derived image  
using patterns associated with benign and mali-
cious behaviours; detecting established “signa-
tures” or patterns associated with known threats; 
and connecting the original repository from which 
the image was obtained. For purposes of evalua-
tion, all containers were executed using a common 
test environment that included the following hard-
ware and software. Specifically, this environment 
consisted of: Intel CPU (four logical cores); 8 GB 
of DDR4 RAM; 180 GB NVMe SSD; Ubun- 
tu 24.04 LTS; Docker version 26.1.3; Trivy ver-
sion 0.67.0; Grype version 0.100.0; and Python 
version 3.7.12. 

Evaluation Metrics. Our classification perfor-
mance assessment methods include: – Precision, 
Recall, F1-score per class – Overall accuracy – 
Confusion matrix analysis – Risk score distribution 
(mean, std, separateon) – False positive reduction 
vs. baseline. The confusion matrix results are 
shown in Table 2. 

Table 2 
Confusion Matrix Algorithm 1 Classification Results 

 

 Predicted  
Benign 

Predicted  
Suspicious 

Predicted 
Malicious 

 Actual Benign 3 0 0 

 Actual Suspicious 1 0 1 

 Actual Malicious 0 0 5 

 
The first misclassification showed that one sus-

picious image which had permission changes 
through chmod 777 was identified as a harmless 
file. The root cause of the security threat arose 
from modification which did not show any proof of 
danger because there were no setuid binaries pre-
sent and no password file modifications occurred 
and no methods for persistence were established. 
The CalculateSuspicionScore function assigned 
risk score 0.283 which failed to reach the suspi-
cious threshold at 0.3. 

The first suspicious image which contained 
setuid binary files in non-standard locations was 
identified as a dangerous threat. Algorithm 1's 
threat signature database uses setuid binary intro-
duction as a high-risk pattern which causes 

MatchThreat function to trigger and assign risk 
score 1.0  

Classification Performance. Table 3 summa-
rizes per-category precision, recall, and F1-score 
for the three classification classes. The method 
achieved 80 % overall accuracy which resulted  
in 8 correct classifications out of 10 tested cases. 
The system successfully detected all five malicious 
images which resulted in zero false negatives for 
high-risk modifications. Examining the suspicious 
permission-change case resulted in its classifica-
tion as benign because no strong threat indicators 
existed however the introduction of setuid was 
deemed malicious. The design implements secu- 
rity-first principles through its design which pre-
vents potential privilege escalation but it impacts 
precision for the malicious class. The results suc-
cessfully differentiate between normal operational 
changes and dangerous high-risk threats while still 
allowing for flexible deployment. 
 

Table 3 
Per-Category Classification Metrics 

 

Class 
Precision 

(%) 
Recall 

(%) 
F1 Score 

(%) 
Sample 
Size (N) 

Benign 75.0 100.0 85.7 3 

Suspicious 0.0 0.0 0.0 2 

Malicious 83.3 100.0 90.9 5 
 

The suspicious class shows both zero precision 
and zero recall because its detection system  
requires a threshold which needs to be adjusted  
to identify actual suspicious cases. The model han-
dles suspicious issues through its design which 
categorizes them into either benign or malicious 
groups to eliminate any uncertainty that could arise 
during deployment. The confusion matrix visua- 
lization is shown in Fig. 3. 

 

 
 

Predlicted Class 
 

Fig. 3. Confusion matrix for Algorithm 1 classification  
on 10 container images 

 N
um

be
r 

im
ag

es
 

А
сt

ua
l C

la
ss

 



Informatics 
 

 

        287 Наука 
техника. Т. 25, № 4 (2026) 

   Science and Technique. V. 25, No 4 (2026) 
и 

Risk Score Distribution Analysis. The risk 
score distributions show distinct quantitative dif-
ferences between different categories according to 
Table 4. Benign modifications clustered within a 
narrow low-risk range (mean 0.267), and malicious 
images reached maximum risk (1.000) while sus-
picious cases showed greater risk due to their un-
predictable nature between known and unknown 
risk. The maximum per-layer aggregation method 
prevents deployment because any single high-risk 
change will create a blockage which stops risk 
from spreading through architecture components. 
The scoring system enables automatic decision-
making according to policy requirements while it 
protects against distributed and incremental securi-
ty breaches.  

 

Table 4 
Risk Score Distribution by Category 

 

Category Mean Std Dev Min Max 
Sample  
Size (N) 

 BENIGN 0.267 0.058 0.200 0.300 3 

 SUSPICIOUS 0.641 0.507 0.283 1.000 2 

 MALICIOUS 1.000 0.000 1.000 1.000 5 
 

The system blocked all malicious images  
because their blocking risk exceeded established 
limits which prevented any high-risk modifications 
from being falsely identified. The execution time 
of Algorithm 1 depends on actual conditions which 
require O(n × |Δ_fs|) time to process using two 
variables n and |Δ_fs|. The metadata size and  
the cryptographic signing expenses constitute the 
main factors which determine the complexity of 
Algorithm 2. The execution time of Algorithm 3 
increases in direct proportion to the layer count and 

attack pattern count. The framework functions  
effectively for CI/CD integration and real-time 
admission control systems because container envi-
ronments limit both layer count and pattern count. 

Detailed Per-Image Results. The research 
showed successful detection of malicious activities 
across all studied layer counts, which reached 5 
layers, thus proving that Algorithm 1 can handle 
different system designs with its detection capabili-
ties. The two-layer backdoor attack and setuid at-
tack plus the five-layer miner attack with persis-
tence achieved identical risk scores of 1.000. The 
system successfully identified both atomic attacks, 
which involved single malicious action per layer, 
and distributed attacks, which involved payload 
split across multiple layers, thus demonstra- 
ting effective filesystem forensics despite atta- 
cker attempts at obfuscation. Table 5 shows  
the 0.200–0.300 range for benign modifications 
shows how Algorithm 1 responds to different types 
of changes.  

Standard package managers APT show the lo- 
west risk of 0.200 because they contain well-under-
stood and auditable risks. The risk for configura-
tion and environment changes increases to 0.300 
because these changes involve filesystem modi- 
fications, which can result in misconfiguration. 
The T_threats database correctly identified all de-
fined threat patterns, which included, /etc/passwd 
and /etc/shadow modifications Setuid binary detec-
tion patterns of unauthorized user creation intro-
duction of network utilities through netcat and 
socat cryptocurrency miner signatures for xmrig 
and cpuminer detection of persistence mechanisms 
through cron jobs and profile.d scripts. 

Table 5 
Detailed Classification Results for All 10 Test Images 

 

Image Name TRUE Category Predicted Risk Score 
Layers  

Modified 
Correct Notes 

test-benign-config BENIGN BENIGN 0.3 2 ✓ nginx.conf edit 

test-benign-packages BENIGN BENIGN 0.2 2 ✓ apt-get curl/git 

test-benign-env BENIGN BENIGN 0.3 1 ✓ ENV additions 

test-suspicious-perm SUSPICIOUS BENIGN 0.283 3 ✗ chmod 777 /tmp 

test-suspicious-setuid SUSPICIOUS MALICIOUS 1 2 ✗ setuid in /usr/local 

test-malicious-passwd MALICIOUS MALICIOUS 1 3 ✓ /etc/passwd tamper 

test-malicious-miner MALICIOUS MALICIOUS 1 5 ✓ XMRig install 

test-malicious-backdoor MALICIOUS MALICIOUS 1 2 ✓ netcat reverse shell 

test-malicious-ssh MALICIOUS MALICIOUS 1 4 ✓ SSH key inject 

test-malicious-harvest MALICIOUS MALICIOUS 1 3 ✓ /etc/profile.d/ script 
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Analysis of Suspicious Misclassification. False 
Positive Rate: 100 % for benign changes (3/3 be-
nign flagged). The method fails to differentiate 
between legitimate operational modifications and 
malicious alterations. The method successfully 
removed all false positives which originated from 
non-harmful changes present in the evaluated  
dataset.  

Baseline 2: Signature-Only Verification (Doc- 
ker Content Trust [6]).  

Method: Notary-based image signing.  
Limitation: Signatures invalidated by ANY lo-

cal modification.  
Results:  The system rejected all benign chan- 

ges (3/3) because it blocked authorized modifica-
tions. 

Malicious modifications: Would detect if sig-
natures present. Our improvement enables trust 
restoration for local modifications. 

Baseline 3: Static Vulnerability Scanning 
(Trivy, Clair).  

Method: CVE database matching on installed 
packages.  

The outcome of our experiments are shown be-
low: Detect with CVE database against Custom 
Backdoors, Credential Harvesters & Privilege  
Escalations without CVE signature match. 

Through our testing we were unable to detect: 
Custom Backdoors, Credential Harvesters, Privi-
lege Escalations with no CVE signature. Hash On-
ly Verification viewed any modification as a viola-
tion since it was being applied without any seman-
tic context to determine what modification has ta- 
ken place. Therefore, every time we made a benign 
modification (Adding edit to nginx.conf, installing 

cURL or git, Adding ENV variables) resulted  
in a change to the layer digests which resulted  
in a 100 % false positive based on hash only verifi-
cation. We conducted our comparison between 
proposed system and the hash-only method, which 
serves as the standard approach for verifying con-
tainer integrity through completeness checking.  
A capability comparison between naive hash veri-
fication and the proposed system is shown in Tab- 
le 6. Performance comparison results are shown  
in Fig. 4. The evaluation showed that the naive 
method detected all ten images as altered. Algo-
rithm 1 correctly identified all three benign images. 
Two images which required human verification 
and system successfully identified and blocked five 
dangerous images. The framework significantly 
reduces false positives compared to the naive ha- 
sh-only approach. Table 7 presents a critical ana- 
lysis when it comes to alternative approaches.  
The testing against three different baseline meth-
ods showed the benefits of our framework. 

Baseline 1: Hash-Only Verification (Current 
Industry Standard).  

Method: Simple digest comparison (SHA-256).  
Results: Detection Rate: 100 % (all modifica-

tions detected).   
Our semantic analysis identified these as be-

nign because: (1) the package installations matched 
known-good APT package manager patterns in 
P_benign, (2) the configuration file changes were 
small (<10KB) and limited to expected filesystem 
paths, and (3) the Dockerfile provenance correla-
tion confirmed that these changes were declared  
in the build specification. 

Table 6 
Functional Capability Comparison: Hash-Only Verification vs. Proposed Framework 

 

Feature / Capability Naive Hash-Only Approach Proposed System 

Layer modification detection Detects change only Yes 

Identification of changed layers No Yes 

Change type classification No Yes (Benign / Suspicious / Malicious) 

Risk assessment No Yes (continuous score 0–1) 

Provenance verification No Yes (Dockerfile correlation) 

Semantic analysis of changes No Yes 

Decision granularity Binary (Modified / Unchanged) Multi-level, risk-aware 

Actionable deployment guidance No Yes 
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Fig. 4. Functional comparison between hash-only verification 
(baseline) and the proposed framework across  

the 10 test images 
 

Table 7 
Comparison with Alternative Approaches 

 

Capability 
Hash- 
Only 

DCT [6] 
Vuln 

Scanner 
Our  

Method 
Modification  
Detection ✓ ✓ Partial ✓ 

Change  
Classification ✗ ✗ ✗ ✓ 

Semantic Anal-
ysis ✗ ✗ Partial ✓ 

Trust 
Restoration ✗ ✗ ✗ ✓ 

Local Mods 
Supported ✗ ✗ ✓ ✓ 

Risk Scoring   
✗ 

✓ (No local 
modification) Basic Advanced 

Zero False 
Negatives ✗ ✗ ✗ ✓ 

Automated 
Decisions Manual Manual Manual Automated

 
This framework avoids false positives (from 

modification detection) which would block valid 
transactions but have no added value of putting in 
more security. All five malicious modifications 
have been found with no false negatives as each 
modification caused at least one entry (determinis-
tic) in the T_threats threat signature database to be 
created. Whenever any match occurs between a 
threat signature in T_threats and a specific bad thing 
(maliciousness), the Match-Threat Function notifies 
you that there may be a problem (risk score of 1.0) 
without considering other reasons why bad things 
might appear, such as misuse of Dockerfiles. Each 
of the five patterns of bad things that were found 

(maliciously modifying /etc/passwd, XMRig Mi- 
ner, netcat reverse shell, SSH key injection, and 
harvesting of credentials from /etc/profile.d) are 
common techniques used by attackers which have 
well-known and documented fingerprints in the file 
system. 

The zero false negative result reflects the com-
pleteness of the T_threats database for these spe-
cific attack types and the design decision to use 
maximum-aggregation risk scoring, where any sin-
gle high-risk layer overrides lower-risk layers 
across the image. 

Security Implications. The framework extends 
traditional digest verification methods by adding 
semantic context and risk-aware decision logic  
to its verification process. The method produces 
operational classifications which include risk  
assessment scores that organizations can imple-
ment in their continuous integration and delivery 
processes and their registration entry security 
measures. The system enables safe local changes  
to be made while it safeguards against all major 
security threats. 

Limitations and Threats to Validity. The as-
sessment employs Ubuntu and Alpine controlled 
images as its base, which restricts statistical analy-
sis capabilities, and it tests base image perfor-
mance across various operating systems, while  
assessing results for multiple container systems. 
The system achieves detection accuracy through 
its complete collection of both benign and threat 
signature databases, which need continuous up-
dates to handle new attack methods and defensive 
evasion tactics. The standard CI/CD pipeline requi- 
res 2.3 seconds per image which creates perfor-
mance overhead, yet high-scale environments need 
optimization. The framework maintains its practi-
cal value for real-world DevOps security challen- 
ges because the existing limitations point toward 
future research areas. The small size of the dataset 
(N = 10) is the largest threat to external validity. 
With only three benign examples, two suspicious 
examples, and five malicious examples per class, 
the sample sizes for each class are too small to 
make statistically valid claims about the perfor-
mance of this model. For example, due to the small 
complete sample size (n = 10) and the small num-
ber of successful detections (K = 8), the 95 % Pre-
diction Interval for an estimated accuracy of 80 % 
is nearly 44 % to nearly 97 %. Thus, the current 
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results represent proof-of-concept feasibility rather 
than confirmation of performance. The controlled 
laboratory environment in which the experiments 
were conducted is, additional limitation, does not 
accurately represent the diversity of container 
modifications in the real world. As new attack 
techniques are developed, the threat signature da-
tabase (T_threats) will need to be regularly upda- 
ted. Therefore, the completeness of the threat sig-
nature database directly impacts its ability to accu-
rately detect attacks. 

 

Conclusion 
 

Container images are experiencing a gap in 
trust when used in DevOps workflows: changes 
made locally break the trust in the cryptographic 
digest of the registry, and existing signing mecha-
nisms do not allow for differentiation between  
legitimate operational changes and malicious 
changes. To solve this trust gap, we proposed  
a three-algorithm semantic integrity verification 
framework that includes the use of forensic ana- 
lysis (layer-by-layer), risk-based classification,  
and context-based cryptographic trust restoration. 
A preliminary evaluation was performed on a con-
trolled dataset of 10 container images, which 
showed the feasibility of this framework: all five 
malicious modifications were detected with zero 
false negatives, all three benign modifications were 
correctly classified (thereby eliminating the 100 % 
false positive rate associated with hash-only verifi-
cation), and the overall classification accuracy  
was 80 %. When comparing the proposed frame-
work to hash-only verification, Docker content trust 
(DCT), and static vulnerability scanning, the pro-
posed framework provided post-local modification 
trust restoration and was unique in this respect 
compared to all other methods evaluated. When 
discussing the limitations of this research project, 
we must acknowledge that the evaluation was 
based on a relatively small controlled dataset  
of 10 images, which imposes limits on the stati- 
stical generalizability of the findings. Moreover, 
the detection capabilities of this framework will be 
limited by the completeness of the threat signature 
database. Additionally, the total performance over-
head associated with the framework was 2.3 se- 
conds per image and will need to be optimized for 
a high-volume environment. The restrictions set 
specific targets for future projects, which are: eva- 

luating frameworks with larger and more diverse 
data sets; developing automated methods to learn 
threat signatures; and optimizing the performance 
of CI/CD against the framework. Future efforts 
will focus on these areas: (1) Conduct evaluations 
of frameworks, using larger and more varied con-
tainer image datasets, from multiple base operating 
systems. (2) Investigating automated and machine-
learning-based threat signature learning to redu- 
ce manual database maintenance; (3) Optimizing 
processing performance for production-scale dep- 
loyment; and (4) Conducting user studies to 
evaluate operational practicality in real DevSecOps 
workflows. 
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