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The risk management process focuses on providing the business with an
understanding of risks to allow effective decision-making to be applied to
control the risks. The risk management process is an ongoing activity that aims
to continuously improve the efficiency and effectiveness of the organization’s
ISMS implementation.

The risk management process should be applied to the whole ISMS (as
specified in ISO/IEC 27001:2013 «Information technology - Security
techniques - Information security management systems — Requirements») — that
is, all elements of the ISMS. The process needs to be applied at the planning and
design stages as well as the subsequent stages of operational deployment,
monitoring and review of the risks, and the updating and improvement stages to
ensure that any information security risks are always being appropriately
managed.

An important part of the risk management process is the assessment of
information security risks. This is necessary to understand the business
information security requirements, and the risks to the organization’s business
assets. In ISO/IEC 27001:2013, the risk assessment includes the following
actions and activities:

« identification of assets;

« identification of legal and business requirements that are relevant for the
identified assets;

« valuation of the identified assets, taking account of the identified legal and
business requirements and the impacts of a loss of confidentiality, integrity
and availability;

« identification of significant threats to, and vulnerabilities of, the identified
assets;

« assessment of the likelihood of the threats and vulnerabilities to occur;

e calculation ofrisk;

* evaluation of the risks against a predefined risk scale.

The next step in the risk management process is to identify the appropriate
actions to be taken for the treatment of each of the risks that have been
identified during the risk assessment. Risks can be managed through a
combination of prevention and detection controls, avoidance tactics, insurance
and/or simple acceptance.
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