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CyliecTByeT Kiacc MPOrpamMM, KOTOpbIe ObLIM H3HAYAIBHO HAITHCAHBI C
[ETBbI0 YHHUYTOXKEHHS JAaHHBIX HAa YY)KOM KOMIIBIOTEpPE, MOXHUIICHHS YYXKOil
uH(bOpMAIINK, HECAHKIIMOHUPOBAHHOTO HCIIOIB30BAHUS UYKHX PECYPCOB U T.
M., WK e TPHOOPEIIH TaAKHUE CBOMCTBA BCIEICTBUE KaKUX-THO0 nmpuuuH. Takue
IporpaMmbl HECYT BPEAOHOCHYIO HArpy3Ky M COOTBETCTBEHHO HAa3bIBAIOTCS
BPEIOHOCHBIMU. BpemoHocHasi mporpaMma — 3TO TPOrpaMma, HaHOCSIIAs
KaKoH-TH00 Bpel KOMITBIOTEPY, HAa KOTOPOM OHA 3alyCKaeTcsl WIH IPYTUM
KoMIbIOTEpaM B ceTH.K  BpEIOHOCHOMY TPOrpaMMHOMY  OOECIICUCHHIO
OTHOCSATCS CETEBBbIE YEPBH, KiIacCHueckhe (haiioBble BHPYCHI, TPOSHCKHE
IporpaMmbl, XakKE€pCKUE€ YTWIUTBI U HNPOYHE IPOrpaMMbl, HAHOCAIIUEC
3aBeIOMBII BpeJl KOMIIBIOTEPY, Ha KOTOPOM OHH 3aIlyCKAIOTCSl HA BBINOJIHEHHE,
WM JPYTUM KOMIIBIOTEpaM B CETH.

Jnst pacnipocTpaHeHUs BPEIOHOCHBIE MPOrPaMMBbl UCHIONB3YIOT CIEAYIOLINE
OOBEKTHI ¥ KAHAJIBL:

e (baiiyIbl NCIIOTHAEMBIX IIPOTPAMM;

(aiinbl OpHUCHBIX TOKYMEHTOB;

(aiiibl HHTEPIIPETUPYEMBIX IIPOrPaMM;
3arpy304HbIe CEKTOPHI AUCKOB U JIHCKET;
COOOIIEHHS ITEKTPOHHOH ITOYTHI;
MUPUHTOBBIE ((ailIo0OMEHHbIE) CEeTH;
UHTpaceTh Wiu HTepHeT;

npatisepsl OC;

(hrer-HaKOIMUTEIH.

BpenoHocHBIE MporpaMMBbl IENAT Ha TPU MOIKATETOPUM: 6UPYCHL U Yep8u,
MPOAHCKUE NPOZPAMMbL U 6DEOOHOCHbBLE YINUTUMDBL.

Komnoromepuutit éupyc — 3T0 Tporpamma, cnocoOHasi cO37aBaTbh CBOU
IyOIMKaTel M BHEIOPATH MX B BBIYHUCIHUTEIBHBIC CETH W (haliibl, CHCTEMHBIC
o0nacTH KOMIBIOTEpa ¥ MPOYHE BHIONHSAEMBIE 00beKThL. [Ipu 3TOM ayOIHKaThI
COXPAHAIOT CHOCOOHOCTh K JaNbHEHIIEMY pPACIPOCTPAaHEHHIO. Y CIIOBHO
JKU3HEHHBIH UKI JIFOO0T0 KOMITBIOTEPHOTO BHPYCA MOXKHO PA3ACNUTh HA ISTh
CTaJIAN:

® IPOHUKHOBEHHE Ha YY)KOH KOMIBIOTED;



aKTHBAIS,

TIOMCK OOBEKTOB JIJIS 3apaskeHNs;
TIOATOTOBKA KOIH;

BHEJIPEHHE KOIHIA.

Bupycsl nensarcs Ha 3arpy30uHbIeH (aiJIoBBIC BUPYCHL. 3agpy30unblil 6upyc
3apakaeT 3arpy304HBI CEKTOp BHMHYECTEpa WIM JHUCKETHl W 3arpyKaercs
KaKOBI pa3 IpU HayaJbHOM 3arpy3ke OINEpallMOHHOW cucTeMsl. aiinoguili
6Upyc 3alKCBIBaeT CBOM KOJ B TENO NporpaMMHoro ¢aina wim opucHOro
JoKyMeHTa. [Ipy 3ToM BO Bpemsl 3allycKa IPOrpaMMbl BUPYC IIOIy4aeT
yIIpaBJIeHHeE.

Yepsv  (cemesoit  uepep) — OTO  BpPEJAOHOCHas  MporpaMmma,
pacrpocTpaHsIomascsi 10 CeTeBbIM  KaHajaM, KOTopas CIOCOOHa K
CaMOCTOSITENIbHOMY TPEOJIONIEHHIO CHCTEM 3alllUThl KOMIIBIOTEPHBIX CeTeH, a
TaKKe K CO3NAHMIO M JAJIBHEHIIEMY pacIpOCTPAHEHUIO CBOMX KOIMM.
JKu3HeHHBIH UK YepBeil COCTOUT U3 CIIEAYIOIIUX CTauil:

® [IPOHMKHOBCHUC B CI/ICTCMy;

® aKTHUBALIMS,

® TIOMCK OOBEKTOB ISl 3apasKeHUS;

e [IOAIOTOBKA KOIHUM;

®  PacCHpOCTPaHEHHUE KOIHH.

B 3aBucumMocTu oT crocoba NMPOHMKHOBEHHS B CHCTEMY YEPBH AENATCS HA
TUIIBIL:

o (Cemegble uepeu, KOTOpbIE AJSl CBOETO PACIpPOCTPAHEHUS! HCIIOIb3YIOT
JIOKaJIbHBIE ceTh U VIHTepHeT;

e [loumosvie uepsu, KOTOPbIE PACIPOCTPAHSIOTCS C TIOMOIIBIO HOYTOBBIX
Iporpamm;

e IM-uepgu, KOTOPBHICUCIIONB3YIOT CHUCTEMBI MTHOBEHHOTO oOMeHa
COOOILEHUAMH,

o IRC-uepsu, pacnpoctpansiomuecs no kananam [RC;

e P2P-uepsu, pacnpocTpaHsOmuecs TPH  I[OMOIIM  IHPUHTOBBIX
(baitnooOMEeHHBIX ceTel.

Tpoanckas npozpamma— BpPENOHOCHAs TPOrpaMMa, HCIONb3yeMas
3JIOYMBINUIEHHHKOM Uil cOopa uH(opMammy, e€ paspylieHHS WU
MOMU(HUKAIINKA,  HAapymIeHUs  pabOTOCIIOCOOHOCTH  KOMIBIOTEpa  WIH
WCTIONIB30BAHMUSA €r0 PEecypcoB B HEONAaroBHIHBIX HensiX. B orimame ot
KOMITBIOTEPHBIX BHPYCOB M YepBEH TPOSHCKHE MPOrpaMMbl HECIOCOOHBI K
caMOBOCTIpOHM3BeIeHNI0. JKM3HEHHBIH MK TPOSHOB COCTOMT BCETO M3 TPEX
CTaaui:

® TPOHUKHOBEHHUE B CHCTEMY;

®  AKTHBALMS;




®  BLINOJHEHUE BPEIOHOCHBIX JCHCTBH.

TposiHCKHE TpOrpaMMbl KIACCH(DUIMPYIOTCA B COOTBETCTBUH C THIIOM
JeHCTBHUH, BBIMONHIEMBIX WMH HAa KOMITbIOTepe. TpOsiHCKas mporpamma
09KOOPTIPEAIOCTABNIACT  3JIOYMBIIUICHHUKAM ~ BO3MOXHOCTh  YIANEHHOTO
YIOpaBICHUS 3apaXEHHBIMU KOMIBIOTEpAMU. DKCHAOUMbI— ITO MPOrPAMMBI C
JAHHBIMH WM KOJOM, WCIOJB3YIOIINE YSI3BUMOCTh B pabOTAOIINX Ha
KOMIIBIOTEPE MPUIOKEHUAX. PymKumpi— 3T0 TIPOrpaMMBI, MpeIHa3HAUCHHbIC
JUISL COKPBITHS B CUCTEME ONPEAEIEHHBIX 00BbEKTOB WM AeicTBUN. bankosckue
mMposiHybl TIPEIAHA3HAYCHBI JJIS KPaXKH YIETHBIX NAHHBIX CHCTEM HHTEPHET-
OaHKMHra, CUCTEM DJICKTPOHHBIX MIATEXKEH M KPSAUTHBIX WU A€0ETOBBIX KapT.
IpoepammurTrojan-Downloader cmocoOHBI 3arpyxaTh ¥ YCTaHABIWBATH Ha
KOMIIBIOTEP-)KEPTBY HOBBIC BEPCHH BPEJOHOCHBIX MPOTrPaMM, BKJIFOYAs
TPOSHCKHE W  pEKJIaMHbIe TMPOTpaMMBbL.  Mepogvle  mposHybl  KpamyT
uHbOpMANHI0 00 YU4ETHBIX 3aMHCIX YYACTHHUKOB CETEBBIX WTP. [Ipoepammsl
Trojan-IM kpamyt JOTHHBI M TMApOJM K MpOrpaMMaM MIHOBEHHOTO OOMeHa
coobmieHusamu. Takxe BCTPEUAIOTCS IPYTHE BHIBI TPOSHCKUX MPOTPAMM.

Bpeoonocnuie YHunumul— 3TO BPEOHOCHBIC TPOrPaMMBI,
NNpe€AHa3HAaUYCHHbIC [JIsI aBTOMAaTH3allMu CO3JAaHUs BHPYCOB, qepBeﬁ 50050
TposHCKUX mporpaMM. Iloaxiace BpeZOHOCHBIX YTWIIUT JEIUTCS Ha MOBEICHHS
B COOTBETCTBUM C COBEPLIAEMBIMU JNEHCTBHAMH. [Ipozpammui-KOHCHMPYKMOPbI
NpeJHa3Ha4YeHbl Ui CO3JAHMS HOBBIX BHPYCOB, 4YepBEH M TPOSHCKHX
nporpamM. DOS— ocCyllecTBISIOT aTakd THMA «OTKa3 B OOCIY)KMBaHHUM» Ha
koMmIbroTep-kepTBy.Email-Flooder ncmons3yroT mist Toro, 9To0bl MEpPEmOTHUTE
KaHaJIbl YJIEKTPOHHON ITOYTH OE€CCMBICTIEHHBIMH COOOIIEHUAMH.

Taxum 00pa3oM, HCXOAS U3 BCETO BHIIIE MEPEUHCICHHOT0, MOXKHO CIIENaTh
BBIBOJ, 4YTO BHUPYCHI U BPEIOHOCHBIE MPOrPaMMBI CIOCOOHBI HAHOCHTb
3HAYUTEIbHBIA yIepO, peanusys IroOble Yrpo3sl HHPOPMALMM — YrPO3bI
HApyIIEHUS LEITOCTHOCTH, KOH(QUICHIHMAIFHOCTH, IOCTymHOCTH. IlosTomy
CEerofHs OYEeHb BAXKHO 3alIMINATH KOMIBIOTEPH! IPH MOMOIIHM YCTAHOBICHHUS U
OOHOBJIEHHSI aHTUBUPYCHBIX IIPOTrPAMM.





