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e  VQ2 - npuémHuK;

e V- ycuiaurens;

. ®OHY — GunbTp HUKHUX 9aCTOT;

o AIIIT - aHaJIOTOBO-IIH(PPOBOIL
npeoOpa3oBaTelb;

e 3V — 3amoMmHaroOIIee YCTPOICTRO;

e [IK - nmnepcoHadbHBIII KOMIIBIOTEP C

OPHUTMHAJILHBIM [IPOTPAMMHBIM 00eCIIeYeHHE;
e  USB - unrepdeiic USB.
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Puc. 2. CtpykTypHas cxema CHCTEMbI KOHTPOJISI CBApHBIX
coeiMHeHUi ocHOBaHHO# Ha Metone TOFD

JlaHHas CTPYKTypa CHCTEMBI YIbTPa3BYKOBOTO
nedekrockormna OTIIMYAETCS HaJIM4ueM
NPEIM3MOHHOTO  LU(POBOro  reHeparopa  Juis
BO30yXK/IeHHsl Koje0aHWi B H3Iydarene, dTO
HEOOXOAMMO AT  KOPPEKTHOTO  NPHMEHEHHSA
¢azoBoro metoma oOpaboTku curHaoB. Kpome Toro
3TO  TO3BOMSIET  PEAIN30BaTh  NPEUU3NOHHBIA
MHOTOIIKANBHBI  (ha30BBI  METOH  HM3MEpEeHHS
BpEMEHU 3aJepKKU curHayioB. [locneaHuili ocHOBaH
Ha OIPENECNICHUN 3a/JepKKH B COOTBETCTBUH C
BEIpakeHUEeM T=(2mw+@)/®, TAe N — KOJIUIECTBO
menblXx  (pa3oBRIX IHUKIOB, ¢ — (Da3oBBIA CIOBUT
curHaioB B uHtepBaie (0, 2m), ®— Kpyrosas
4acTOTa TapMOHUYECKOUN HECYILEH.

VIIK 681

[TpoBenenHoe MOJICITUPOBAHHE
00paboTKH CUTHAJIOB V31 MOATBEPANIO
BO3MOKHOCTh ~HMX  OOHapyXeHHs Ha  (oHE
AITUTUBHBIX IITYMOB JISi COOTHOIIECHHS CUTHAJ/IITYM
MeHbIle eAuHUNBL. [loka3aHo, YTO MOBHIIICHHUE
TOYHOCTH OTIPENENICHUs] BPEMEHHOTO IIOJIOKEHHS
HMIOYJIBCOB MOXET OBITh JOCTHTHYTO IIyTEM
YBEIMYEHUS 10JIy4aeMoit HU3MEPUTENBHON
nHopmManmu 32 CYET YBEJNMYEHUS  YACTOTHI
JIACKPETU3allUd  CUTHAJIOB B AlII, 100
MPUMEHEHUEM CIIeLHaIbHBIX METOJIOB OIPE/CICHHs
9HEPreTUYECKUX IEHTPOB HMITYJIECOB.

Hcnonb3oBaHHEe  METONOB  CTATHCTHYECKOM
¢daszomerpun 1j1si 00pabOTKHM CHTHAJIOB B METOJE
TOFD mo3BonsieT pacmupuTh (PYHKIIUOHAIEHBIC
BO3MOKHOCTH M 00J1aCTh IPIMEHEHHSI IOCIICTHETO, a
TaKkKEe YMEHBIIUTHh IOTPEITHOCTh OIPEICICHUS
BPEMCHHBIX 3a/ICp’KEK CUTHAJIOB M 32 CUET JTOTrO
MOBBICUTh  JIOCTOBEPHOCTh KOHTPOJII  Pa3MepoB
Te(PEKTOB.
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MOTION IMPRINT KAK OITWH U3 ®AKTOPOB CTPOI'Ol AYTEHTU®UKAIIAN

JledeneB A.H., Crenanos B.A., Hectepos M.C., Onydpues C.B.
Mocxsockuii cocyoapcmaennulil mexnuseckuil yuugepcumem um. H.D. Baymana
Mocksa, Poccus

CoBpeMeHHbBIC peaniu (OPMUPYIOT HOBEBIC Tpe-
OoBaHUs K crcTeMaM Oe3omacHocTH. Pa3Butne mero-
OB B3JIOMa TpeOyeT NOCTOSHHON aKTyaJIn3aIiiun
CPEICTB MPOTUBOIEHCTBHA HOBBIM yrpo3aM. Celiuac
mpocTynaet npobiemMa, Korja CTaHgapTHAsS (T1apoib-
Has) ayTeHTH(UKaNWs MOJH30BATENS HE BCETAa B
cmiax 00ecTeYnTh 3alIuTy OT HECaHKIMOHHUPOBAH-
HOTO J0CTyNa. B Takux ciy4asx moyib3yrTcs J0MOJ-
HUTETHHBIMH MEPaMHU MO ayTCHTU(PHUKAIIMU MOJIH30-
Batelneil. BRBOIAIT yCHIICHHYIO ayTeHTH()DUKALUIO WK
CTPOT'YI0, KOTOpas BKIIIOYAET B ce0sl cpa3y HECKOIBKO
(akTopoB.
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Hamu Obuta mocraBieHa 3amada paspaborarh
MHOTO()aKTOPHYIO CHCTEMYy ayTeHTH(dukanuum c
HCTIONB30BaHUEM KOMOWHAIMKA TpeX (HaKTOPOB:
YHUKaJbHass MH(pOpMAaLys, yHUKAJIbHBIA IpeaMer,
ouoMerpuueckune gaHHbie (Motion data). [lannas
CTaTbs TMOCBSLIEHa OXHOMY M3 (akTopoB —
OTIIEYaToK ABIDKEHUH (Motion imprint).

IMox ortmeuarkoMm aBmxenuit (Motion imprint)
MOHUMAETCS  COBOKYNHOCTh  WHIMBHUIYabHBIX
ocoOeHHOCTEW IBMXEHUH pyK BO BpeMs Habopa
CHMBOJIOB Ha KJIaBHAType.
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MBI NpEeanoNIoKMIM, YTO TaKHUE OTIICYATKH
HUMEIOT JIOCTaTOYHYIO BapUATHBHOCTb, YTOOBI MOKHO
ObIO  crenaTh  OJHO3HAYHOE  YTBEPXKACHHE O
MIPUHAUIC)KHOCTH OTIEYATKA JTAHHOMY YEIOBEKY.

Jns Toro, 4roOBl crenaTh HEpBOHAYAIbHBIC
BBIBOJIBI, MBI pa3pa0oTalyl psiJ MPOrpaMM | MPOBEITH
HECKOJIBKO KCTIEPUMEHTOB.

B kauectBe wmcrounmka Mmotion data cmyxar
ymuble uacel Huawei Watch (1 gen) ma 6Gase
oneparonHoit cucrembl Android Wear. s Hux
Obl1a HarMcaHa NporpamMMa, ONpaIluBaoLIas CEHCOp
JIBIDKCHUS M 3aITMCHIBAIONIAs IOTyYeHHBIC JaHHbIC B
TEKCTOBBIM (aill ¢ copepkaHueM BpEMEHH, U
COOTBETCTBYIOIINE MIHOBEHHBIE 3HAYCHMS Oceil
aKceJIepoMeTpa u rupockona. IlapamnenbHo ¢ 3THM
HamnmcaH TPOCTEHIIUI KeWnorrep Ha OmOmHOTEKE
jQuery. Keiiiorep BeieT 3aMCh TEKYIIETO BPEMEHH,
COOBITHIT HAXKATUS M OTXKATHH KHOIIOK KJIABUATYPHI.

B camMoM 3KcnepuMEHTE ydYacTBOBAJO YETHIPE
yenoBeKka. KaxIplif 13 HUX HajeBall yMHbBIE 9achl U
BBOJMJI OJHY M Ty JK€ MapoyibHyl ¢Gpasy Ha
koMmibtoTepe 1o 20 pa3. Ilo okoHuaHUU MPOBEACHUS
9KCIIEPUMEHTOB OBUIM IIOJyYEHBI JIOTH C YMHBIX
qacoB M Kednorrepa. CHHXPOHU3UPOBAB BpeMs
MEXIy IIOKa3aHWAMH, MBI CMOIJIH  OTpe3aTh
MOKa3aHMs, HE OTHOCAIINECS K IKCIIEPHUMEHTY.

Takum oOpazom, cymmupys1, Obu10 TOTy4IeHO 480
JTUCKPETHBIX (YHKIWH Ay BceX oceil ceHcopa. Ux
HUX OBIIM OTGWILTPOBAHBI HEYJIAYHBIE HOMIBITKH
BBOJIa MTApOJI.

Kaxmas w3 ¢yHkomii  comepxkutr 250-350
OTCUETOB, 4YTO 3aBHCHUT OT BpEeMEHH Habopa
napoJIbHON (pasbl.

Janee ObLI NpPOBEOCH KpaTKUi aHAIM3
MOJYYCHHBIX IaHHBIX. s TIpoBeAeHHs aHanm3a
HCIIOJIb30BAIach (PYHKINSA B3aUMHOM KOPPENALINH.

Tak Mbl paccuMTaJd MAaKCUMyM B3aUMHOMI
KOPPEISIHA MEX/Iy IOIBITKAMH BBOJA MapOJbHOU
(pasbl OJJHOTO YEIIOBEKA U MEXIY IOTBITKaMH BBOJA
apoJIsi Pa3HBIX JIOJICH.

Ha pucynke 3 moxa3aHbsl pe3ysbTaTbl B3aUMHOU
KOppeJsUM ABYX MONBITOK OJHOTO YeJIOBeKa. 37eCh
KaXAOH M3 ocell akcemepoMeTrpa M THPOCKOIa
COOTBETCTBYET 6 (PYHKIMIA B3aUMHOU KOPPEIISIIHH.
MakcumymMbl  QYHKOHA ~ HMEIOT  CJIEAYIONIHE
3HAYCHUSA:

max (cor) Ax=0,92;

max (cor) Ay=0,63;

max (cor) A;=0,71;

max (cor) Gx= 0,55;

max (cor) Gy=0,76;

max (cor) G;= 0,96.

Koadhpummentsr, koTopeie Hanbonee OTM3KH K
€IMHMILIE — 3TO CUTHAJ aKceJIepoMmeTpa mo ocu X u
CUTHAJI THPOCKOTIIA TI0 ocH Z.

Ha pucynxe 4 noxa3aHbsl pe3yJIbTaThl B3aUMHOU
KOppEJSIIMK ABYX MOMNBITOK BBOJA OJHOTO IapoJis
pasHBIMH JIIOABMHU. MakcUMyMbl (DYHKIUI HMEIOT
CIeAyIOIINe 3HAUCHUS:

Pucynok 1 — Curzan o ocu X akcenepoMeTpa HOMBITOK
BBOJIA OJJHOTO TAPOJISI ABYMSI JIFOIBMU

0.8
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Pucynok 2 — Curnan 1o ocu Z rUpoCcKoIia IMOIBITOK BBOJA
OJJHOTO HapOJIs ABYMS JIOABMU

Pucynok 3 — Koppensnuus curaanos akceiepoMerpa
Y THPOCKOIIA MOMBITOK BBOJA OJHOTO MAPOJIs OJTHUM
YEJI0BEKOM

Pucynok 4 — Koppensnus curaanos akcesiepomMerpa
¥ THPOCKOTIA MOMBITOK BBOJA OJHOTO MAPOJIs ABYMS
JIFOIbMHU
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max (cor) Ax= 0,65;

max (cor) Ay = 0,35;

max (cor) A;=0,31;

max (cor) Gx=0,23;

max (cor) Gy=0,37;

max (cor) G,=0,76.

MosxHO 3aMCTHUTh, qT0 HEKOTOPEBIC
K03 PHUIHIEHTH yMEHBIIWINCH OOJIee B UeM JIBa pasa.
Taxxe OpUMEeYaTeJIbHO, YTO B HCKOTOPLIX ClydasaXx
ocHu Ax u Gz TaKXK€ IIOKa3blBaJlld 3HAYCHUA
Koppesiun nopsaka 0.7, 9To OIHM3KO K 3HAYCHUSIM,

V/IK 004.021

HOJydeHHbIM IIPU CPaBHEHMH MOIBITOK OJHOIO
yenoBeka. OpHako octanbHble ocH Ay, Az Gx Gy
TaKkKe TPOJNOIDKAIM  COXPAaHATh  JBYKPAaTHYIO
pa3HuULly 3HaYEHUH.

1. Jle6enes A.H., Ony¢pues C.B., Crenanos b.A., Crioco6
crporoit  MHorogakTopHoil  ayreHTH(UKAIWU.  //
«be3omnacHble UH(OPMAIMOHHbIE TEXHOJIOTHI.
Co6opuuk TpynoB CenpMoOil BCEPOCCHICKON HaydHO-
TEXHUUYECKOH KoH(pepeHuH / mox pen. Marseesa B.A. —
M.: HYK «/HpopmMaTuka W CHCTEMBI YIpPaBICHHSI»
MI'TY um. H. 3. Baymana, 2017. — C. 194-196.

3AIIUTA KAHAJIOB ITIEPEJAYN NTHO®OPMAIIUN ABTOMATU3UPOBAHHBIX CUCTEM
OT ATAK JACKPOTTING

Maxkcumos P.JI., Paguxos A.T'.
Mockogckuii eocydapcmeennblil mexHuyeckuil ynugepcumem umenu H. 3. baymana
Mocxea, Poccuiickas @edepayus

BBeaenne. Knaccuueckumu npumMepamMu aBTomMa-
TU3WPOBAHHBIX CHCTEM, KOTOPHIE CTaJId HEOThEeMJIe-
MOW YacThIO JKM3HU KaKIOTO COBPEMEHHOTO Yeo-
BeKa M TpeOyIoMue 3aUThl OT 3JI0YMBIIIJICHHUKOB,
SIBIISIFOTCS] OaHKOMATHI, IJIATEKHBIC TEPMUHAIIBL, TEP-
MHHQJIBl CaMOOOCIY)KHBaHMsI, OWIIeTOIEeUaTaroIHe
ABTOMATEI.

HecmoTps Ha  NOCTOSHHBIE — HMHTEpec K
0aHKOBCKOMY CEKTOpY co CTOPOHBI
3JI0yMBIIIJICHHUKOB, NPEICTaBUTEIN 3TOro OHM3Heca
HEOXOTHO TPATIT AONOJIHHUTENbHBIE CpEACTBAa Ha
JIOPOTOCTOAIINE PEHICHUS 10 3aIIuTe OaHKOBCKHUX
aBTOMAaTOB OT aTak Ha WHpopmanuio. Ecnu paHsre
MPAaKTUIECKH BCer/ia OOBEKTaMH aTak CTAaHOBUIIVICH
KITUCHTHI 0AaHKOB, TO B TMOCJICHEE BpeMsI 3a4acTyIO
TaKUMU OOBEKTaMH CTAHOBATCS HEMOCPEICTBCHHO
CUCTeMbI OaHKOBCKOT'O 00CITy)KMBaHHS 1 OAaHKOBCKHE
aBTOMAaThl (0aHKOMATHI, IJIATEXKHbIE TEPMUHAIIBI).

Bankomar mpezcTaBiIsieT OCOOEHHBIH HHTEpec
JUTA 37I0YMBIIIJICHHUKOB KaK XPaHMIHUILE IEHEKHBIX
cpencts. HecMoTpst Ha TO, YTO JEHBIU XPaHATCS B
3alIUIICHHOM cele, 3TOyMBIIIJICHHUKH HaXOAST
crocoOBI JOOpaThCs U 10 HUX.

[MoMuMoO pamuKalbHBIX METOIOB, HAIPUMED,
MOJpEIBA Ta30M WM KpaXXd OaHKOMaTa, HMEIOT
MecTo W OoJice BBICOKOTCXHOJIOTHYHBIC aTakd Ha
YpOBHE ammapaTHOTO W MpPOTPaMMHOTO obecriede-
HUH, CETECBOTO B3aUMOJICHCTBHS, TOJICHCTEMBI yIIPaB-
neHus nepudepuitHeiM obopynoBaHueM. K HuM
OTHOCSITCS, TAK Ha3bIBaeMbIe, aTaku jackpotting, oHa
U3 peaym3alfii KOTOPBIX 3aKI0YaeTCsI B CKPBITOM
pa3MelmeHnH BHYTPH OaHKOMaTa HEKOTOPOTO
yctpoiictBa (black box) m ero HemocpenCTBEHHOM
MOJKIIIOYEHUH K IIMHAM WM MOPTaM OaHKOBCKOTO
aBTOMara, 4TO II03BOJIAET 3JIOYMBIIUICHHUKY YJia-
JICHHO KOHTPOJIMPOBATh Bce Neprdepuitbie ycTpoi-
CTBa. OTO NPUBOAUT K BO3MOXHOCTH aHAIM3a,
mepexBaTa W W3MEHCHHs KOMaHJA IIpH padoTe ¢
JIICIICHCEPOM, YTO, B KOHEYHOM CUeTe, 00eCIIeYBaCT
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OecrpensTCTBEHHBI HECAaHKIIMOHUPOBAHHBIH BBIBOJ
JICHE)KHBIX CPEJICTB U3 celi(ha aTakyeMoro oObeKTa.

OCHOBHBIMHU IIpOOJIEMaMu, TIPH 3TOM, SIBJISIOTCS:
UCIIONIb30BaHUE CTaHAApTHBHIX uHTepdeticoB (USB,
RS232, SDC) u He3amUIIEHHBIX KOMMYHHKAIIMOH-
HBIX KaHaJOB, B YaCTHOCTH, JUI CBSI3M «XOCT-AHUC-
MIEHCEP», OTCYTCTBUE MEXaHI3MOB ayTCHTH(UKAIINH,
aBTOpU3ALMM M PETUCTpallUU JNEHCTBUM 3710yMbILI-
JICHHUKOB BO BpeMs IpoBeneHus jackpotting-aTakw.

[IInpoxkoMy pacrpocTpaHEHHIO aTak Ha MHQOp-
Malyio 0aHKOMAaTOB TaK)Xe CIOCOOCTBYET OCTYITHAS
3JIOYMBINUICHHUKY JOOKYMCHTal U 6aHKOMaTOB C
ONMCAaHUEM MPOTOKOJIOB M (¢opMaTa KOMaH]
YIPaBJICHUS.

OTHOCHTEIIHHO IMPpOCTBIM W HEAOPOTrUM pPCELIC-
HHUEM 10 3am[uTe 0aHKOMaToB OT jackpotting-aTak ¢
ucnonp3oBaHueM black box, Moxer craTh ycTpoii-
CTBO Ha 0a3e KPUIITOKOHTPOJUIEPA, UMEIOIIET0 HaHO-
BaTTHOE SHEPronoTpedIeHNe, BO3MOXKHOCTH IOJ-
KIIFOUCHHUST Oarapey pe3epBHOTO MHUTAHMSA, anmapaTt-
HYIO TOJJIEPKKY KPHUNTOTpahUuecKHX ajJropuTMOB
JUTSL 3alIUTHl KaHAIOB WH(POPMAIMOHHOTO 0OMEHa H
peanusyomniero GyHKIUUA OJOKHPOBAaHUS Hanbosiee
KPUTUUYECKUX NepUdepHuitHbIX yCTpOiicTB mpu oOHa-
pyxennn kubeparaku. Takum oOpasom, «OIokupa-
TOP» MCIIOJB3YET AITOPUTMbI B3aUMHOW ayTeHTH(U-
Kaly MOJyJIell yCTpOMCTBa M IU(POBAHHS MOTOKA
YOPaBILIIOMMX KOMaHA JUid OOHapyXEeHHS aTak,
3aIMTBl M CHIDKEHHS ymepbda OT HUX IyTeM
OJIOKMPOBAHUS COOTBETCTBYIOLIETO MOJIYJISL.

K kputnaeckum (c TOUKH 3peHHUs] 0€30MaCHOCTH)
nepudepuitHbIM ycTpoicTBaM 6aHKOMaTOB
OTHOCSITCSL: 3allUIICHHAs EPP-knaBuatypa
(encrypting PIN pad), ycTpoHcTBO Al YTCHHUS KapT
(card reader), aucniencep (dispenser) U yCTpOMCTBO
JUISL BHECEHUS HAIMYHBIX jgeHer (cash-in).

OmHako pa3paboTath  BBICOKOA()()EKTHBHBIH,
OBICTPOACHCTBYIONNH, HANEKHBIH KpunTorpadu-
YECKHI aJropuTM [Jisi pEeIICHUs] TOCTaBJICHHOMN





