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To maintain the competitiveness of the enterprise in the market, constant 

changes in both technological and managerial processes are necessary. The most 

promising is the digital transformation of an industrial enterprise, which implies 

the process of introducing digital and information and communication technolo-

gies (ICT), the transition to "Industry 4.0", the fourth industrial revolution. First 

of all, this requires structural changes in enterprise management, namely, the tran-

sition to a digital basis for business management by transforming its models, mar-

keting approach, strategies. Currently, the concept of "digital economy" is in-

creasingly common, which was first used by the American computer scientist 

Nicholas Negroponte to describe trends in the development of ICT and their in-

troduction into the economy. The digital economy implies the introduction of 

modern technologies in all spheres of public life. These changes have a direct 

impact on the real sector of the economy, and for the effective, advanced and 

competitive development of the enterprise, measures of influence are needed from 

the management, ready for these restructuring in view of the digital adaptation of 

control systems and the implementation of the industrial process. 

Digitalization of industrial enterprise management primarily implies the in-

troduction of automated information systems (AIS) – software tools for perform-

ing certain operations, such as storing, processing and computing information. 

The most modern direction of AIS is the artificial intelligence system (AI), such 

a system is able to calculate, store, process a huge amount of information, but it 

is only able to simulate the human mind by embedding algorithms for logical and 

mathematical solutions to certain problems. One of the advanced tools of SII is a 

neural network capable of self-development and improvement, the main differ-

ence is its ability to solve problems without using pre-programmed decision al-

gorithms. The advantages for enterprise management are the ability to monitor 

the full production process, forecasting and calculating indicators (in finance, tax-

ation, accounting), full automation of simple operations, informing about possible 

threats and providing ways to solve them, "smart surveillance" taking into account 

analytics. The next tool for digitalization of management at the enterprise is dig-

ital engineering – a complex of digital, physical, virtual aspects covering the en-

tire production cycle of product creation, allowing you to monitor each level of 

the enterprise in a given time. This tool is aimed at minimizing the gap between 
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the production process (workshop) and the management of the enterprise (con-

solidation of the upper and lower levels of enterprise management). 

An innovative direction in digital engineering is the creation of digital twins. 

According to A. N. Prokhorov and M. L. Lysachev, "elements of a digital double: 

a mathematical model of the formation of a physical object (process model), a 

statistical model based on machine learning based on data obtained from sensors 

from a real physical object, and the physical object itself formed in the process of 

3D printing" [1]. So, based on a real object, you can create an identical or modi-

fied virtual version, this is mainly used in advertising or for visual examination 

of the object. Conversely, a real object is created on the basis of a virtual object, 

that is, an initial simulation to view the final result before its implementation be-

gins. Digital counterparts of real objects or products (DT1) and production pro-

cesses (DT2) are separated [2]. The first directly displays a 3D model of the goods 

produced at the enterprise. "The entire content of the product shifts from the ma-

terial form to the digital form," however, the material side of the product does not 

disappear, but becomes dependent on its digital copy. The second is the virtual 

production process of creating a product, as well as the overall set of measures 

for its implementation. This technology also allows you to monitor the work of 

the enterprise online for the necessary impacts and adjustments, analysis and ac-

counting of products. Digital engineering also includes the concept of "digital lo-

gistics", the main advantages of which are a more dynamic and interactive supply 

chain, improved customer service quality, increased control over production 

products. "Digitalization of enterprises occurs gradually, and enterprises and jobs 

with a low level of digitalization can remain in the economy for a long time, as 

well as accumulate an elderly workforce with relatively low digital skills and 

competencies" [3]. Hence, it is necessary to form a new employment model based 

primarily on highly qualified personnel with certain knowledge and entrepreneur-

ial abilities. 

In order to switch to a digital business management strategy, timely response 

to technology development trends and readiness of enterprises for such changes 

are necessary. However, taking into account the trends in the development of the 

modern world, the digital transformation of industrial enterprises is inevitable, 

but the most cost-effective will be the organizations that were the first to apply 

innovations. 
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In the context of economic sanctions from international economic partners, 

the Republic of Belarus is forced to review its customs policy and adapt to new 

challenges. We have researched the current state of the customs policy of the Re-

public of Belarus and proposed effective measures for its development in the con-

text of economic sanctions. Our analysis included studying changes in the global 

economy and the experience of other countries that have already taken necessary 

measures to protect their economies under sanctions [1]. 

The introduction of sanctions against the Republic of Belarus entails the need 

to review the country's customs policy. In conditions of restrictions and limited 

access to traditional markets, it is necessary to develop new export directions, 

attract investments, improve the quality of customs service, implement new tech-

nologies, and simplify customs procedures. In this context, it is a relevant task to 

determine the most effective measures for the development of the customs policy 

of the Republic of Belarus under sanctions. Under sanctions, the customs policy 

of the Republic of Belarus should be adapted to the changing conditions of the 

global economy. Here are a few ways that we can use to develop customs policy 

under these conditions: 

Development of technical equipment of customs procedures. The implemen-

tation of modern technologies and equipment will accelerate the process of 

customs control and reduce the costs of its implementation. This will allow us 

to become more competitive in the global market and improve the economic 

situation in the country. Within this area, there are several specific activities 

that can be highlighted: 

Implementation of an electronic declaration system. This will speed up the 

document processing procedure and reduce the time required for customs control. 

It will also reduce the probability of errors and improve the quality of data. 


