
 

50 

УДК 004.056.5+004.738.5:338.22 

 

BLOCKCHAIN SECURITY SYSTEM 

student Kvachenyuk G. V. 

scientific supervisor – senior lecturer Vanik I. Y. 

Belarusian National University of Technology 

Minsk, Belarus 

 

Blockchain technology enables the creation of distributed databases that 

are capable of storing various types of information, such as financial 

transactions, contracts, and records of intellectual property ownership. It consists 

of a collection of technologies that work together to ensure that data stored on 

the blockchain is secure and tamper-proof. 

With blockchain, there is no need for a central authority or intermediary to 

manage transactions, and multiple parties can have access to the same 

information. This technology can be applied to a variety of use cases, including 

supply chain management, digital identity verification, and voting systems, 

offering increased transparency, security, and efficiency compared to traditional 

centralized systems. 

A primary aspect of blockchain technology is its ability to generate secure 

and unchangeable records in a decentralized setting. This is achieved by storing 

data across various devices, and any updates to the databases are automatically 

propagated to all devices, decreasing the risk of data loss or manipulation. 

The development of cryptocurrencies is among the primary uses of 

blockchain technology. Bitcoin, for instance, leverages blockchain to store 

transaction details for the digital currency. All members of the network possess 

a copy of this database and can verify its accuracy [1]. 

The automation of processes, such as financial transactions, is another 

potential application of blockchain technology. This can lead to faster 

transaction times and lower commission costs.  
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It can also be used to improve voting systems, create smart contracts, and 

combat corruption by providing a genuine and secure record of transactions and 

deals. 

Nonetheless, blockchain technology is not free of disadvantages. For 

instance, it requires significant energy consumption to uphold the network. 

Additionally, some blockchain-based cryptocurrencies can be exploited for 

illegal activities, such as money laundering or terrorist financing.  

Another noteworthy application of blockchain technology is the 

development of smart contracts that can be implemented across various 

industries. These contracts enable the automation of contract-related processes 

and ensure the enforcement of their terms and conditions [2]. 

To summarize, blockchain technology marks a significant advancement in 

digital innovation with diverse applications in numerous industries. 

Nevertheless, it is essential to acknowledge that blockchain technology is not 

flawless. 
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