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With the development of information technologies and the corresponding ele-

ment base, there is a separate direction of illegal actions aimed at digital twins and 

systems for managing technical objects. The paper considers general issues of the di-

rection of ensuring cybersecurity of digital twins and associated intelligent control 

systems of mobile equipment. 

A digital twin is a virtual copy of a real object – a system, structure or process 

that reliably reproduces all processes occurring on the original object in real time, so 

that at each moment in time the co-standing parameters of the digital twin correspond 

to the parameters of the state of the physical object. Modern technical objects are 

equipped with an intelligent control system, including hardware and software, digital 

sensors, interfaces and other means of interaction with the outside world and between 

internal components [1–3]. Intelligent control systems - devices equipped with infor-

mation mining tools and interacting with each other and the environment. The pro-

gress of technological advances in low-power microelectronics has predetermined the 

widespread adoption of devices based on them in technical facilities of the industrial 

and household segments, stationary and mobile versions. 

Currently, there is an increase in the number of incidents (crimes) in the field of 

information technology, in relation to technical facilities with digital control systems. 

In 2018, the number of smart devices connected to the Web was estimated at 22 bil-

lion with the prospect of growth to about 40 billion by 2025 (data from the research 

company Strategy Analytics). These smart devices can contain vulnerabilities that 

can be exploited by cybercriminals and result in user or community threats [2]. Thus, 

the task of increasing the resistance to cyber-attacks of digital twins and related tech-

nical objects is an urgent scientific and technical task. 

Security concerns for digital twins and intelligent technical facility management sys-

tems [3]: 

 vulnerability of devices and systems; 

 convergence of information and operational technologies; 

 outdated industrial control systems; 

 unsafe protocols; 

 human factor; 

 unused functions; 

 ensuring the safety of the product after its implementation. 
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One of the reasons for the development and updating of cyber threats is the fact 

that the basic technologies for the implementation of both digital twins and related 

digital control systems for technical objects are developed without taking into ac-

count security requirements, since the main task of manufacturers was to minimize 

the cost and time of development, reduce unnecessary production costs and increase 

the volume of products. As a result of such a policy, basic models, central and nodal 

mick-rochips operate at extreme modes. Due to insufficient computing resources, 

most security tools for technical objects cannot be installed in inherited devices, 

which makes them an easy target for cybercrime [4]. 

Cybersecurity is considered as a system for protecting information and automat-

ed control systems from cyber-attacks, it is designed to ensure: 

1. Continuity of operation. 

2. Efficiency of the control system in accordance with the set goals [5]. 

3. Stability of control system parameters preservation [6]. 

4. Control system reliability [7]. 

5. The required level of confidence in the cybersecurity system [8]. 

6. The ability to adapt the management system to new and abnormal situations. 

7. Substantiating the structure of the cybersecurity system based on the digital 

risk management model [9, 10]. 

The main areas of cyber threats [11]: 

1. Intentional actions: malware; exploit; target attack; DDoS attack; compro-

mised device; loss of confidentiality; modification of information. 

2. Information interception: man-in-the-middle attack; connecting to an active 

session interception of information; network intelligence; intercept the connection 

3. Disconnection: Power off; Device failure System failure loss of support ser-

vice. 

4. Technical failure: software-level vulnerabilities: third-party bugs. 

5. Disasters: natural disasters; IoT crashes. 

6. Physical attack: device modification; destruction of the device.  

Components of intelligent mobile control systems that are potentially vulnerable 

to cyber attacks: 

 digital modules of control systems (equipped with built-in technologies for 

collecting, processing, storing, transmitting information, intelligent decision-making); 

 computer systems; 

 communication components (between devices, including through the net-

work); 

 information processing components (of various types: video or audio, data 

generated in real time by intelligent sensors, devices, etc.); 

 collaborative systems (industrial robots performing complex tasks using intel-

ligent self-training systems); 

 systems of artificial intelligence, machine learning, predictive analytics; 

 monitoring systems (components of data collection and accumulation and 

processing, including safety of system components); 

 virtual reality systems. 



198 
 

The cybersecurity of digital twins is implemented on the base platform using its 

software and hardware. In addition, data exchange channels are protected using soft-

ware and hardware protection, integrity control and storage of transmitted data. 

Cybersecurity of intelligent systems for managing technical facilities is imple-

mented in the following areas: hardware, software or combined protection [12]. The 

hardware protection may be as built into the processor or as a separate device. Protec-

tion of intelligent control systems of technical facilities is designed to ensure the in-

tegrity of system and application software, data protection (encryption of collection, 

transmission, storage), as well as protection of communication lines (encryption, in-

tegrity control). 

Conclusion. 

With the development of information technologies and the corresponding ele-

ment base, a separate direction of illegal actions arises, focused on digital twins and 

systems for managing technical objects. Depending on the technical and software so-

lutions used, it is necessary to use software and hardware to minimize the likelihood 

of damage to systems, as well as to restore them as soon as possible. 

The need to ensure cybersecurity of the digital twins themselves as virtual standards 

of a real object is updated, since the digital twin changes to assess the relevance of 

the work of the real object and identify deviations in work caused by a cyber attack, 

as well as assess damage caused by a cyber attack. 

The last, but no less important point is the cybersecurity of transmission, integrity 

control and data storage systems. 
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