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PEDPEPAT

LANNNOMHbIA NPOEKT coaepXXnT 144 c., 19 puc., 25 Tabn., 37 ICTOYHNKOB, 4 npw.
n 10 nnucToB rpaduyeckoi yactm popmara Al.

WHTEMPALUNA CUCTEMbI, NH®OPMALUMNOHHAA BE3OMACHOCTHb,
PA3PABOTKA CUCTEMbl MEHEIXKMEHTA, CUCTEMA MEHEO)XMEHTA,
YMNPABJNIEHVE PUCKAMMU

Llenb paboTbl - pa3paboTka CUCTEMbl MeHeKMeHTa WH(OPMaLMOHHOW
6e30MacHOCTY 1 ee BHEAPEHWE B [ieATe/IbHOCTb OpraHm3aLuu,

O6bBEKT - MH(PopMaLMoHHas 6e30NMacHOCTb.

MeToA - (PyHKLMOHabHOE MOAeNMpoBaHme npoLeccos Ha 6ase ConceptDraw.

ISO 27001 - 370 MeXAYyHapOoAHbI CTaHAAPT, B KOTOPOM cobpaHbl TpeboBaHMs ais
co3faHua W pasBUTUSA CUCTEMbl MeHeIKMeHTa WH(MOpPMaLMOHHOM 6e30MacHOCTM.
Ceptudmkauma 1SO 27001 0cC06eHHO akTyanbHa A1 KPYMHbIX KOMMaHWi, HO B
nocnefHee Bpemsi OHa CTaHOBMTCA 0693aTe/IbHOM U AN18 HEGONbLUMX KOMMNaHWIA Ha 3Tane
006CYXEeHMNA KOHTPAKTA.

BHefpeHve cTaHfapTa MOXeT MOMOYb KOMMaHWM pewwunTb Hemasno npob6rem:
YKpenuTb [oBepuve NapTHEPOB W K/MEHTOB, YMPOCTUTb BbIXOZ HA HOBbIE PbIHKK,
ONTUMU3NPOBATb PacXoAbl HA MHHOPMaLMOHHYIO 6€30MacHOCTb UT.A.

3agayn, KOTOpble Heo6XOAMMO pewuTb B AUMNJOMHOM  MNPOEKTe, -
(hyHKLMOHaNbHOE MOZeNMpoBaHune npoueccos cUCTeMbl MeHePKMeHTa
MH(opMaLMoHHOM 6e3onacHocTM B HoTauuu IDEFO, pa3paboTka MeTOAMK OLEHKMU
PUCKOB KaK BHYTPM CUCTeMbl, TaK U B paMKax OpraHusauuu, anpobauns MeToAuKM
OLLEHKMN PUCKOB, BHEAPEHMWE CUCTEMbI B OCHOBHYIO eATe/IbHOCTb OpraHu3auuu.

MpakTnyeckas 3Ha4MMOCTb NOATBEPXKAAETCS aKTOM MCMONb30BaHNA pe3ybTaToB

B OO0 «3MIMN COJTIOLHC».



THE ABSTRACT

The degree project contains 144 pages, 19 figures, 25 tables, 37 data sources, 4
applications and 10 sheets ofthe graphic material in Al format.

SYSTEM INTEGRATION, INFORMATION SECURITY, MANAGEMENT
SYSTEM DEVELOPMENT, MANAGEMENT SYSTEM, RISK MANAGEMENT

The purpose ofthe degree is the development ofthe ISMS and its implementation
in the activities ofthe organization.

The object is an information security management system.

The method is functional modeling ofprocesses based on ConceptDraw.

ISO 27001 is an international standard that contains the requirements for the
creation and development of an information security management system. 1ISO 27001
certification is especially relevant for large companies, but recently it has become
mandatory for small companies at the stage of contract negotiation.

The implementation of the standard can help companies solve many problems:
strengthen the trust of partners and customers, simplify access to new markets, minimize
information security costs, etc.

The tasks that need to be solved in the degree project are functional modeling of
the processes of the information security management system in the IDEFO notation,
development of risk assessment methods both within the system and within the
organization, testing ofthe risk assessment methodology, implementation of the system
in the main activity ofthe organization.

The practical significance is confirmed by the act of using the results in
MP SOLUTIONS LLC.



CMNCOK NCMOJ/Ib3OBAHHOW JIMTEPATYPbI
YnpasneHve WHMOPMaLMOHHOW 6e30NacHOCTbI0 [DNEKTPOHHbLIA pecypc]. -
Pexxnm focTyna:
https://m.wi]¢edia.org/wiki/YnpaBneHne _nHhopMaLMOHHOW _6e30MacHOCTbHO/.
- [ata poctyna: 23.10.2021.

. Co3gaHnme  KOMMJIEKCHO CUCTEMbl  yNpaB/ieHns MH(OPMaLMOHHOIA
6e30nacHOCTbIO [DneKTPOHHbIN pecypc]. - Pexxum focTyna:
https://www.jetinfo.ru/sozdanie-kompleksnoj-s istemy-upravleniya-
informatsionnoj-bezopasnostyu/. - Oarta goctyna: 23.10.2021.

. HaumoHanbHbIn NpaBoBoi nopTan Pecny6imku benapycb [SneKTPOHHbI pecypc].
- Pexkum poctyna: https://pravo.by/. - Oarta goctyna: 23.10.2021.

. HaumoHanbHbln hoHa THIA [3neKTpoHHbIA pecypc]. - Pexum pgoctyna:
https://tnpa.by/. - OaTa goctyna: 23.10.2021.

. Content Server. ISO/IEC 27001 - data per country and sector 2006 to 2017
[3neKTPOHHbIN pecypc]. - Pexxum Aoctyna:
https://isotc .iso. org/livelink/livelink?func=I1&objld=21413346&0bjAction=brow
se&viewType=1. - [laTta goctyna: 24.10.2021.

. Content Server. ISO Survey 2020 results - Number of certificates and sites per
country and the number of sector overall [9neKTpoHHbIA pecypc]. - Pexum
AocTyna:
https://isotc.iso.org/livelink/livelink?func=I1&0bjld=18808772&o0bjAction=brow
se&sort=name&viewType=1. - [laTa goctyna: 24.10.2021.

. Content Server. 1SO Survey 2019 results - Number of certificates and sites per
country and the number of sector overall [3neKTpOHHbIN pecypc]. - Pexum
foctyna:

https://isotc .iso. org/livelink/livelink?func=11&0bjld=21897526 &objAction=brow
se&viewType=1. - [laTta goctyna: 24.10.2021.

. Content Server. ISO Survey 2018 results - Number of certificates and sites per
country and the number of sector overall [9neKTpoHHbIN pecypc]. - Pexum

AocTyna:


https://m.wi%5d%d1%84edia.org/wiki/%d0%a3%d0%bf%d1%80%d0%b0%d0%b2%d0%bb%d0%b5%d0%bd%d0%b8%d0%b5_%d0%b8%d0%bd%d1%84%d0%be%d1%80%d0%bc%d0%b0%d1%86%d0%b8%d0%be%d0%bd%d0%bd%d0%be%d0%b9_%d0%b1%d0%b5%d0%b7%d0%be%d0%bf%d0%b0%d1%81%d0%bd%d0%be%d1%81%d1%82%d1%8c%d1%8e/
https://www.jetinfo.ru/sozdanie-kompleksnoj-s
https://pravo.by/
https://tnpa.by/
https://isotc
https://isotc.iso.org/livelink/livelink?func=ll&objId=18808772&objAction=brow
https://isotc

10.

11.

12.

13.

14.

15.

16.

https://isotc .iso. org/livelink/livelink?func=l1&objld=21911005&0bjAction=brow
se&viewType=1. - [laTta goctyna: 24.10.2021.

«OpaHxeBass KHura» (TCSEC) [3neKTpoHHbIA pecypc]. - Pexum poctyna:
https://dehack.ru/mezhdunarodnye_standarty po_otsenke bezopasnosti_informat
sio/oranzhevaja_kniga_tcsec/. - fOarta goctyna: 30.10.2021.

NcTopus co3gaHusa U Tekywmid cratyc «OOWmMX KpUTepues» [DNeKTPOHHbIN
pecypc]. - Pexum pgoctyna: https://intuit.ru/studies/courses/30/30/lecture/937. -
Oata goctyna: 30.10.2021.

Cuctembl MeHepKMeHTa - ISO/IEC 27001 - VicTtopusa cTaHaapTa [SNeKTPOHHbIN
pecypc]. - Pexxum pgoctyna: https://bpk.by/iso-27001. - [ata goctyna: 30.10.2021.
Ceptudmkauma 1S027001 [OneKTpOHHbIA pecypc]. - Pexum goctyna:
https://habr.com/ru/company/ruvds/blog/545742/. - Oarta goctyna: 06.11.2021.
ObecneyeHne NHGHOPMaLMOHHO 6e30MacHOCT 6BU3Heca [D1EKTPOHHbIN pecypc].
- Pexum pocrtyna: https://ur-consul.ru/Bibli/Obyespyechyeniye-
informatsionnoyi-byezopasnosti-biznyesa.37.html. - [ata goctyna: 06.11.2021.
CepeHkoB, T[l. C. MeToagbl MeHeMKMEHTa KayecTBa @ MeTo4onorua
OpraHn3aLMoOHHOro MPOEKTUPOBAaHNA WHXXEHEPHOW COCTaBNAOWEN CUCTEMDI
mMeHempkmeHTa Kadectsa / . C. CepeHkoB. - MockBa : UH®PA-M ; MUHCK :
HoBoe 3HaHue, 2011.

OueHka COOTBETCTBUA YPOBHSA NB TpeboBaHMAM CTaHfapTa
CTO BP WMBBC-1.0-2004 B 3A0 «METPOBAHK» [3neKTpoHHbI pecypc]. -
Pexxum poctyna: https://arb.ru/site/docs/other/Metrobank%20for%20ARB.pdf -
[ata goctyna: 27.11.2021.

CepeHkos IN.C., Pombanbckasa O.M. MeTogonorua puck-meHe)KMeHTa B pamkax
CMK /I 88 MexayHapofHas  Hay4yHO-TEXHWYECKasd  KOH(epeHuus

«lMpnbopocTpoeHme - 2015». - 2015. - C. 196-197.
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NMEPEYHEHb TEXHNYECKNX HOPMATWBHbIX
NMPABOBbIX AKTOB N1 AOKYMEHTOB B OBJIACTU

TEXHNYECKOIO HOPMWPOBAHNA NN CTAHOAPTUSALIA

1

10.

11.

ISO/IEC 27000:2018 Information technology — Security techniques —
Information security management systems — Overview and vocabulary
ISO/IEC 27001:2013 Information technology — Security techniques —
Information security management systems — Requirements

ISO/IEC 27002:2013 Information technology — Security techniques — Code
of practice for information security controls

ISO/IEC 27005:2018 Information technology — Security techniques —
Information security risk management

TKIM 181-2009 [MpaBuna TEXHUYECKOW 3Kcnayatauuu 3MeKTPOYCTaHOBOK
noTpebuTenei

TKIM 316-2011 Cwuctema TeXHWYECKOro 06CNYXMBaHUA W PEeMOHTa
aBTOMATUYECKMX YCTAHOBOK MOXAapOTyLUeHWs, CUCTEM MPOTUBOALIMHOM
3alMTbl, MOXAPHON CUrHaNM3auuW, CUCTEM OMOBELLEHMS O MoXape WU
ynpaBfneHus sBakyaumeii. OpraHnsaymns n Nnopsaok nposegeHns pabot

TKIM  339-2011 MpaBuna  yCcTpoilcTBA M 3aLUTHbIE Mepbl
3NeKTPo6e30nacHOCTM

TKI 427-2012 T[MpaBuna TeXHUKM 6e30MacHOCTM NPWU 3KChyaTaumnm
3/1EKTPOYCTaHOBOK

TKI 45-2.02-142-2011 «3paHua, CTPOUTENbHbIE KOHCTPYKLUKN, MaTepuabl
n n3genus. Npaeuna NOXapHO -TEXHNYECKOI KnacCcugukaumm»

TKIT 45-2.04-153-2009 «EcTecTBEHHOE W WCKYCCTBEHHOE OCBELLEHUE.
CTpouTenbHbIE HOPMbI MPOEKTUPOBAHNA

TKIM 474-2013 «KateropmMpoBaHue MOMELLEHWI, 34aHUA W Hapy>XHbIX

YCTaHOBOK M0 B3PbIBOMOXaPHO# 11 NOXapPHOI 0nacHOCTU»

. TKIM 474-2013 KaTeropupoBaHve MOMELLEHWUA, 30aHUA N HapPYy>XHbIX

YCTaHOBOK MO B3PbIBOMOXAPHON U MOXXapPHOW OMacHOCTU, YTBEPXKAEHHbIE
noctaHosneHnem MYcC PB oT1 29.01.2013 r. .No4
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CMrueHnyeckunii HopMatnB  «[llpefenbHO  JONYCTMMble  YPOBHWU
3N1IEKTPOMArHUTHBIX W3/Ty4YeHWIn pafMoyvyacTOTHOrO fuanasoHa npu KX
BO3AeliCTBUM Ha YenoBeka» 0T 05.03.2015 Ne 23

CaHuTapHble HOpMbI 1 NpaBuia « TpeboBaHMA K KOHTPO/IKO BO34yXa paboyei
30HbI», TMTMEHNYECKNIA HOpMaTUB «IpeaenbHO AOMYCTUMbIe KOHLEHTpaLmm
BpeAHbIX BewecTB B BO34yXe paboyeil 30HbI», YTBEPXKAEHHbIE
noctaHoBeHneM MWMHUCTEPCTBA 34paBooXpaHeHns Pecny6ivMku benapych
11.10.2017 Ne 92

CaHuTapHble HOpMbl W npaBuna «TpeboBaHUA K 3NEKTPOMArHUTHbIM
N3MyYeHUAM pPagumoyvacTOTHOroO AuanasoHa Mpu KX BO3LEUCTBUM  Ha
yenoseka» 0T 05.03.2015 Ne23

CaHuTapHble HOPMbI, NpaBuna U TUrMEHUYeCcKMe HopMaTuebl «LLym Ha
paboymMx MecTax, B TPAHCMOPTHbLIX CPEACTBaX, B MOMELLEHUAX XWUMbIX,
OOLLECTBEHHbIX 3[4aHWA W Ha  TeppuTOpUU  XKWUIOMN  3aCTPOMKU»,
YTBEPXJEHHbIe  MOCTaHOBMeHNWeM  MwuHuUCTepcTBa  34paBOOXpaHeHUs
Pecnybnukn benapycs oT 16.11.2011r. Ne 115

CH 2.02.01-2019 3paHua n coopy>XeHusa. OTCeKn noxXxapHble

CH 2.02.03-2019 MoxapHasa aBTOMaTMKa 34aHNIN 1 COOPY>KEHWUI

CH 2.02.05-2020 MoxapHasa 6e30MacHOCTb 34aHUIA 1 COOPYXKEHUI

CH 2.04.03-2020 EcTecTBEHHOE N UCKYCCTBEHHOE OCBeLLeHne

CH 4.02.03-2019 OTtonneHne, BEHTUNALNA U KOHANLMOHMPOBaHMe BO3AyXa



