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Trading Static for Dynamic Power. The simula-
tion results reveal a clear power consumption trade-
off. The memristor-loaded amplifier's primary ad-
vantage is a 69.2 % reduction in leakage power, as the 
memristor's high off-state resistance effectively gates 
leakage current during idle periods. This makes the 
design highly suitable for applications where static 
power is a dominant concern. However, this static 
power benefit is coupled with a 10–12 % increase in 
average power during operation. This higher dynamic 
power is a direct consequence of the circuit's en-
hanced performance, as its faster response and higher 
gain require larger transient currents, effectively trad-
ing static power efficiency for improved speed [3, 6]. 

Speed vs. Signal Integrity. 
The proposed design improves speed at the cost of 

signal fidelity. While sensing delay is reduced by up 
to 7.3 % due to higher gain from the memristive loads, 
this enhancement degrades signal integrity. The max-
imum output voltage swing is cut by 22.5 % due to an 
inherent voltage drop across the memristor. More 
critically, output noise increases by 52.5 %, as the sto-
chastic physical process within the memristor intro-
duces intrinsic noise that the amplifier's higher gain 
then magnifies. Therefore, the desirable speed im-
provement and detrimental noise increase are funda-
mentally linked in this design [4]. 

Discussion and Conclusion. The memristor-
loaded sense amplifier is not a universal improvement 
over CMOS but a specialized design with clear trade-
offs. Its primary advantage is a 69.2 % reduction in 

leakage power, making it ideal for low-duty-cycle ap-
plications like IoT devices where static power is the 
main concern. However, it is poorly suited for high-
performance computing due to increased dynamic 
power and degraded noise margins. In conclusion, in-
tegrating memristors requires a co-design paradigm, 
matching the device's unique properties to specific 
application needs. Future research should focus on 
mitigating its dynamic power and noise penalties 
while retaining its static power benefits. 
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Abstract. The escalating sophistication of cyber threats, which now routinely target the hardware layer, has ren-
dered traditional software-only security models insufficient.1 This paper challenges the long-held assumption that 
hardware constitutes an inherently trusted foundation, a premise invalidated by the rise of physical, side-channel, 
and supply chain attacks. It introduces the "Silicon Shield," an integrated, hardware-first security architecture 
designed to establish genuine cyber resilience from the ground up. This framework is built upon a triad of com-
plementary security primitives: a Hardware Root of Trust (RoT) to ensure boot-time integrity, Trusted Execution 
Environments (TEEs) to protect data-in-use from compromised privileged software, and Physical Unclonable 
Functions (PUFs) to generate inherent, unclonable device identities. This paper posits that a holistic, secure-by-
design approach, anchored in the immutable properties of silicon, is the only viable path toward building trustwor-
thy computing systems in an increasingly hostile digital landscape. 
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Introduction: Shifting the Security Paradigm. 
For decades, cybersecurity has mistakenly assumed 
hardware is secure [1]. This flawed, software-focused 
approach is failing because adversaries now attack the 
silicon directly. A new hardware-based philosophy, 
the "Silicon Shield," [2] argues that true security must 

be rooted in the hardware itself [3]. This layered de-
fense strategy combines three pillars: a Hardware 
Root of Trust, Trusted Execution Environments 
(TEEs) for isolated processing, and Physical Unclon-
able Functions (PUFs) for unique device identity. As 
increasingly sophisticated attackers exploit hardware 
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vulnerabilities with attacks like Spectre, building se-
curity from the silicon up is no longer optional but 
essential for creating a defensible system. The Mod-
ern Hardware Threat Landscape 

Hardware security is threatened by physical, sup-
ply chain, and microarchitectural attacks. Physical at-
tacks include monitoring power consumption or in-
ducing faults to extract secret data [2, 4]. Supply 
chain threats involve inserting malicious "Hardware 
Trojans" or creating counterfeit components [3, 4]. 
Microarchitectural exploits, like Spectre and Melt-
down, abuse processor features to leak information, 
while firmware attacks can install persistent rootkits. 
A Multi-Primitive Framework Silicon Shield's uni-
fied defense is built on three core hardware security 
primitives, each tackling a different security dimen-
sion for strength beyond any single technology. 

Hardware Root of Trust (RoT). This is the sys-
tem's foundational trust anchor. It uses technologies 
like TPM and Secure Boot to verify that all software, 
from firmware to the operating system, is authentic 
and untampered during startup, creating an unbroken 
"chain of trust" [3, 5]. 

Trusted Execution Environments (TEEs). 
TEEs protect data while it's in use by creating iso-
lated, hardware-encrypted memory areas (like Intel 
SGX enclaves) [6]. This shield sensitive code and 

data from a compromised operating system, enabling 
confidential computing [7]. 

Physical Unclonable Functions (PUFs). A PUF 
acts as a chip's unique, unclonable fingerprint derived 
from microscopic manufacturing variations [7, 8]. 
It generates cryptographic keys on demand without 
ever storing them in memory, making it highly 
resistant to physical tampering and ideal for secure 
device authentication [8, 9]. 

An Integrated Defense-in-Depth Strategy. The 
strength of the Silicon Shield lies in the synergistic inte-
gration of its primitives, creating a mutually reinforcing, 
layered defense [10, 12]. In a practical implementation, 
a PUF generates a unique root key at power-on to bind 
a TPM's identity to the silicon. The TPM then anchors 
a Secure Boot process, creating a chain of trust, and can 
later attest to a TEE enclave's integrity, proving to a re-
mote party that the secure environment is running on an 
authentic, untampered device [13, 15]. This layered ap-
proach ensures a compromise at one level does not lead 
to total system failure. The table shows that no single 
primitive is foolproof, but together they form a strong 
defense. TEEs guard against OS compromise but offer 
limited side-channel protection, while PUFs prevent 
cloning but don’t secure runtime execution. The Silicon 
Shield’s strength lies in layering complementary 
protections

Table 1 – Mapping Hardware Threats to Mitigation Primitives 
Threat Category Hardware Root of Trust 

(TPM/Secure Boot) 
Trusted Execution Envi-
ronment (TEE) 

Physical Unclonable Func-
tion (PUF) 

Firmware Rootkits & Boot-
time Malware 

Primary Mitigation  Secondary Mitigation (Pro-
tects runtime) 

– 

Software-based Key Theft 
(from memory) 

Secondary Mitigation (Key 
Wrapping)  

Primary Mitigation (Protects 
data-in-use)  

Primary Mitigation (Key is 
not stored)  

Side-Channel Attacks (e. 
g., Power, Cache) 

Limited Partial Mitigation (Ongoing 
Research) 

Limited 

Hardware Trojans (in 
supply chain) 

Limited (Attestation may fail) Partial Mitigation (Can iso-
late Trojan) 

Primary Mitigation (Au-
thentication fails)  

Physical Cloning / IP Theft Limited Secondary Mitigation (Code 
is encrypted) 

Primary Mitigation (Physi-
cally unclonable)  

OS/Hypervisor Compro-
mise 

Limited Primary Mitigation (Isolation 
from OS) – 

Fault Injection Attacks Limited Partial Mitigation (Can detect 
anomalies) 

Partial Mitigation (Tampering 
disrupts PUF) 

Future-Proofing the Shield. To remain effective, 
the Silicon Shield architecture must evolve to address 
emerging threats like quantum computing and increas-
ing semiconductor complexity. To counter the "harvest 
now, decrypt later" danger posed by quantum comput-
ers, hardware Roots of Trust must be crypto-agile, ready 
to adopt Post-Quantum Cryptography (PQC) standards 
[14] As chip complexity makes detecting hardware Tro-
jans intractable, AI/ML offers a solution by analyzing 
a chip's side-channel emissions for anomalies and iden-
tifying suspicious logic during the design phase, shifting 
verification from reactive to proactive [15]. 

Conclusion. The evolution of cyber threats has 
shattered the paradigm of software-only security and 
the assumption of a trusted hardware base, as attacks 
now target fundamental layers from firmware to the 
silicon itself, demanding a secure-by-design philoso-
phy anchored in hardware. This paper presented the 
"Silicon Shield," a blueprint integrating a Hardware 

Root of Trust, Trusted Execution Environments, and 
Physical Unclonable Functions to create a robust, 
multi-layered defense. This synergistic strategy, 
where security primitives mutually reinforce one an-
other, is essential for addressing future challenges 
like post-quantum cryptography and building the next 
generation of resilient, trustworthy systems. 
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Abstract. This study implemented a low-cost, open-source Andon system at a seed processing plant in Zimbabwe 
to address chronic inefficiencies from manual fault monitoring. The system integrated ESP32 microcontrollers, 
MQTT protocol, Node-RED, and stack lights. Results showed a 42 % reduction in downtime, a 22 % increase in 
throughput, and 80 % of critical faults resolved within 8 minutes. The framework demonstrates how techno-local-
ism and open-source ecosystems can foster sustainable, locally maintainable automation for agro-processing 
SMEs. 
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Introduction. Seed processing plants are critical 
for food security, yet many in developing nations suf-
fer from significant operational inefficiencies. Man-
ual fault reporting leads to prolonged equipment 
downtime, reduced throughput, and compromised 
quality. This research addresses these challenges by 
adapting the lean manufacturing Andon principle 
a visual management tool for immediate fault 
signaling to a low-resource context. The study aims 
to enhance operational sustainability at the Scientific 
and Industrial Research and Development Centre 
(SIRDC) seed plant through a locally built, low-cost 
digital Andon system, contributing to the techno-
localism discourse. 

Methodology. The implementation followed 
a structured, four-stage methodology. First, Process 
Analysis mapped the seed cleaning, grading, treat-
ment, and packaging lines to identify critical fault 
points. Second, the System Architecture was de-
signed using a distributed IoT model. The field layer 
used ESP32 microcontrollers with manual call but-
tons on six key machines. The communication layer 
employed the MQTT protocol. A Raspberry Pi served 
as the central server, running Node RED for applica-
tion logic, a SQLite database for data persistence, and 
a supervisory dashboard. Third, Hardware Imple-
mentation involved installing tri-colour stack lights 
and wiring them to the control system. Final-
ly, Software Development created Node RED flows 
to manage MQTT communication, business logic, 

and the real-time dashboard for remote monitoring 
and alerts. 

Results and Discussion. The system was 
successfully deployed and evaluated over several 
months. Key performance metrics showed substantial 
improvement, as summarized in Table 1.  

Table 1 – Key Performance Indicators (KPIs) Before and 
After Implementation 

KPI Before 
Implementation 

After 
Implemen-

tation 

Improve-
ment 

Average 
Downtime 

Baseline –42 % Significant 

Processing 
Throughput 

Baseline +22 % Significant 

Fault 
Resolution 
(< 8min) 

Low 80 % Drastic 

Quality 
Reject Rate 

Baseline –17 % Notable 

 

Figure 1 – SIRDC Seed Plant after the implementation of 
the Andon System 
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