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Ilepeyenb maTepuajioB

DNEKTPOHHBIA YI€OHO-METOINYECKUA KOMIUICKC BKITFOUALT:

- MPOrpamMMy JUCHUILIMHBI « KOMITBIOTEpHBIE CUCTEMBI U CETH,
- TEOPETUYECKUI pa3aen,

- 71a00paTOPHBIN MPAKTUKYM,

- CITHUCOK JIUTEPAaTYpBHlI,

- HK3aMEHAIMOHHBIE BOIIPOCHI,

- TECTHI K pa3jiesiaM Kypca.

ITosicHuTeILHASA 3aNMUCKA

DNEeKTPOHHBIM Y4eOHO-METOAMUECKUN KOMILIEKC pa3paboTaH AJisi CTYACHTOB
cnenuansHoctd 6-05-0612-01 «IIporpammvuas wumxenepus». HMubopmanmornHoe
HanonHeHne DYMK cootBeTcTByeT mnporpamme AucHUIUIMHBL «KOMIbrOTEpHBIE
CUCTEMBI U CETI».

DYMK MoXkeT UCTOJIb30BATHCA KaK MPU MPOBEACHUU 3aHITUHN 110 JUCHUTUIMHE
«KomnproTepHBIE CUCTEMBI M CETH», TaK W JUIsl OpraHU3allid CAMOCTOSTEIbHOU
pabotel  ctyneHtoB. Baempenne DOYMK Oynmer cmocobctBoBaTh — Oojee
3(p(EeKTUBHOMY OBJQJCHUIO TEOPETUYECKUMU U MPaKTUYECKUMH OCHOBaMH
NOCTPOCHUS U  (YHKIIMOHUPOBAHHSA KOMIBIOTEPHBIX CETEl M  CETEeBOro
IPOrpaMMUPOBAHMUS.

Nudopmanus B OYMK xopomo crpykrypupoBaHa. TeopeTuueckuil pasuen
BKJIIOYAET OCHOBHBIE TeMbl Kypca. JlabopaTopHbId NPAKTUKYM COJIEPKHUT
HEO0OXOAMMbIA 0a30BBI METOAMYECKUI MaTepuas (Ueib J1adopaTopHON paldoThI,
KpaTKHe TEOPETUYECKUE CBEICHHUA, 3aJaHus Ha JIabopaTopHylO padoTy,
KOHTpoJibHbIE Bompockl). B OYMK npuBoautcs Takke CHOUCOK JHUTEPaTypbl U
aKTyaJbHas MpPOrpaMMa JUCUMIUIMHBL. MOIynb KOHTpOJIS 3HAaHUM COCTOMT W3
HK3aMEHALMOHHBIX BOIPOCOB U TECTOB I10 OCHOBHBIM pa3jiejaM Kypca.

OVYMK paspadoran B Buje pdf-daiisnia u He TpeOYyeT YCTaHOBKHU CIEIIUATBLHOTO
MIPOTrPaMMHOTO OOeCTIeYEHUSI.
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1 lIporpamma qucuuILIMHBI « KOMIBIOTEPHBbIE CUCTEMbI U CETID)

VYyeOHas mporpamma no ydyeOHoW aucuuiiinHe « KoMnbloTepHble CUCTEMBI U
ceTW» pa3paborana s crnennanbHOoCcTH  6-05-0612-01  «IIporpammuas
VUHKEHEPHSI.

VYyeobnas nucuurimHa « KoMnbloTepHbIE CUCTEMBI M CETU» MPENYyCMaTPUBAET
U3y4YCHHE TEOPETHUECKUX OCHOB MOCTPOCHUS M MPHUHIMUIOB (HYHKIIMOHUPOBAHHUS
anmapaTHbIX M NPOrPaMMHBIX KOMIIOHEHTOB JIOKAJIbHBIX M  IJIOOAJIbHBIX
BBIYMCIIUTEIBHBIX CETEH, MPOTOKOJOB M CTAaHIAPTOB ceTU MHTEpHET, CETEeBBIX
Cily)k0 M KOMIIBIOTEPHBIX CHCTEM Ha HMX OCHOBE, a TaKXe MpHOOpeTeHue
IPAKTUUYECKUX HAaBBIKOB B 0O0JIACTM MPOEKTUPOBAHMS, IPOrpaMMHUpPOBAHUS,
yHOpaBlIeHUS U OOCIYKHBAHUS KOMIIBIOTEPHBIX CUCTEM U CETeHl ¢ MPUMEHEHHEM
WHTEPHET-TEXHOJIOTU.

JlokanpHbI€e U TT100aIbHBIE BEIYUCIUTENBHBIE CETH, CPEICTBA KOMMYHUKALIUH,
CETEBbIE€ MPOTOKOJbl M CTaHAAPTHl HWIPAIOT KIOYEBYID pOJb B Pa3BUTHU
MH(OPMAIMOHHBIX TEXHOJOTUH, MOCKOJBKY JOCTYI K Jt000i HHpOpMalHUH B
COBPEMEHHOM MHUpPE OCYyHIECTBIIAETCS uepe3 ceTb MaTepHeT. [lanpHenmmii mporpecc
B MH(OPMALIMOHHOM Pa3BUTHH 00IIECTBA OOYCIIOBJIEH Pa3BUTHEM CETEW Mepeaadn
JAHHBIX, BBICOKOCKOPOCTHBIX OECIPOBOJIHBIX CETEW, INI00ANbHBIX CIIYTHHUKOBBIX
CeTei, CeTeBbIX OOJAUYHBIX TEXHOJOTHH, a TaKXe CTaHJapTOB U IPOTOKOJOB
uHTepHeTa. [Ipu co3maHMM MPaKTUYECKH JI0O0ro MPUKIAJAHOIO MPOrpaMMHOIO
obecnicueHuss (I1O) TpeOyroTcs HCMONB30BaTh 3HAHUS M YMEHHS B 0O0JIACTH
BBIUMCIIUTENBHBIX CETeH ISl MPOrpaMMHUPOBAaHUS BEO-TIPUIIOKEHUM U CIykO ¢
aApPXUTEKTYPOU KIMEHT-CEpBEP. DTO ONPEAEIWIO MECTO M aKTyalbHOCTh JTaHHOMN
y4eOHOM AMCLMIUIUHBI B OCHOBE (DPOPMUPOBAHUS 3HAHUM U HABBIKOB COBPEMEHHOTO
cnenquaiucra B O0JacTH MPOrpaMMHOro oOecnedeHuss HMHGOPMAIMOHHBIX
TEXHOJIOTHIA, YTO TIO3BOJIMT B JaJbHEHIIIEM COBEPILIEHCTBOBATH HABBIKU Pa3padOTKU
PO EeCCUOHANIBHBIX MPOTrPaMMHBIX CPEACTB, OTBEUYAIOIIMX COBPEMEHHOMY 3TaIly
Pa3BUTHS KOMIIBIOTEPHON TEXHUKHU.

BocrnurarensHoe 3HaueHNE Y4eOHOM TUCITUTIINHBI « KOMITBIOTEpHBIE CUCTEMBI
U CeTU» 3aKJIo4yaeTcs B (POpMUPOBAHUH Y OOYUaAIOIIUXCS MHKEHEPHOU KYJIbTYPBI U
Hay4YHOI'0 MUPOBO33PEHUS; PA3BUTUH UCCIIEI0BATEIBCKUX YMEHUH, AHATUTUYECKUX
U TBOPYECKHX CIOCOOHOCTEH, HEOOXONMMBIX Ui pEIICHUS Hay4yHbIX W
NPAKTUUECKUX 3a/lay; Pa3BUTUHU IO3HABATEIbHBIX CIHOCOOHOCTEH M aKTMBHOCTH:
TBOPYECKOM WHULIMATUBBI, CaMOCTOSITEJIbHOCTH, OTBETCTBEHHOCTH U
OpraHM30BaHHOCTH;  (OpPMUpOBaHUU  CIOCOOHOCTEH K  CaMOPa3BUTHIO,
CaMOCOBEPLIEHCTBOBAHUIO U CaMOPEAIN3aL1H.

N3ydenune naHHoOW yuyeOHON MUCHMIUIMHBI CIIOCOOCTBYET CO3/IaHUIO YCIOBUMN
s GOPMUPOBAHUSA HMHTEIUIEKTYaJbHO Ppa3BUTOM JUYHOCTH OOy4Yaromerocs,



KOTOPOM TMPUCYIIH CTPEMJIEHHE K MPOo(PEecCHOHATLHOMY COBEPILIEHCTBOBAHMUIO,
AKTUBHOMY YYacTHIO B SKOHOMHUYECKON U COLIMAIIbHO-KYJIbTYPHOM dU3HU CTPAHBI,
rpakJaHCKasi OTBETCTBEHHOCTh U MATPUOTHU3M.

Hean mpenomaBaHus y4eOHON AWCIUIUIMHBI: MPUOOPETEHUE YCTOWYUBBIX
TEOPETUUECKUX 3HAHWU M MPAKTUYECKUX HABBIKOB B OOJACTH MPOCKTUPOBAHHS U
peanu3aluy IporpaMMHBIX PEIICHUM, OCHOBAHHBIX HA TEXHOJOTHUSX JIOKAIbHBIX U
TJI00ATBHBIX BRIYUCITUTENHHBIX CETEH M HHTEPHET-TEXHOJIOTHSX.

3amauu yuyeOHOU AUCIUTLIIUHBIL:

OCBOEHHE 0a30BBIX 3HAHUN U HABBIKOB B 00JIACTH METOJOJIOTHIA U TEXHOJIOTH
BBIYHMCIIUTENBHBIX CETe, MPOTOKOJIOB U CTaHAApTOB cetu HHTepHeT U
KOMITBIOTEPHBIX CHCTEM Ha UX OCHOBE;

npuoopeTeHre 0a30BbIX 3HAHMI B 00JIACTU MPUHIMIOB PabOTHI Pa3IMYHBIX
YPOBHEN BBIYMCIUTEIBHON CETH, CTOCOOOB KOJUPOBAHUS (PU3MUECKUX CHUTHAJIOB,
METOJIOB JIOCTyNa K CpeAe Nepeaauyd JaHHBbIX, NPUHIUIOB (QU3HYECKONH U
JIOTUYECKOM ajipecallid U MaplIpyTH3allMy MAaKeTOB JaHHBIX, B OOJACTH CETEBBIX,
TPAHCIIOPTHBIX U MPUKIAJAHBIX IPOTOKOJIOB ceTH NHTEPHET, METOJOB U aITOPUTMOB
oOecrieueHusT HAACKHOM U 0Oe30macHOM CBs3U, HMHTEP(PENCOB MPHUKIATHOTO
MPOrpaMMHUPOBAHMS  CETEH, TEXHOJOTUW  CO3JaHUsl CETEeBBIX CIYKO WU
KOMIIBIOTEPHBIX ~ CHCTEM,  pACIpEIEIICHHBIX  CpPEId  HECKOJbKUX  Y3JIOB
BBIYMCIIUTEIILHOM CETH;

MpUOOpPETEHUE HABBIKOB B O0JIACTH MPOEKTUPOBAHUS, Pa3padOTKH, OTIAJIKH,
TECTUPOBAHUS U OOCHY)XMBAaHHUS TPOTPAMMHBIX PEIICHUI, OCHOBAaHHBIX Ha
TEXHOJIOTUAX ceTH HTEpHET, CETEBBIX CIYKO U pacrpeeIeHHbIX KOMITbIOTEPHBIX
CUCTEM.

ba3oBbIMU y4eOHBIMU JUCHUTUIMHAME 110 Kypcy « KoMmbloTepHBIE CUCTEMBI U
ceTn» ABIAOTCA «OCHOBBI AITOPUTMHU3ALMHU U TPOTPAMMUPOBAHUS», K AJITOPUTMBI
U CTPYKTYpPHI JlaHHBIX». B cBOIO ouepenp yueOHas nucuuruinHa «KoMnbloTepHbIe
CUCTEMBI U CETH» SIBIIACTCS 0a30i M1 TaKOW yueOHOM MUCIMIUIMHBI KOMIIOHEHTA
yupexaeHus: o0pa3oBaHus, Kak «BeO-TeXHOIOTum.

B pesynbraTe nzydyenus: yueOHOU TUCIUTIIIMHBI CTYACHT JIOJDKEH:

3HATH:

OCHOBHBIE TOHSATHUS U TEPMUHOJIOTHUIO BBIYMCIUTEIBHBIX CETEH: y3el, aapec,
TOTIOJIOTHSI, COOOIIeHNE, TpaduK, MPOIMYCKHAsI CIIOCOOHOCTh, 3a/IepXKKa, CEPBED,
KJIMEHT, CTy>k0a, MPOTOKOJ, HHTEpQEiic, JoKaibHas BeraucaurenabHas ceth (JIBC),
rinobanbHast BbramciautenbHas cetb (I'BC), kxomMmyTarusi makeToB, KOMMYyTAITUs
KaHaJIoB;

UCTOPUIO  TOSABJICHUS, KJIACCU(UKAIIUIO U  TEPCIEKTUBBI  Pa3BUTHS
BBIYHCIIUTEIHHBIX CETEH, 0COOEHHOCTH JIOKATBHBIX U TJI00ABHBIX CETEH;



KOHIICTIIIUIO ¥ OCHOBHBIE TIOHATHS CEMUYPOBHEBON MOJIEIU B3aUMOJIEHCTBUS
OTKPBITBIX CUCTEM, 337]a4 ¥ (PYHKITUU OTJICIHHBIX YPOBHEH;

BU/JIBI U XapaKTEPUCTUKHU (PU3NUECKOM CpeJibl Iepeaadn TaHHbBIX;

MPUHITUIIEL (PU3UYECKON TIepeayl MTaHHBIX C HWCIOJIb30BAHUEM PAa3THYHBIX
BUJIOB KOJWPOBAHUS CHUTHAJIOB, BUIbI KOAMUPOBAHWS AHAJIOTOBBIX M IHU(GPOBBIX
CHUTHAJIOB;

Pa3HOBUIHOCTH (U3UYECKUX W JIOTUYECKUX CETEBBIX TOIOJIOTHH U HX
CPaBHUTEIIBHYIO XapaKTEPUCTHUKY;

METO/IbI IOCTYIIA K CPEJIe Mepe/iaun JaHHbIX;

IMPUHIIUIIBI (PU3NYECKON U JIOTHYECKON ajpecallii y3JIOB CEeTH;

MIPUHITUIIBEI OPTaHU3ANH U (DYHKITMOHUPOBAHUS PA3TUIHOTO BHJIA y3JIOB CETH:
yCUJIUTENEH, TOBTOPUTENIEH, KOHIICHTPATOPOB, KOMMYTaTOPOB, MaplIpyTU3aTOPOB,
MOCTOB, IILUTFO30B;

OCHOBHBIE TPUHIMITBI MAPIIPYTU3ALUU ITAKETOB JJAHHBIX B CETH;

METOAbl W aJITOPUTMBI, OOECICUMBAIOIINE HAJEKHOE, Oe3omacHoe U
2 PEeKTHBHOE CETEBOE B3aMMOJICHCTBHE B PEKUME C YCTAaHOBKOM U 0€3 YCTaHOBKHU
COCJIMHCHUS,

CETEBBIC U TPAHCIIOPTHBIC MPOTOKOJIBI ceTu HTEepHET, X hopMaThl MAKETOB U
MIPUHIIUAIIBI PAOOTHI;

nHTEep(PEChl MPUKIATHOTO MTPOTPAMMHUPOBAHUS CETEBBIX CITYXO;

MPUHIIMIBI OPTAHU3AMHN U pabOThl AMHAMUYECKUX CUCTEM UMEHOBAHUS,

OPUHIIAIIBI WHTETpaIliy  JIOKAJIbHBIX M TJIOOAJBHBIX CETCH: IIPUHIUIIBI
TPAHCJISIIUM CETEBBIX aAJ[PECOB M TMOPTOB, MHPUHLMIBI OPraHU3aMHd CETEBOIO
B3aUMOJICUCTBUS  4Y€pe3  IOCPEAHUKOB  («IPOKCW»), MNPUHUUIBI  pabOThHI
BUPTYaJbHBIX YaCTHBIX CETEH;

OCHOBHBIE ITPUHITUIIBI PAOOTHI CETEBBIX IKPAHOB;

CTaHJApPTHBIC TIPOTOKOJIBI MPHUKIATHOTO YPOBHS, Ha3HAYCHHWE M OO0IUe
MPUHIUIBI PA0OTHI TPOTOKOJIOB Nepenaun (HailioB v JIEKTPOHHON MOYTHI;

Ha3HA4YCHUE W OOIMEe MPHUHITUIIBI pabOThI MPUKIATHOTO MPOTOKOJIA MepeIadn
THIIEPTEKCTa, UCI0JIb3yeMOTo BeO-cepBepamMu 1 Opay3epamMu, (opMaThl 3apoCcoB U
OTBETOB, OCHOBHBIC 3arojIOBKM M WX Ha3HadeHHUE, CIOCOObI ayTeHTU(UKAIIUU U
aBTOPHU3AINH, OOIIME MIPUHIIUIBI 0O0eCTIeUeHHsT 0€30MacCHOCTH MPU MCII0JIb30BAHUU
MPOTOKOJIA;

OCHOBBI YJIaJICHHOT'O BBI30Ba MPOIEAYp W OOIIWE MPUHIIUIBI BBITOJIHEHUS
pacrpeeIeHHBIX BRIYHCICHUH;

TEXHOJIOTUU CO3JIaHMs BEO-CITyXO;

yMeThb:

MPOBOJIUThH aHAIM3 TEXHUYECKUX TPEeOOBAHUI W MPOEKTHUPOBATH PEIICHUS,
OCHOBaHHBIC HA TPUMCHEHUHN BBIYUCIUTEIbHBIX CETEH;



pa3palaTbiBaTh IPOrPAMMBI C HCIOJB30BAHUEM CETEBBIX IPOrPAMMHBIX
UHTEP(ENCOB, CETEBBIX MPOTOKOJIOB, CETEBOTO B3aUMOJEHCTBUS (B TOM YHUCIE IO
NPUHLINITY KIMEHT-CEPBEP), a TAKKE MHTEPHET-TEXHOJIOTHif;

BBITIOJHATh KOH(UTYpUpOBAaHWE W YMPABISATh CTAaHAAPTHBIMU CETEBBIMHU
KOMIIOHEHTaMH U pELICHUSIMY;

HMeTh HABBIK:

YIpaBJICHUS U aIMUHUCTPUPOBAHUS KOMITBIOTEPHBIX CUCTEM U CETEH;

IPUMEHEHUSI COBPEMEHHBIX TEXHOJIOIMIM U HHCTPYMEHTOB IIPOTPAMMUPOBAHMUS
KOMITBIOTEPHBIX CUCTEM U CETEH;

MCIIOJIb30BaHUs CPEICTB pa3pabOTKU Ha SI3bIKaX MPOTrPAMMHUPOBAHUS BEICOKOTO
YPOBHSI Ul CO3JaHMsI CETEBOI'O MPOrPaMMHOI0 OOECleUYeHus, CeTEBBIX CIyXO0 U
pacIpeesIeHHbIX IPOTPAMMHBIX CPECTB.

B pesynbraTe usyueHus yueOHOM qTuCHUIUIMHBL «KOMIBIOTEPHBIE CUCTEMBI U
ceT» (POPMUPYIOTCS CIENYIOINE KOMIIeTeHIIUM:

- BJIaJIETh OCHOBAMM MCCJIEI0BATEIBCKOM IEATEIbHOCTH, OCYILECTBIATH IIOUCK,
aHaJIW3 U CUHTE3 HH(OpMaLuy;

- OBITb CIHOCOOHBIM K CaMOPa3BUTHIO M  COBEPUICHCTOBAaHUIO B
npo(hecCuOHABHOM e TENbHOCTH;

- MNpOSIBIATh MHUIMATUBY M  aJalnTUpPOBaThCi K H3MEHEHUSIM B
npo(hecCuOHABHOM e TENbHOCTH;

- KCII0JIb30BATh OOLIENPUHATHIE MTOAXO0AbI B IOCTPOCHUU, KOHPUTYPUPOBAHUU
Y aIMUHUCTPUPOBAHUU KOMITBIOTEPHBIX CUCTEM U CETEH.

CornacHo y4yeOHOMYy IIaHy MJi1 O4YHOM (AHEBHOM) (GOpMBI MOTyUYEHUS
BBICIIIET0 00pa30BaHMsI HAa U3yUeHHEe Y4eOHOM TUCIUTUIMHBI 0TBeAeHO Beero 270 4.,
U3 HUX ayauTOpHBIX 864. Ha KypcoBoil mpoekT oTtBeaeHo 604. caMOCTOATENIbHON
paboTHI.

Copepxanue y4eOHOro MmarepuaJia

Tema 1. BBeleHHe B KOMIIbIOTEPHbIE CUCTEMbI M CETH

Hcropwust TOSBIECHUS M PA3BUTHS BBIYUCIUTEIIBHBIX CETEH, HCTOPUS CO3AaHUS
cetu Mutepner. Knaccudukamms cereit DBM. OcoOSHHOCTH JIOKANbHBIX M
rnobanbHbIX  BeuncauTenbHBIX  cetedt  (JIBC u  I'BC). Tepmunonorus
KOMITBIOTEPHBIX CETEH, TMOHATHSI CETEeBOrO y3ja, TOMOJOTHH, pecypca, aapeca,
COOOIIeHMS, KIWEHTa, cepBepa, CIyXObl, Tpaduka, MPOIMYyCKHON CIIOCOOHOCTH,
3aJICPIKKHU.



CemuypoBHEBasi MOJIeJIb B3aUMOAEHCTBHS OTKPBITEIX cucteM (OSI). 3agaum u
byHKIMN OTAENbHBIX ypoBHEH OSI.

Tema 2. ®uznyeckas cpeaa nepeaaym JaHHbIX

Bubl cBsi3u, BUIBI CUTHAJIOB, BUJTBI KOJAMPOBAHMS aHAJIOTOBBIX CUTHAJIOB (AM,
UM, HWM), Buael komupoBanusi I1mdpoBbix curHaioB (TTL, NRZ, RZ,
MaHYECTePCKUN KOJ), CIIOCOOBI KOIUPOBaHUS MU(PPOBOTO CHUTHANA C TTOMOIIBIO
aHaJIOTOBOTO. BUIbI cpepl epeaun JaHHBIX (KOaKCHATbHBIN KaOelb, BUTAs mapa,
ONTOBOJIOKHO, 3(GUpP) M HUX OCOOCHHOCTHU, BUJBI (PUHMYECKUX TOTMOJOTHIMA
(MOMHOCBs3HAS, IIIMHA, 3BE€37a, KOJBIO, THOPWUAHAs) M WX CpaBHHUTEIbHAS
XapaKTEePUCTHKA, BUABI  (QU3UYECKUX  Y3JI0B  (YCHIWTEIb, IOBTOPHUTEINb,
KOHIIEHTPATOpP) U OOIIKE MPUHIIUIIBI X PaOOTHI.

Tema 3. MeToabl J0cTyna K cpeje nepeaayn JaHHbIX

[Touatne MAC-anpeca, CTpyKTypa KaJpoB JaHHBIX KAHAJILHOTO YPOBHS. Busl
JIOTUYECKUX TOMOJIOTUM, METOJIBI AOCTyNa K cpene nepenayn qaHusix (CSMA/CD,
CSMA/CA, mnHa ¢ nepenadeil Mapkepa, KoJbI[o C Iepeiaueii Mapkepa).

Buner kommyTatopoB. OcoOeHHOCTH ceTeBbIX TexHojoruii Ethernet u Wi-Fi.
OO01mMe NPUHIUITEI pabOThl KOMMYTaTOPOB.

Tema 4. Ilepenaya 1aHHbIX MeXKAY y3JIaMU B CETH

[TpuHLIMIIBI TOTUYECKON afpecaiiu, MPOTOKOJIbI TPEO0OPa30BAHUS JTOTMUECKUX
aapecoB B puznueckue aapeca u Haoobopot (ARP u RARP). Vsa3sumoctu ARP.

[Ipuntuner pabotel npotokona [Pv4, popmartsr [P-anpeca, Buast [P-aapecos.
[lonarns mackum nmoacetn u nuno3za. @opmar 3aronoBka [P-makera. Anroputm
pabotel mporokona DHCP. OOmume npuHuMnbl pabOThl CETEBBIX MOCTOB U
MapuIpyTH3aTOPOB.

OcHOBHBIE KOHIENIMU TPOTOKOJa [Pv6 1 ero mpenmyiiecTsa no CpaBHEHUIO €
npotokosioM IPv4. CpaBHenue 3aronoBkoB IPv4 u IPv6. ®opmart 3aronoska [Pvo6-
MMaKeTa. JOIIOJHHUTEIILHBIE 3aroa0BKH [Pv6.

Tema 5. TpancnopTHbie NPOTOKOJIbI ceTH HTEepHET

Kiaccbl TpaHCHIOPTHBIX MPOTOKOJIOB (C YCTAaHOBKOM M 0€3 YCTaHOBKH
COeIMHEHHUs ), uX 0coOeHHOCTU U oTiauuus. [lonarue nmoprta. ITpuHIMIBL PabOTHI
nporokona UDP, ¢popmar 3aronoBka UDP-nakera. [Ipunuumnel paboTel MpoTOKOJIA
TCP, dopmar 3aronoBka TCP-makera. Mexanuszm ckoinb3sinmiero okHa TCP.
Aunroputm ycranoBku TCP-coennnenus.

WuTepdeiic mporpaMmupoBaHus «ceTeBble THe3na» (sockets) ¢ mpumepamu
ucnons3oBanus. Co3nanue TCP-cepepa u TCP-knuenTa.



Hunamunyeckass cucreMa HMeHOBaHMS DNS, anroputmsl BBIITOJIHEHHUS
UTEPATUBHBIX, PEKYPCUBHBIX U cMemaHHbix DNS-3anpocos.

Tema 6. UHTerpamust JIOKaJbHbIX U IJ100aJbHBIX ceTeil

[IpuHIUIIBI CTATUYECKON M AWHAMUYECKON TPAHCIALMU CETEBBIX aJAPECOB U
noptoB B TexHosorud NAT/PAT, ornuuusa B padote TexHonoruun NAT/PAT s
nporokosnoB TCP u UDP.

[ToHsiTHE 3aIIUTHOTO CETEBOTO KpaHa, BUJbI U IMpaBuia pabOThI 3alllUTHBIX
CETEBBIX IKPAHOB.

[IpuHuMnBl  peannu3alvv  PaBHOMPABHOIO  B3aUMOJICWCTBHS  y3JI0B IO
npotokoily UDP B ycClIOBUSIX WCNOJIB30BaHUs 3aIIUTHBIX CETEBBIX SKPAaHOB W
texHonorun NAT.

Hasnauenue u o6111e NpuHIKUIIB paOOThl TEXHOJIOTUH BUPTYAIbHBIX YaCTHBIX
ceteii VPN, TNOHSTHS TNCEBAO-KaHAJIOB W TYHHEJIHMPOBAHUSI TMAKETOB, CIOCOOBI
VHKAICYJISIANA aKETOB.

Tema 7. IlpukiaaHbie NPOTOKOJIbI U CJyxK0bI ceTd UHTEepHeT

CraHgapTHble MPOTOKOJIBI MNPHUKIAAHOrO ypoBHs. Ha3zHauenue u oOmume
IPUHIUIBL padoThl poTokoa nepenaun Qaitno FTP. IIpoTokonbl 351eKTpOHHOM
noutsl POP3, IMAP, SMTP.

Haznauenue u oOuiye NpuHIUIB pabOThl MPUKIIAAHOTO MPOTOKOJIA MEpeaavn
runeprekcta HTTP, ero ucnonb3oBanue BeO-cepBepamu U Opay3epamu: MOHSATHE
ykazatens pecypca URL, cTpykTypa 3anipoCcoB 1 OTBETOB, THIIBI 3aIIPOCOB (METO/IBI),
OCHOBHBIE KOJIbI OTBETOB, OCHOBHBIE 3ar0JIOBKH 3alpOCOB U OTBETOB, Bl HTTP-
COEIMHEHNH, 3aI0JIOBKM YCJIOBUN M UX UCITOJIB30BaHUE IS KDIIMPOBAHUS OTBETOB
M COBMECTHOTO pPENAKTUPOBAHUS [aHHBIX, COCTaBHBIE OTBETHl 3apaHee
HEHU3BECTHOTO pa3Mepa, NOHATHE «KYKH», OTJIMYMS NEPCHEKTUBHBIX BEPCUU
nporokona (HTTP/2 u ap.) ot coBpemennoii Bepcuu HTTP/1.1.

Cnoco0bl ayTeHTH(UKanuu U aBTopusauu B npotokone HTTP: 6a3oBblil, Ha
OCHOBE JIaliKecTa, Ha 0OCHOBe Mapkepa O6e3onacHoctr JWT. Haznauenue u oGrue
NPUHIUIBI paO0THI MPOTOKOJIA 3aIIUTHI TpaHcropTHoro ypoBHs TLS/SSL.

Cnoco6sr mpumenenne HTTP mnportokoma B Opaysepax miisi CO3IaHUA
KJIACCUYECKUX W OJHOCTPAHUYHBIX BEO-TIPUIIOKEHUH. ACHHXPOHHBIE 3ampOChl
AJAX, npasuno ogHoro aomeHa SOP u ero mpeogosieHue ¢ nomouipto CORS-
3arosioBkoB. [lepegaun ganusix no npotokosry HTTP B pexxume 6:113k0M K peskumy
peansHOoro BpeMenu: AJAX-ompoc, Toarui ompoc, MOTOKOBas Iepejava, BeO-
raesna (WebSocket).

Tema 8. TexHnoJiornu pacnpeiesleHHbIX BbIYHCJIEHUI



OcHoBbl ynaneHHoro BbizoBa mpoienyp RPC. OCHOBBI apXUTEKTYpbl CITyKO
SOA. OcHoBbl BeO-cnyk0. Apxurektypubii ctwib HTTP REST wu ero
UCIIOJIB30BaHUE JJISI CO3/IaHHSI COBPEMEHHBIX BEO-NPUIIOKEHUN C apXUTEKTYypou
KJIMEHT-CEPBED.

TpeOoBaHusA K KypCcOBOMY IPOEKTY

[lenp KypcOBOrO NPOECKTUPOBAHMS: CUCTEMATU3alMsl W  3aKpEIUICHHUE
TEOPETHUYECKUX 3HAHUI CTYJEHTOB 10 OCHOBHBIM pa3jeiaM y4eOHOU JTUCHUIIINHBIL.
TemaTtuka  KypcOBOTO  IPOEKTHUPOBAHMS  JIOJDKHA  OBITh  aKTyaJIbHOM,
COOTBETCTBOBATh COBPEMEHHOMY COCTOSIHUIO M TMEpPCIEKTHUBAM pa3BUTHS HAYKH,
TEXHUKH 1 00pa30BaHUs B 00J1aCTH KOMIBIOTEPHBIX CUCTEM U CETEH.

3amayaMu KypcoBOT'O MPOEKTUPOBAHUS SABIISAIOTCS:

- CaMOCTOSITEIbHOE BBITIOJIHEHHUE 3aaHMUS;

- paboTa ¢ IUTEpaTypoi, U3yUeHHE TEOPETUUYECKUX aCIEKTOB MOCTAaBIECHHON
3aJ1a4u;

- CHUCTEMAaTH3alusi U 3aKpeIUICHHE TOJIYYEHHBIX BO BpeMs y4yeObl
TEOPETHUYECKUX U ITPAKTUYECKUX HABBIKOB;

- YMEHHE TI'PaMOTHO COCTaBJIAITb TEXHUYECKYI JOKYMEHTALIMIO Ha PAa3HBIX
CTaJUsX pa3pabOTKU MPOTPaMMHOTO 00ECTICUEHUSI.

[IpumepHplii 00beM mOsicHUTENbHOM 3amucku  30-35 crpanun. OO0beM
rpaduuecKoil 4acTu KypcoBoro npoekra — 4 nucra gopmara A4.

[IpumepHOE conepraHue MOSICHUTEIIBHON 3alUCKU:

Beenenue

AHanu3 npeameTHoi oomactu. O030p aHAJIOTOB.

Onucanue (yHKIMOHATBHBIX U HE(QYHKIIMOHATIBHBIX TPEOOBaHUM.
[IpoekTupoBaHue MPUIOKEHUS.

Peanusanys KIMEHTCKON U CEPBEPHOM YACTH.

ok~ wODdE

PykoBOICTBO MOJIB30BATENS.

3akitoueHue.

Cnucok nurepaTypsl.

[IpumepHoe coaepskaHue rpaguyecKkoi 4acTh KypCOBOTO MPOEKTa:
JlnarpamMmbl BApHaHTOB UCIIOJIb30BAHUS.

ApPXHUTEKTypa MPOrpaMMHOTO 00eCTIeUeHUHI.

JlnarpaMmbl KJ1aCCOB KJIMEHTCKOM M CEPBEPHOM YaCTH.

BowbdE

WuTepdeiic momb3oBaTes.
Paznenbl mosicHUTENBHOM 3amMCKU  00si3aTeNbHBIE K BBIMOJHEHUIO Ha
KOHCYJIBTAIMAX 110 KyPCOBOMY MPOEKTHPOBAHUIO:
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1. Amnanmu3s nmpeameTHoi obmactu. O630p aHAIOTOB.
2. Onucanue PyHKIIMOHAIBHBIX U HEPYHKIIMOHAIBHBIX TPEOOBaHUM.
3. IlpoexTupoBaHue NPUITOKEHHUS.
['padmyeckuit MmaTepuan 00s3aTeNbHBIN K BHITTOJHEHUIO HA KOHCYJIBTALUAX 110
KypPCOBOMY ITPOEKTUPOBAHMIO:
1. JluarpaMMbl BApUaHTOB UCIIOJIb30BAHUA.
2. ApxuTekTypa mporpaMMHOTO O0ecrieueHusl.

KonudecTBO 4acoB Ha BBIMIOJIHEHHE KYpPCOBOTO MPOEKTa B COOTBETCTBHH C
y4eOHBIM TUIaHOM — 60 4. caMOCTOATEIbHOM pabOTHI.
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2 Teopernueckuii pasaen

2.1 BBeienne B KOMNbIOTEPHbIE CETH

3BOJIIOIII/IH CeTeBbIX TEXHOJIOT M

Uctopust 10001 OTpacidu HAayKH ¥ TEXHHKH IIO3BOJSIET HE TOJIBKO
YIAOBJIETBOPUTh €CTECTBEHHOE JIOOOMBITCTBO, HO W TIIyO)XKEe MOHSATH CYIIHOCTH
OCHOBHBIX JOCTMKEHUW B 3TOM OTpACiv, U3YYUTh CYIIECTBYIOIINE TEHICHIIUU U
OLICHUTH NIEPCIICKTUBHBIC HATTPABIICHUS PA3BUTHS.

KomnproTepHbie ceTH MOSIBUINCH CPABHUTEIBHO HEIABHO, B KOHIIE 60-X ro0B
npouuioro crojetusa. OHU OTHIOAb HE SIBISIIOTCS €IWHCTBEHHBIM BHUJOM CETEH
(anexTpuyeckue, TeraedoHHbIC, PATUOCETH, TEIIEBU3NOHHBIE).

KomrmibproTepHbie ceTH WM CETH MEpeladyd AAHHBIX SIBJISIOTCA JIOTUYECKUM
pEe3yJbTaTOM SBOJIIOIMU  JIBYX BaXKHEUIIMX TEXHUYECKUX oOTpacieit: 1)
BBIYUCIIUTEIbHON TEXHUKH; 2) TEIEKOMMYHUKAIITMOHHBIX CETEH.

C opHOW CTOPOHBI, KOMIIBIOTEPHBIE CETH BO3HUKJIM KaK pa3BUTHE
BBIYMCIUTENbHON TeXHUKH. C Jpyro CTOPOHBI, OHU SBISIFOTCA CPEACTBOM
nepeaadyn UHPopMaluu Ha OOJBIINE PACCTOSIHUS, ISl YETO B HUX NMPUMEHSIOTCS
METObBl KOMMYTAllMM W MYJbTUIUICKCUPOBAHUsA, IIOJYYMBIINE pPa3BUTHE B
TEJICKOMMYHUKAIIUOHHBIX CUCTEMAX.

DBoIIOLU
TEIECKOM™
MYHUKAII

DBONIOLHUSA
BBIYUCIIMTEIID™
OU TEXHHUKH

DBOIOIUS KOMITBIOTEPHBIX
ceTer

Puc. 1.1 Bo3HMKHOBEHME KOMIIBIOTEPHBIX ceTer PaccMoTpum
MEPBBIN ACIICKT.

B 50-e romer 20-ro Beka Ha 3ape pa3BUTHUS BBIYHUCIUTEIIBHOW TEXHUKH
MCITOJIb30BATNCh MAUH(PENMBI — MOIIHBIE, HO TPOMO3JIKHE U IOPOTHE KOMITbIOTEPHI

YHUBEPCAITHHOTO Ha3Ha4YeHMs. YHUCIIO WX OBUIO HEBEJMKO, a MPOTPAMMBI paboTaiu
yacaMu W cyTkamu. [lepBble KOMITBIOTEPHI TMPEIHA3HAYAIUCH I HEOOJBIIOTO

quciia I/I36paHHBIX HOHBSOBaTeHeﬁ, B HUX MCHOJIb30BAJIUCh CHUCTEMBbl IaKECTHOMU
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00paboTKH. ITO OBLIO CBA3AHO C TEM, YTO MAKETHBIN PeKUM — caMblii 3P heKTUBHBIN
PEXKUM HCTOIB30BAHUS BHIYMCIUTENHbHON MOITHOCTU. OH MO3BOJISIET BHIMOJIHATH B
eIMHUILY BpeMEHU OOJIbIIIE MOIb30BATENbCKHIX 3a/1a4, YeM JI00bIE IPYTUE PEKUMBI.
Bo rnaBy yria craBuinack 3¢(heKTUBHOCTH pabOTHl CaMOTo JAOPOroro yCTpOHCTBa
BBIUMCIUTENFHOM MAaIMHBI — TMpoleccopa, B ymepd sddexTuBHOCTH PabOTHI
CTICIIHATICTOB.

B nauasne 60-X rooB 1o Mepe yEIICBICHHUS MPOIIECCOPOB MOSBUIUCH HOBBIC
CTIOCOOBI OpraHM3AIMH BBIYUCIUTEIHHOTO MPOIIecca, KOTOPhIE MO3BOJIMIN YUECTh
WHTEPEChl TOJb30BaTeNell. B 3TO Bpems cTamm co31aBaTbCcs HHTEPAKTHBHBIC

MHOTOTEpMMHAJIbHBIC CUCTEMBI PA3ACICHMS BpeMEeHH. B Takol cucteme KOMIIBKOTCP

paboTan cpa3y C HECKOJBKUMH II0JIb30BATENsIMU, CHUJEBIIMMH 332 CBOMMH
TepMuUHanamMu. TepMHHaNbI, BBIMIA 3a NPEAEibl BBIUMCIUTENBHOIO LIEHTPA,
paccpeioTOUMIINCH 10 BeceMy npeanpusaTuio. [loap30BaTens MOT MOIYYUTh AOCTYI
K oOmuM (Qaitnam u nepudepuiiHbIM ycTpoiicTBaM. BHemHe padota Obuia moxoxa
Ha pabOTy B COBPEMEHHOM JIOKAIBbHOU CEeTH. DTO U ObLI Ipoobpa3 cetu. O HaKO, 110
MOSIBJICHUS JIOKAJBHBIX CETE HYHO ObLIO MPOMTH enie 0oJaplIoi myTh. B 3TOT
nepuoJl ObLI CIpaBelIMB TaK Ha3blBaEMbId 3aKOH ['polna, KOTOPBIM OTpaxkai
YPOBEHb TEXHOJIOTMM TOTO BPEMEHU: NPOU3BOJUTEIBHOCTh KOMIIBIOTEpA
MPONOPIIMOHANIEHA KBAAPATy €r0 CTOMMOCTH.

[lepBple KOMIIBIOTEPHBIE CETH ObUIM cO37aHbl B KOHLE 60-X romoB AJis
o0ecrieueHnss COBMECTHOIO JIOCTyIla IIOJIb30BaTele K BBIYUCIUTEIbHBIM
MOIIHOCTAM. Hauwasnoce Bce € pemeHus 3agayd J0CTyna K KOMIIBIOTEPY C
YAAJIEHHOTO 3a COTHH KWJIOMETPOB TEPMHUHAJNA. /[ 3TOro Hayaiam HMCNOJIb30BATh
Teae(OHHbIE CETH U MOAEMBI. T.0. XPOHOJOTMYECKH MEPBHIMU MOSIBUIUCH
[JI00QJIbHBIE KOMIOBIOTEPHBIE CeTU. MIMEHHO MpH MOCTPOEHUHU TIOOATBHBIX CeTel
ObLIM BIEPBbIE MPEJIOKEHbI M OTpPabOTaHbl OCHOBHBIE HAEM W KOHIIECMIIHU
COBPEMEHHBIX KOMITBIOTEPHBIX CETEM.

B 1969 rogmy MunucrepctBo o6oponsl CIIA wunuUIMUpOBao pabOThI 1O
00BEIMHEHUIO B CETh CYNIEPKOMITBIOTEPOB 0OOPOHHBIX U HAYYHO-
UCCIIEIOBATENbCKUX LIEHTPOB. JTa ceTh, onyuuBias Ha3Banne ARPANET, crana
OTNPABHOM TOYKOM JJIA CO3AaHMs MEPBOM M CaMOM M3BECTHOM HBIHE I100albHOM
cetu — HTEpHET.

['moGasibHbIE KOMIBIOTEPHBIE CETH OYE€Hb MHOTOE YHACJEIOBajId OT ropasjio
0oJiee cTapbIX U pacnpocTpaHeHHbIX TesegoHHbIX ceTel. [Iporpecc 'KC Bo MmHOTOM
OTPEEISIICS MPOTPECCOM TelIe(OHHBIX CETEH.

Baxxnoe coObiTre, nosiussiiee Ha 3Boronuo KC — nosgsienne B Hauane 70x
rogoB  BUC u OocHOBaHHBIX Ha HUX MUHUKOMITBIOTEPOB. OHHM OBLIM CIOCOOHBI
pelmars 3aJadyv YpOBHS TOApasleiicHus npeanpusatus. KpymHoe npeanpusrue
MOIJIO HMETh HECKOJBKO TaKWX KOMIBIOTEPOB. CleqoBaTeIbHO, BO3HMKIA
HEO0OXOIMMOCTh 0OMEHA TAHHBIMHU MEX 1y HUMU. Tak BOZHUKIIU HEPBbIE JIOKAJIbHbBIC
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cetu. [l coeaMHEHHS  KOMIBIOTEPOB  HCIIOJIB30BAIUCh  Pa3HOOOpa3HbIE
HECTaHJapTHbIE KOMMYHUKALIMOHHBIE YCTPOMCTBA U CETEBBIE TEXHOJIOTHH.

CeTeBasi TeXHOJIOTHSI — COTJIACOBAHHBIN HAOOP MPOrPaMMHBIX H ANMAPATHBIX
CPEIICTB, a TAKKE MEXaHU3MOB IIE€pe/layi JaHHBIX 10 JUHUSAM CBSI3H, IOCTATOYHBIN
JUISI IOCTPOCHMSI BBIYMCIIUTENBHON CETH.

B cepenune 80-X romoB IOJIOKEHHUE JE] B JOKAIBHBIX CETSAX KapAWHAIBHO
WU3MEHUIIOCH:!

- YTBEpAWINCHh CTaHJAPTHBIE TEXHOJOTUU OOBEAUHEHHS KOMIIBIOTEPOB B
cetb: Ethernet, Arcnet, Token Ring;

- MOSABWIKCH JIOCTaTOYHO MoIIHbIE MaccoBble [1K, oHM cTanu uaearbHbBIMU
arieMeHTaMu Juia noctpoeHus ceteil. [1IK Haganu npeo6iagaTh B TOKaIbHBIX CETIX
HE TOJIbKO B KAayeCTBE KIMEHTCKUX KOMIIBIOTEPOB, HO U B KAayeCTBE LIEHTPOB
XpaHeHUuss U oOpabOTKM JaHHBIX (CEpBEPOB), MOTECHUB MHUHHKOMIIBIOTEPHI U
MAIHHDpEHMBI.

Kabenu u cereBble aganTephl MEPBOrO MOKOJIECHUS 00ECIEUMBAIN CKOPOCTh
nepefay B JIOKaJIbHBIX ceTsax 1o 10 Mout/c. {ns riaobanbHbIX ceTel CKOPOCTh
nepeaayn no reaedoHHbIM JIMHUAM nopsaka 1200 out/c.

IlonsiTHe 1 KOMIIOHEHThI KOMHLIOTepHOﬁ cetu. OCHOBHbBIE TCPMHHBLI.

[lonsiTue KOMMbIOTEPHAsI CETh JOBOJLHO oOmee. DTo u Internet u nBa
KOMITBIOTEPA, COCAMHEHHBIC HYJb-MOJEMHBIM KaOenem uepe3 COM-mopThl.
KOMIBIOTEpHBIE CETH HA3BIBAIOT TAK)KE BBIYUCIUTEIbHBIMUA CETSIMH, WA CETIMHU

1epeJadym JaHHBIX. BO3MOXKXHBI CICAYOmHreC OIIPCACICHHA.

KomnbroTepHasi cerb - KOMIUIEKC B3aWMOCBS3aHHBIX M COIVIACOBAHHO
GYHKIMOHUPYIOMIMX MTPOTPAMMHBIX U alllapaTHBIX KOMIIOHEHTOB.

KomnbrorepHasi cerb — COBOKYIIHOCTb KOMIIBIOTEPOB, COEIUHEHHBIX
KaHaJaMU CBSI3H.

OCHOBHbBIM Ha3HAYE€HUEM KOMITbIOTEPHOM CETH SBJISIETCS:

- co6éMecmHOe UCnOJIb308aHUEe UHDOPMaAUUU U PeCyPCOs;

- coemecmHoe ucnoavioeanue ooopyoosanus u I10. Hanpuwmep,
WCIIOJIb30BAaHUE YJIAJICHHBIX CHEIUATM3UPOBAHHBIX YCTpOMCTB. Yepe3 ceTh
MOJIb30BATEIM  MOTYT OOpamarbCs K CHCIUATM3UPOBAHHBIM  YCTPOMCTBAM,
OTCYTCTBYIOIIUM Ha MX JIOKAJTBHBIX KOMITBIOTEPAX — HAIPUMeEp, IPUHTEPaM. ;

- YCKOpeHue ebluucienuil — pacnpeoenenue 3azpy3xu. C UCIOIb30BaHUEM
CETH MOTYT OBITh OPraHW30BaHBI PACIPEICICHHBIC BBIYHCICHUS, B KOTOPBIX
KQKJIBIM y3€J1 CETH PellaeT CBOKO YacTh 3a/1a4uH, 0J1aroaaps 4eMy BEIYUCIICHHUSI MOTYT
OBITh 3HAUUTEITLHO YCKOPEHBI.

- HOGbIUEHUE HAOEHCHOCMU — OOHapyyceHue OMKaA3a MAuiUHbl,
peunmezpayus omkazaeuieii mawiunpl. CeTeBble aApPXUTEKTYPHI IO3BOJISIOT B
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ciyyae cOOEB WM OTKa30B OJHOrO M3 Y3J0B ceTU (Hampumep, cepBepa)
nepepacnpeieNiuTh ero padouyro Harpy3ky Ha Jpyrol aHaJIOTMYHBIN y3€1 CeTH U
BBIBECTH JCPEKTHBIA y3el W3 KOHPUTYpALUU CETH, C LETbI0 €ro MOCIEAYIOIeTo
PEMOHTA WJIA 3aMEHBI.

- KOMMYHUKauusa — ¢ nomMouipblo nepeoauu coodouienuii. Cetb — ya00HBIM
CIoCO0 KOMMYHHMKAIIUH, JIEJIOBOTO W JIMYHOTO OOUICHUS. - UEHMPAau30eaHHoe
AOMUHUCMPUPOBAHUE U 00CTIyIHCUBAHUE.

B Ttepmmnrax cereBoii 00pabOTKM BCE€ KOMIBIOTEPHI M  YCTPOWCTBA,
MIPUCOEIMHEHHBIE K CETU, HA3BIBAIOTCSA Y3/1amu. MOXKHO TaKKEe BCTPETUTh TEPMUHBI:
CManuua OaHHbIX, OKOHEYHas cucmema, aOOHeHmcKaa cucmema. Y3ibl
COCIMHCHBI  KAHANAMU  C6A3U, KOTOpbIE MOTYT OBITh KaOCIsIMH WM
OecrpOBOAHBIMU COCTMHEHUSIMU.

N3yuenne cetu B I€JIOM MPEIIOJIaraeT 3HAHUE TMPUHIUINOB pPabOTHI e€e
OCHOBHBIX KOMIIOHEHTOB. KOMIIbIOTEpHAss CETh COCTOMT W3 allapaTHbIX U
IPOrPAMMHBIX KOMITIOHEHTOB.

OCHOBHBIMHU ANMAPATHHIMU KOMIIOHEHTAMHU CETH SBJISIFOTCS:

1. Aéonenmckue cucmemot: KOMIBIOTEPHI (PaOOUYNE CTAHIIMY WU KIIMEHTHI
W CEPBEPHI); IPUHTEPHI; CKAHEPHI U JP. BHJIBI Y3JIOB.

2. Cemesoe KOMMYHUKAUUOHHOe 000py0o8aHue. CETEBBIC aJlaNTephl;
MOBTOPUTEIH; KOHIIEHTPATOPHI; MOCThI; KOMMYTaTOPbI, MAPIIPyTHU3ATOPHI, ITUTIO3bI
U Jp.

3. KommyHnuxayuonnsle kananwl: Kabenu; pa3beMbl; yCTPOMCTBA MEpEAAIn
U TIprieMa JIaHHBIX B O€CTIPOBOIHBIX TEXHOJIOTHSIX.

B HacTosiee BpeMs B CETSAX IMHUPOKO M YCIICIITHO TPUMEHSIIOTCS KOMITBIOTEPHI
pPa3IUYHBIX KJIACCOB - OT MEPCOHATBHBIX KOMITBIOTEPOB J0 MIUH(PPENMOB U
cynepOBM. Habop KOMIBIOTEpOB B CETH JODKEH COOTBETCTBOBATH HabOpy
pa3HOOOpa3HBIX 3aja4, PEIIAEMbIX CEThIO.

Jlist 0603Ha4YEeHHS] KOMIBIOTEPOB, IMOIKIIOYEHHBIX K CETH, HCIOJIb3YIOTCS
TEPMUHBI KJIUEHT U cepBep. Ecim koMmbIoTep MPea0CcTaBIIsIeT CBOU PECyPChl IPYTUM
KOMITBIOTEpAM CETH, TO OH HA3bIBACTCS CepeepoM, a €CIIM OH HMX IOTPeOJIseT -
Kauenmom. VIHOT/1a OTUH U TOT e KOMITHIOTEP MOYKET OJTHOBPEMEHHO UTPATh POJTH
U CepBeEpa, U KIMEHTA.

KomnreroTep ¢ ycranoBineHHoW Ha HeM cepBepHod OC, 3aHMMaromuics
UCKIIIOUUTEITFHO OOCITY)KMBAaHUEM 3alPOCOB JIPYTUX KOMIIBIOTEPOB, HA3BIBAIOT
BbIJIeJIEHHBIM cepBepoM. T.e. BBINIOJHEHHE KAKWUX-IMOO CEpBEPHBIX (PYHKIUI
SBJIIETCSI €r0 OCHOBHBIM Ha3zHadeHHMEeM. KOHKpETHBIN cepBep XapaKTepu3yeTcs
BUJIOM pecypca, KOTOPBIM OH BiajeeT. Hampumep, ecnu pecypcom siBisercst 0asza
JTAHHBIX, TO PE€Yb UJET O cepBepe 0a3bl JaHHBIX, €CIIU pecypc — (ailyioBas cucTema,
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TO TOBOPAT O (haits-cepBepe. AHAIOTHYHO - (aKkc-cepBep, CepBep IMeyaTH, cepBep
MIPUJIOAKEHUM, CEPBEP IOCTYIIA.

XOTS KOMMBIOTEPHI W SIBJISIOTCS ICHTPATBHBIMU JJIEMEHTaMH 00pabOTKH
JAHHBIX B CETSAX, B TOCJIECIHEE BpeMsi HE MEHEE BAXKHYIO pPOJIb CTaH WIPaTh
KOMMYHUKAIIMOHHBIE  YCTPOWCTBA.  TOBTOPUTEIH, MOCTBI, KOMMYTATODHI,
MapmipyTH3aTOpbl W  MOAYJbHBIE  KOHIIGHTPATOPHl W3  BCIOMOTATEIBHBIX
KOMITOHEHTOB CETH IPEBPATHIINCh B OCHOBHBIC HapSAy C KOMIIBIOTEpaMU M
CHUCTEMHBIM MPOTPAMMHBIM OOCCIICYCHHEM KaK 110 BIUSHHUIO Ha XapaKTCPUCTHUKH
CETH, TaK ¥ TI0 CTOMMOCTH.

IIporpaMmmHubie KOMIIOHEHTHI ceT — 3TO ceTeBoe [10:

1. CereBble ONECpAIMOHHBIC CUCTEMBI

2. CereBbIe CIIYKOBI

3. CeTeBble NPUITOKECHHUS.

CeteBoe MporpaMmMHoOe€ o0ecreyeHue

CerteBoe 10 BKJIOYAET CIEAYIONINE KOMIOOHEHTEI.
1) ceressie OC,

2) ceTeBbIe CIYXKOBI,

3) cereBble MPHUIOKCHUSL.

Onepayuounylo  cucmemy  KOMHbIOMEpa  MOXKHO  ONPEACIHTh KAk
B3aMMOCBSI3aHHBIA HA0OpP CHCTEMHBIX MPOTpaMM, KOTOPBIM oOecreunBacT
b dexTUBHOE yIIpaBICHUE pecypcaMH KOMIbIOTEpa, a TaKXKe MPeIOoCTaBIseT
MOJIB30BATENSIM yIOOHBIA UHTEpderc sl paboThl ¢ ammapaTypoid KOMITbIOTEpa U
pa3pabOTKK MPHUIIOKEHHUH.

CerteBas onepaunonHasi cucreMa — OC KoMIbrOTEPA, KOTOPAsk IOMUMO
YOPABJIECHHUS  JIOKAJIbHBIMU pecypcaMu TMpPEIOCTaBIIIET  IMOJb30BATEISAM

U TIPWIOXKEHHSIM JIOCTYT K MH(GOPMAIIMOHHBIM U allllapaTHBIM pecypcaM APYTrux
KoMIbI0TepoB ceTh. Ceroans npaktuuecku Bce OC ABISIOTCS CETEBBIMH.

Pazmuuns mexny cymectByronmMu OC HE CTOJIb CYIIECTBEHHBI, KaK 3TO
MOKET MOKa3aTbCA Ha nepBblil B3rsA. Pazpadbortunku OC XUBYT B €IMHOM MHUpPE
0e3  JKeCTKMX  TpaHMul]l, HE€  MPENsATCTBYIOLIMX  MHUIPALMH  XOPOIIO
3apEKOMEH]I0OBABILNX €051 KOHLIETIINI U MEXaHU3MOB U3 OJTHOM CUCTEMBI B IPYTYIO.

OYHKINOHAJIbHBIE KOMIOHEHTHI ceTeBor OC npecTaBlIeHbl HA PUCYHKE.
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CereBas OC

Cpencta ynpapieHUs
JIOKQJIbHBIMH pecypcamu

CeteBble cpeacTBa

CeteBbie CITyKOBI

Knuentckas| | CepBepHas
4acTh 4acTh

TpancnopTHbIE cpeacTBa
(mpatiBepbl M IPOTOKOJIBI)

CpenctBa ynpaieHUs JIOKaTbHBIMU pecypcaMu peanu3ytoT Bce pyHkiuu OC
aBTOHOMHOI'0 KOMIIBIOTEpA (pactipenenenne  OIl  mexnay

MpOoLIECCaMH, TUIAHUPOBAHUE U JUCTIETYEPU3ALMS IPOLIECCOB, YIIPABICHUE
mpolieccopamu, yIrpaBjieHUe BHEITHEN MaMsaThI0, MHTEp(ENC ¢ T0JIb30BaTelIeM U
T.J.).

N3 pucynka BugHo, uTo K cereBoii OC 100aBlIEHBI CETEBBIE CIY>KObI U
TPaHCIIOPTHBIE CPEACTBA.

CeteBble Cay:KObl 1O CBOEW TMPUPOJE SBISIIOTCS KJIUEHT-CEPBEPHBIMU
CHUCTEMaMH.

CereBasi ciayxba - mapa MOAyJEH «KIUEHT - CEpBEp», 0OECTICUUBAIONTUX
COBMECTHBIN JIOCTYII MMOJIb30BATENEN K ONPEAECIICHHOMY TUITY PECYPCOB YEPE3 CETh.

KinveHTckasi 4acTh CeTeBOM ClyKObl — CpelIcTBa 3ampoca JOCTyla K

YAAJIEHHBIM PECYPCaM U YCIIyTaM.
CepBepHas 4acTb CETEBOM CIyXObl — CPEACTBA MPEAOCTABICHUS JOKAIbHBIX

PECYPCOB U yCIyT B 00lIee MM0JIb30BAHUE.

CereBasg ciayx0a MpenOCTaBISIET MOJIb30BATEISIM CETH HEKOTOPBIA Habop
yCIIyT. DTU YCIYTH Ha3bIBAIOT CE€TEBHIMU CEPBHCAMM.

CereBas cayxba — cuUCTeMHas pacIpelieleHHass IporpaMMa, pean3yromas
CETEBOM CEpPBUC.

«CepBuc» - ommcanue Habopa yciuyr. «Ciyx0a» - ceTeBOW KOMIIOHEHT,
KOTOPBIN peanu3yeT Habop yCIyT.

Ot Toro, HackoJibko Ooratblii Habop cereBbiXx ciyk0 mnpenmaraet OC
KOHEYHBIM MOJIb30BaTeIsIM, TPUJIOKEHUSIM U aAMUHHUCTPATOPaM CETH, 3aBUCHUT €€
MecTo B psany cereBbix OC.

17



OObIYHO ceTeBas OIEpalMOHHas CUCTEMa IMOAJAECPKUBAET OCHOBHBIE BUJIbI
CETEBBIX CIIyk0O - (pailioByl0 cay:k0y u cay:xk0y medatu. BcrmomorartenbHbie
CIIy’)kObl ~ TOAJEPKUBAIOTCSI CHUCTEMHBIMH  CETEBBIMH  MPUIOKCHHUSIMH, WM
YTUJIUTaMU, - ¢JIy:k0a 0a3 naHubIX, pakca. [Ipumepsl ceTeBbix ciryk6 — WWW,
FTP, UseNet, ciay:k0a 3JIeKTPOHHOM MOYTHI, C/1yK0a YAaJTEHHOI0 JOCTYIIA U T.
n.. Cpean  ceTeBbIX  CIOyK0  MOXHO  BBIIEIUTh  AJMUHUCTPATUBHBIE,
peIHa3HAYCHHbIE VIS OpraHu3aLHH paboThI CETH. Hamnpumep,
HEeHTPAJIM30BAaHHASl CIPABOYHasA CJay:k0a, wim ciay:;k0a karaaoros. OHa
npeaHa3HaYeHa JJisl aMUHUCTPUPOBAHUS YUYETHBIX 3alUCEN MOJIb30BaTENEeH CETH,
BCEX €€ MPOrpaMMHBIX U ammapaTHeIX komnoHeHToB (Hampumep, Active Directory
koMrianuu Microsoft). Ciyxx0a MOHUTOPHUHIA CeTH IO3BOJISIET 3aXBaThIBATh U
aHaJM3upoBaTh ceTeBod Tpaduk. CyIIECTBYIOT TakXke CJayk0a 0e30macHoOCTH,
cJ1yk0a pe3epBHOI0 KONMMPOBAHMUS U APXUBUPOBAHUS.

Kaxk npaBuiio B3auMoieiiCTBUE MEKY KIMEHTCKUMHU U CEPBEPHBIMU YaCTAMHU
OC cranpapTu3upyercs, TaK YTO OJUH TUI cepBepa M.0. paccuuTaH Ha paldoTy C
KJIMEHTaMHU Pa3HOro TUIIA, pEaJTU30BaHHBIMU Pa3HBIMH CITIOCOOAMU U JJaXK€E Pa3HBIMU
POU3BOAMUTENAIMUA. ENMUHCTBEHHOE YCIIOBUE JIJISl TOTO — KJIUEHT U CEPBEP JTOKHBI
NOJJIEP>KUBATh OOLIUI CTaHAAPTHBIN NPOTOKOJI B3aUMOICUCTBHS.

IIlporpaMMHBIE  KOMMYHUKAIMOHHbIC  (TPAaHCIIOPTHBIE)  CpeaCTBA
00ecreurnBalOT COBMECTHO C allapaTHBIMM KOMMYHHMKAIIMOHHBIMHU CpPEICTBAMH
nepegady cooOIIeHUH, KOTOPEIMU OOMEHHUBAIOTCS! KIIMEHTCKUE U CEPBEPHBIE YaCTH
ceTeBbIX Ciayk0. Croja OTHOCATCSA ApaiiBepbl M MPOTOKOJbHbIE MOAyJU. OHH
BBINIOJIHAIOT Takue (YyHKIMHM, Kak (OpMHUpPOBAHHE COOOIIEHUN, pa3OoueHue
COOOIIEHUs] HAa 4YacTH (MakeThbl, Kaapbl), IpeoOpa3oBaHWE HWMEH KOMIIBIOTEPOB,
JTyOJIMpOBaHUE COOOIIEHUM B CiTydae OIIMOKU, ONpeeIeHUEe MapIIpyTa B CIOKHOU
CETH U T.[..

CereBble CiTy>)kObl U TPAHCIOPTHBIE CPEJCTBA MOTYT SIBIATHCS BCTPOCHHBIMU
koMrioHeHTaMu OC WM CyIIecTBOBATb B BHJE OTACIBHBIX MPOrPaMMHBIX
npoaykroB. (Hampumep, daitnoBas ciayx6a u Opayszep) Tunmunas cereBas OC
MMeEEeT B CBOEM COCTaBe IMUPOKUN HAOOp JApaiiBepOB U MPOTOKOJIBHBIX MOAYJIEH. Y
MOJIb30BaTENsl €CTh BO3MOXHOCTh JIONOJHUTH OSTOT CTaHJIAPTHBIM HaOop
HEOOXOJMMBIMU ITPOrpaMMaMH.

Ceteas cityx06a MOeT ObITh npecTarieHa B OC nubo obeumMu (KIMEHTCKON
1 CEpBEPHOI) YaCTSAMH, TUOO TOJBKO OJHOM U3 HHX.

B mnepBom ciayuae OC Ha3biBaeTCd OJHOPAHroBoil. OHa TMO3BOJISIET
oOpalaThCs K pecypcam APYyTUX KOMIBIOTEPOB CETHU U MPEIOCTABIIAET COOCTBEHHBIE
pECYpPCHI B paclopsbKeHUE APYTrHX MnoJb3osaresneid. (Harmpumep, KIMeHTsI 1 cepBepbl
daiinoBoii ciyx0b1) KoMmmbroTepsl, coBMemaromue GyHKIMA KIMEHTa U cepBepa,
Ha3bIBAIOT OJTHOPAHTOBBIMH Y3JIAMH.

18



OC, KkoTopass NPEUMYLIECTBEHHO COJEPKUT KIMEHTCKHE YacTU CETEBBIX
ClIy>k0, Ha3pIBaeTCS KIMEHTCKOM.

Cepsepnasa OC opueHTHpoBaHa Ha 00pabOTKY 3aIIPOCOB U3 CETH K pecypcam
CBOETO KOMIIBIOTEPA M BKJIIOYACT B c€0s B OCHOBHOM CEpPBEPHBIC YACTH CETEBBIX
CITY 0.

Knuentckas OC pomxkHa obecrneunBaTh Ui JIOKQJIBHO BBINOJIHSIOIMIMXCS
IporpaMM IpO3paydHblil JOCTYN K yAaJIeHHBIM (haiiam, pa3MEIIeHHbIM Ha JPYyTrUX
y3nax. CooTBercTBYOMNNA KOMIIOHEHT OC Ha3bIBAaETCS peAHPEKTOP
(mepenanpasurensb). [[po3payHOCTh COCTOUT B TOM, UTO AJIs IOKAJIBHOM MTPOrPaMMBI
oOpallleH’E K y1aJeHHbIM (ailjiaM BBITJIAIUT TaK K€, KaK K JIOKalnbHbIM. OCHOBHasie
byHKIMS penuMpekTopa - TepexBaT oOpalleHuid K yaajdeHHbIM (aiimam u
IIEpEHANPABIICHUE UX Ha JIPYTOH y3el.

Cepepnas OC nomxHa obecneduBaTh JOCTYH K JIOKaJdbHBIM (ailiam 1iis
IIPOTPaMM, BBITIOJIHAIOMMXCS HA ApYyrux y3nax. CoorBercTBytomui KOMnoHeHT OC
Ha3bIBaeTcs cepBep. OcHOBHAs (PYHKIMS cepBepa — MOJIYUYEHHE OT PEAUPEKTOPOB
JPYyTUX Y3JI0B 3allpOCOB HAa YTEHUE/3alMCh JIaHHBIX U IEPEHAIpaBIIEHUE UX K
COOTBETCTBYIOIIUM JIOKaJbHBIM (ailaM, a 3aTeM (OpMHUpPOBAHHE OTBETOB MU
nepenaya ux B CETh.

CeTeBble IPUITOKEHUSA
CyIIecTBYIOT CIEIYIONINE BU/IBI PUI0KCHHN .

1) JlokajibHOe NPWJIOKEHHE I[ICJMKOM BBIMOJHAETCS Ha  JIAaHHOM
KOMITBIOTEPE M MCTIOIB3YET TOJIBKO JIOKAIbHBIE PECYPChl. TakoMy MPUIIOKEHUIO HE
TpeOyIOTCS CETEBBIE CPEACTBA.

2) IleHTpaJM30BaHHOE CeTeBOE NMPUJIOKEHHE ICIIMKOM BBITIOJIHACTCS Ha
JAHHOM KOMITBIOTEpE, HO oOpalmraercs K pecypcaMm APYTuX KOMIBIOTEPOB CETH.
Hampumep, mpuinokeHne, KOTOPOE BBIMOTHASTCS Ha KIMEHTCKOM KOMIIBIOTEpE,
oOpabaTteiBaeT pAaHHble U3 (aiina, xpansuierocss Ha cepBepe. Pabora Takoro
MIPUIIOKEHUST HEBO3MOXKHA 0€3 CETEBBIX CPECTB.

3) PacnpeneneHHoe (cereBoe) NPHIIOKEHHE COCTOMT M3 HECKOJBKUX
B3aMMOJICUCTBYIONINX YaCTeH, PACIOJIOKEHHBIX Ha Pa3HBIX KOMIIBIOTEpAX, KaXKaas
U3 KOTOPBIX BBITIONHSAET CBOIO (PyHKIMIO. YacTu pacmpenesieHHOTO MPHIIOKEHUS
B3aMMOJICUCTBYIOT JIPYT C JPYTOM, UCIIOJIB3Ysl CETEBBIE CIYXKOBI U TPAHCIIOPTHHIC
cpeactra OC.

[IpeuMyIIeCTBOM paCIpPECICHHBIX TPHIOKEHUN SBISICTCS BO3MOYKHOCTH
pacnapaiyieIMBaHus BEIYUCIICHUN, a TAK)KE CIIEIUAIN3allis KOMITBIOTEPOB.
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CereBble XapaKTePUCTUKH

K xoMmbroTepHOM ceTH NpeabsBIsSETCS Ha CaMOM JieJie €IMHCTBEHHOE
TpebOBaHKE — OHa JOJHKHA 0OecrieurBaTh HAM HYXHBIM Habop yciyr. YToObl Ham
OBLTI0 YA00HO ¥ KOM(OPTHO.

OcHoBHBIE TPEOOBaHUS, XapaKTEPU3YIOIIUE KaueCTBO PabOThI CETH:

- MPOU3BOJAUTEIBHOCTD;

- HaJIeHOCTbh;

- 0e30I1acCHOCTE;

- XapakTEepUCTHUKXW  CETH  TMOCTaBIIMKa  ycIyr  (pacuIMpseMocCTb,

MaciITabupyeMOoCTh, yIIPaBIIEMOCTh, COBMECTUMOCTD, MPO3PAYHOCTH ).
[IpOon3BOIUTEIHHOCTD.

[Ipencrapisier cob0ii MHTETPAIbHYIO XapaKTEPUCTUKY CETH, COCTOSIIYIO U3
HECKOJIBKUX JAPYTUX XapaKTEPHUCTHUK:

- CKOpOCTH mepeayu Tpaduka;

- MPOMYCKHAasi CHIOCOOHOCTb;

- 3aJiepKKa Mepeayu;

- JOKUTTEp (Bapuanus 3aJIepKKH).

Crkopocmp nepedauu 0aGHHbIX — 5TO 00BEM JIAHHBIX, MEPEIAHHBIX CETHIO WU
€€ 4acThIO B €IUHUILY BpeMeHU. M3MepseTcs B OUTax B CEKyHIY, JIMOO B MakeTax B
CEKYHIY.

[IponyckHast CMOCOOHOCTh MOXET OBITh MIHOBEHHOHM, MaKCHMAaJIbHOM,
CpEIIHEN.

Cpeonsisn  cxopocms  BBIUMCISCTCS TyTeM JelieHus oOmero obbema
NEepeIaHHbIX JaHHBIX Ha Bpemsl nepenayu. [Ipudem BbIOMpaeTcs ITOCTATOYHO
JUTUHHBIN TPOMEXYTOK BPEMEHHU — Yac, ACHb, HEJEs.

Menosennas ckopocms - 3TO IPOIYCKHAs CLIOCOOHOCTh Ha OUYE€Hb MaJIEHBKOM
npoMexyTKe BpemeHu — 10mc, 1c.

lluxosas cxkopocms — 3TO HAMOOJBIIAS CKOPOCTh, KOTOPYIO pa3pelaercs
JIOCTUTATh MOJIb30BATEILCKOMY MTOTOKY B TEUEHHE OTOBOPEHHOTO MEPHOia BPEMEHHU
T.

Ilponycknasa cnocodnocms — MaKCUMAJIbHO BO3MOKHAsi CKOPOCTh CETEBOM
TEXHOJIOTHHU, OIIPE/ICICHHAsl CTaHIapTOM, Ha KOTOPOM MOCTPOEHA CETh.

Bpemsa peakyuu cemu — uHTEpBa BpEMEHU MEXKy BO3HUKHOBEHHEM 3aIpoca
MOJIB30BATEISI K KaKOM-THOO CeTEeBOM CITY)KOE M MOTydYeHUeM OTBETa Ha 3arpoc.

DTO moJib30BaTeNibcKasg XapakTtepucTuka. OHa 3aBUCUT OT THMA CIYXObl U
TEKYIIEr0 COCTOSHHUS DJIEMEHTOB CEeTH. Bpemsi peakiuu CKJIaabIBaeTcs U3
HECKOJIbKUX COCTABJISIONIMX: BpeMsl TMOATOTOBKM 3ampoca Ha KIUEHTCKOM
KOMIIBIOTEPE, BpPEMs Mepe/laud 3ampoca MEXKIy KIHMEHTOM U CEPBEpOM, BpeMsi
o0paboTKHM 3ampoca Ha cepBepe, BpeMs IMepefadyd OTBETa KIHUEHTY, BpeMs
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00paboTKH OTBETA Ha KIMEHTCKOM KOMIIbIOTEpPE. 3HAHWUE CETEBBIX COCTABIISIIOIINX
BPEMEHU PEAKIMU JTA€T BO3MOXKHOCTh OLIEHUTh MPOU3BOJAUTEIHLHOCTH OTACIbHBIX
AJIEMEHTOB CETH, BBISIBUTh Y3KHE€ MECTa W, €CJIM HEOO0XOJMMO, BBIIOIHUTH
MOJICPHU3AIUIO CETH.

3aodepotcka nepedayu — VHTEPBAT BPEMEHU MEKIY MOMEHTOM MOCTYIUICHHS
JTAHHBIX Ha BXOJl CUCTEMBI (CETU, KOMITbIOTEPA, KOMMYHUKAIIMOHHOTO YCTPOICTBA)
1 MOMEHTOM HX TOSIBJICHUS HA BBIXOJIC.

Bapuayua 3adeporcku - pazHuna MeXIy MHUHUMAIbHOM M MaKCUMaJbHON
3aJIEp>KKOM Ha KAaKOM-TO MPOMEKYTKE BPEMEHHU.

He Bce Buabl Tpaduka oIMHAKOBO YYBCTBUTENBHBI K 3aJilepKKaM (mepenada
AJIEKTPOHHOM MOYTHI U Mepeada rojioca).

HanexHoCTh.

J{nst o1leHKHW HaJIe)KHOCTH CETH Yallle BCEro MCIOJIb3YIOTCS JIBA TOKA3aTeIs:

- KO3(QPUUIUEHT AOCTYITHOCTH; - KO3(PPUUUEHT JOCTaBKU NAKETOB.

Koyppuyuenm oocmynnocmu (comoenocmu) — 101 BPEMEHU, B TCUCHUE
KOTOPOT'0 CUCTEMa HaXOJUTCS B paOOTOCIIOCOOHOM COCTOSIHUM.

K]l = (Ilepuon — BpemsiHenoctynnoctu)/Ilepuox *100%

DTO JOJNTrOBpEMEHHAsl CTaTUCTUYECKasi XapaKTEPUCTUKA (JI€Hb, MECSI, TOJ).
[IpuMep BBICOKOTO YPOBHSI JIOCTYIHOCTH — KOMMYHHMKAIIMOHHOE OOOpYJOBaHUE
Teae(OHHBIX CETEH (JOCTYIMHOCTh «IATh AEBATOK» - 0,99999, 310 5 MUH. TpOCTOS B
rof). J[s KOMIIBIOTEPHBIX CETEH TOCTUTHYT PyOek TpeX JIEeBSITOK.

Koaghpuyuenm oocmasxku naxemoe — BEpOSTHOCTb JOCTABKM Ha TEKyLIUH

MOMEHT BPEMEHU. KAII = (KomuectBoOTmpasnllakeTos —
Konllorepllakeros)/KOIT*100%

Jona nomepannbix nakemog - OTHOLIEHNE KOJINYECTBA OTEPSHHBIX TAKETOB
K 00IIIEMY KOJIMYECTBY MEPEAAHHBIX TAKETOB.

Omka3zoycmoituueocms — CHIOCOOHOCTH CUCTEMBI pa0OTATh B YCIOBUAX OTKa3a
OTJIEJbHBIX AJIEMEHTOB.

XapaKTepUCTUKH CETH MOCTABUIMKA YCIIYT.

OTU XapaKTEPUCTUKU YaCTO SIBJIAIOTCS KaYE€CTBEHHBIMH, T. €. HE MOTYT OBITh

BBIPKEHBI YHCIIAMU U COOTHOIICHHUSIMHU.

Pacwupsaemocms — BO3MOXHOCTh CPaBHHUTEIIBHO JIETKOTO JOOABIEHUS
OTNICTILHBIX JJIEMEHTOB CETH (IMOJbh30BaTeiel, KOMIBIOTEPOB, MPHIOKECHUH,
CEpBHUCOB), HapalUBaHUs [JIMHBI CETMEHTOB CETH W 3aMEHBI CYIIECTBYIOIICH
amnmnapaTtypbl 00Jie€ MOIIIHOM.

Macwimabupyemocms  03Ha4aeT, 4dYTO CETh TMO3BOJSET HApaIIUBaTh
KOJMYECTBO Y3JIOB M TMPOTSHKCHHOCTH CBS3€l B OUYCHb IIMPOKHX Ipeaenax 0e3
MOTEPU MTPOU3BOAUTEILHOCTH.
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PacumpsieMocTs 1 MacITabMpyeMOCTh — pa3Hble XapakTepucTuku cetu. CeTh
MOXET HMETh IUIOXYI0 MAacIITaOMpyeMOCTh MpPU XOpOIIEeH pacCHIMPSIEMOCTH.
Hanpuwmep, nokanbHas ceth Ethernet Ha ocHOBe KoakcuanpHOrO Kabemns obmagaeT
XOpOoIIeH pacuMpseMOCThIO, TaK KakK JIETKO MOJKIoYaTh HOBBIE cTaHIuu. Ho
cyuiecTByeT orpannuenue B 30 ctanuuidi Ha 185M kalens, nHaAYe PE3KO CHUMKAETCS
IPOU3BOAUTENLHOCTh ceTu. (rneloBaTeNnbHO Takas CeTh HUMEET IUIOXYIO
MacCIITa0UPyeMOCTh. XOpoIleld MacTabupyeMoCThi0 001a1aeT MHOTOCETMEHTHAs
CETh, MOCTPOCHHAs C MCMOJIb30BAHMEM KOMMYTATOPOB W MaplIpyTU3aTOPOB H
UMEIONIasi HEPAPXUUECKYIO CTPYKTYPY.

Ilpo3paunocmes — CBOICTBO CETH CKPBIBATH OT IOJI30BATEINSI JI€TAU CBOETO
BHYTPEHHETO YCTPONUCTBA M (PYHKIIMOHUPOBAHUS, YIIPOIAsl €ro paboTy.

[Tpo3padHOCTh MOXKET OBITh TOCTUTHYTA Ha IBYX YPOBHSX: -

Ha YpOBHE 0JIb30BaTEJI;

- Ha MPOTPaMMHOM ypPOBHE.

Ha ypoBHe mnombp30BaTensi MPO3pAavyHOCTh O3HAYAET, YTO HJsi pPaboOThl C
yAAJICHHBIMU PECypCaMU MOTYT ObITh MCIOJIb30BAaHBI T€ K€ KOMAHJIbI, YTO U IS
paboThl ¢ JIOKAJIBHBIMU pecypcamu. Takas NpO3payHOCTh JOCTUTaeTCs TpHU
pa3paboTke npuioxeHus. Hampumep, konupoBanue pecypcon B Explorer.

Ha mporpamMmHOM ypOBHE MpO3pavyHOCTh O3HAYAET, YTO MPUIIOKEHHUIO IS
J0CTyTa K yJaJeHHBIM pecypcaMm TpeOyIOTCs T K€ BBI3OBBI, YTO M JJIS JIOCTYIIA K
JOKAIbHBIM ~ pecypcaM. Takasg MpO3pavyHOCTb  OCYIIECTBISIETCS ~ CETEBOMU
OTICPAIMOHHON CHCTEMOHM.

[Ipo3payHoCTh — 1I€Nb, K KOTOPOH CTPEMSITCS pa3paOOTUMKU COBPEMEHHBIX
CETEN.

Ynpaenaemocms — BO3MOXHOCTH LIEHTPAJIM30BAHHO KOHTPOJIUPOBATH
COCTOSIHUE€ OCHOBHBIX JJIEMEHTOB CETH, BBISBISTh M PEIIATh BO3HUKAIOIIHE
POOJIEMBI, BBITIOJHATh AHAIN3 MPOU3BOJIUTEILHOCTH W IJIAHUPOBATh Pa3BUTHE
CETH.

Coemecmumocmov (unmezpupyemocms) — O3HAYaET CIOCOOHOCTh CETH
BKJIIOUaTh B ce0s pa3sHOOOpa3HOE ammapaTHOE W MPOrpaMMHOE oOOecreyueHue,
pa3IUYHBIC ONEPAMOHHBIC CHUCTEMBI, CTEKH KOMMYHHKAITMOHHBIX MPOTOKOJIOB U
T.JI..

Certb, cocrosilias U3 Pa3HOTUIIHBIX 3JIEMEHTOB, HA3bIBACTCS 2€mMepPOeHHOIl.
Ecnu rereporennas cetb paboraer 0e3 mpoOsiem, TO OHA SIBJISIETCS COBMECTUMOM.
OCHOBHOI ITyTh MOCTPOCHUSI UHTETPUPOBAHHBIX CETEH — UCMIOJIb30BAHUE OTKPBITHIX
CTaHJApPTOB U crieluuKaIui.
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2.2 Knaccuukanusi KOMIbIOTEPHBIX ceTel

JleJieHUe 10 0XBATY TEPPUTOPHH.
Cpean TEXHOJIOTMYECKUX XapaKTEPUCTHUK OCHOBHAsS - pa3Mep TEPPUTOPUH,
OXBaTbiBaeMOM ceThio. [0 BeIWYMHE TEPPUTOPHUM, KOTOPYIO TOKPHIBAET CETh

pa3IMYaloT JOKAIbHBIC, TJI00ATBHBIC U TOPOIACKUE CETH.

Jlokaabnble cetn - Local Area Networks (LAN) - cetu, cocpeoToueHHbIE
Ha HEOOJIBIIION TEPPUTOPHH (OOBIYHO B paguyce He 6osiee 1-2 km). B o0mieM ciryuae
JIOKaJIbHAsI CETh MPUHAICKHUT OJTHOM opranu3anuu. M3-3a KOPOTKUX pacCTOSTHUI B
JOKQJIBHBIX CETSAX HUMEETCS BO3MOXKHOCTH HCIOJIb30BaHUS BBICOKOKAYECTBEHHBIX
JUHUN CBSI3U, KOTOpPHIE IMO3BOJISIIOT JIOCTUTaTh BBICOKMX CKOpOCTEH oOMeHa
naHHbIMH, TTopsiaka 100 Mout/c. Ocobernnoctu LAN:

- BBICOKOKQYECTBCHHBIC JIMHUM CBSI3M, - HHU3KHA YPOBEHb OIIMOOK

nepeaayu;

- BBICOKHE CKOPOCTH OOMEHa JaHHBIMH;

- pabora B pexxume on-line;

- MPO3PayHOCTH JJIS TOJIB30BATENS;

- TOYHO OMpeAeNieHHOEe 4YHCI0 aOOHEHTOB; - CTaHIApTHBIE CETEBBIC

TEXHOJIOTHH.

CraHmapTHBICE CETEBBIC TEXHOJIOTMH TPEBPATHIN TIPOILECC IMOCTPOCHUS
JIOKAJIbHOM CETH M3 UCKYCCTBA B pyTHHHYIO paboTy. J{7s co3ganust ceTn 10CTaTOYHO
NpUOOPECTH  CTaHAAPTHBIM Kabeiab, CETEBbIC aJamnTephbl, COCOUHUTH HX
CTaHJAPTHBIMU pa3beMaMU M YCTAaHOBUTHb Ha KOMIBIOTEPHI OJIHY U3 MOIYJISIPHBIX
OcC.

Koner 90-x r.r. BBISIBWI SIBHOTO JIMEPA CPEAN TEXHOJIOTMH JTOKAJIbHBIX CETEU
— texnonoruto Ethernet. Ycnexy cnocoOCTBOBaIM MPOCThIE aaTOPUTMBI PabOTHI,
HU3Kasi CTOMMOCTh 000PYI0BaHUSI, ITUPOKHI TUAMA30H UEPAPXUU CKOPOCTEH.

I'no6anbubie cetm - Wide Area Networks (WAN) - o0bemunsior
TEPPUTOPHATBHO-PACCPETOTOUCHHBIC KOMITBIOTEPHI, KOTOPBIE MOTYT HAXOIUTHCS 110
BceMy MHpY. Tak Kak MpOKJIagKka BEBICOKOKAYECTBEHHBIX JIMHUNA CBS3M Ha OOJIBIITHE
pPacCTOSIHUS OOXOUTCSI OUYEHb JOPOTO, B TIIOOATBHBIX CETAX YaCTO MCIOJIb3YIOTCS
yKe CyIIECTBYIOIIME JMHUHU CBS3U, M3HAYAIHHO TMPEIHA3HAYCHHBIC COBCEM JIJIS
apyrux 1enei. Hampumep, MHOTHE TJIOOQIbHBIE CETH CTPOSITCS Ha OCHOBE
TeneOHHBIX U TesnerpadHbIX KaHaoB oOiero Ha3HaueHus. Ocodbennoctu WAN:

- HEBBICOKOE KaueCTBO JIMHHUH CBSI3H;

- HEBBICOKHE CKOPOCTH TIEpeayu;

- pexum off-line;

- OrpaHMYCHHBIN HAOOP MPETOCTABISAEMBIX YCIIYT; - BEICOKAs CTOUMOCTb.
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I'opoackue cetn (Wim ceru MeramosaucoB) - Metropolitan Area Networks
(MAN) - 5TH ceTu MOSBUIMCH CPABHUTEIILHO HEAABHO, KaK OJJHO M3 MPOSBICHUM
CONMDKEHUSI JIOKAIBHBIX U TJ00aNbHBIX ceTeil. OHM mNpeaHa3HaYeHbl IS
0OCTy>KUBaHUS TEPPUTOPHUHN KPYIHOTO Topoja - meramnoiuca. CeTn MeramnojucoB
3aHUMAIOT TPOMEKYTOUYHOE TIOJOKCHHE MEXIy JIOKAJIBHBIMU U TJI00aTbHBIMU
cetsMu. OHHM UCHOJIB3YIOT IHU(PPOBBIE MarucTpalbHBIE JUHUW CBS3H, YaCTO
OINTOBOJIOKOHHBIE, CO CKOpPOCTAMHU OT 45 MOut/c, u npenHa3HaueHbl ISl CBS3H
JIOKaJbHBIX CeTed B MaciuTadax ToOpoJla U COEIUMHEHHUS JIOKAJIBbHBIX CETeH C
TJI00ATHHBIMU.

OCHOBHBIEC OTIMYUS JTOKAJTBHBIX U TJI00AIBHBIX CETEH:

- Ilpomsoicennocms, kauecmeo u cnocob NPoKIAOKU JUHUL CEA3U.

- Cnoostchocms Memo0o8 nepedadu u 060py008aHus.

- Crxopocmwb oomena oannvimu. (s mokanbheix cereit - 10, 16, 100, 1000

Mo6wut/c. JInsa rnmobalbHBIX CETeH THUIMYHBI ropa3ao 0oJjiee HU3KHE CKOPOCTU

nepeaadu gaHHbIX - 2400,9600, 28800,33600 6ut/c, 56 u 64

KOut/c 1 TonbKo Ha MarucTpajibHbIX KaHaax - oT 2 Mout/c no 10I'6uTt/c.)
- Paznoobpasue npeoocmasnsemvix ycuye.

- Macwmabupyemocms. "Knaccuyeckue" JOKaJbHBIE CETH 00J1agaoT

IJIOXOM MaciTaOupyeMOCThI0. ['TT00ambHBIM K€ CEeTSIM MPHUCYIa XOpolas

MaclITabUpPyeMOCTb.

B nacrosimee Bpems 'KC no paznooOpasuio U Ka4ecTBY MPEIOCTABISIEMbIX
YCIIYT TOTHAJIA JIOKAIBHBIC CETH, KOTOPBIC TOJTO JIUIUPOBAINA B 3TOM OTHOIICHHH.

PAN (Personal Area Network) — imunasi (mepcoHajibHast) ceThb. Takue ceTu
paboTaroT Ha paccTosiHUAX nopsiaka 1-20 m. Hanpumep, Texnonorust Bluetooth.

CeTH on1epaToOpoB CBSI3M U KOPIOPATHUBHbIE CETH.

[To Ha3HaYEHUIO MPEIOCTABIISIEMBIX YCIYT CETU JIETSATCS Ha:
1) cetm omepaTopoB CBsI3M (CETH ITOCTABIIHMKOB YCIYT) — OKa3bIBAIOT
OOIIE0CTYITHBIEC YCITYTH;

2) KOpIOpaTHBHBIC CETH — YCIYTH COTPYAHUKAM CBOETO MPEIPUATHS.

Crnenuanu3nupoBaHHOE MpeAnpusiTue, KOTOpO€E Co37aeT
TEJICKOMMYHUKAIIMOHHYIO CETh JIJII OKa3aHUS OOIIETOCTYTHBIX YCIIYT, BJIaJIEET 3TON
CEThIO U MOAJIEPKUBAET €€ paboTOCIIOCOOHOCTh, HA3bIBAETCS ONEPATOPOM CBSI3H.

OrniepaTopsl CBSI3M OTIUYAIOTCS APYT OT JApyra:

- HabOpOM MPEIOCTABISEMbIX YCIIYT;

- TEPPUTOPHUEH, B IPEAEIAX KOTOPOU MPEIOCTABISAIOTCS YCIYTH;

- TUIOM KJIMEHTOB, HA KOTOPBIX OPUEHTUPYIOTCS YCIIyTH;
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- UMewuleics BO  BIAJCHUU HUHPPACTPYKTypod  (JIMHUSAMH  CBSI3H,
KOMMYTAallMOHHBIM 000pyA0BaHNEM, HHPOPMAIITHOHHBIMH CEPBEPAMU).

[ToTpebutenu TEIEKOMMYHUKALMOHHBIX YCIyTr — KIHUEHTBI — MOTYT OBIThH
paszie’eHbl Ha MAaCCOBBIX WHOUGUOYAIbHBLIX KIAUEHMO8 W KOPHOPAMUBHBIX
Knuenmoe. KopnopaTWBHBIE KIMEHTHI — 3TO NPEANPUATHS W OpraHu3aluu
pazIUyHOro NpouIs.

Kpynubeie mnpeanpusiTvsi, COCTOSIIME W3 HECKOJBKUX TEPPUTOPUATIHLHO
paccpeioTOUYCHHBIX OTACICHUN WM MMEIOIINE COTPYIHUKOB, pabOTAIOIMIMNX JOMA,
HYKJIalOTCsl B paclidpeHHOM HaOope ycayr. [lpexnae Bcero, 3T0 BHpTyaJbHasi
yactHas cetb (VPN, Virtual Private Network), B koTopoii orepaTop CBsI3u CO3/1a€T
JUTSL IPEANPUATHS WIUTIO3UIO0 TOTO, YTO BCE €0 OT/ACNICHUS U (PUIIMaIbl COeTUHEHbI
YaCTHOMU CEThIO, IIOJIHOCTBIO IIPUHAJIEKAIEN U YIPaBIsIEMOU
IPEANPUATAEMKINEHTOM.

OT HanuuMs WIK OTCYTCTBUSA COOCTBEHHOM TPaHCHOPTHON MH(PACTPYKTYpPhI
3aBUCHUT Ha3BaHUE MPEeANpUATHS, OKa3bIBAIOIIETO
UH(POPMALIMOHHOKOMMYHHKAIIMOHHBIE YCIIyTU. TpagullMOHHO TaKUe MpearnpusTHs
Ha3bIBAIOT «ONEPATOp CBs3W». B mocinenHue OecATHIIETUS NOSBUIOCH HOBOE
Ha3BaHHWE — MOCTaBUIMK (IIpoBaiiaep) yciayr. ['oBops «omeparop cBsizu», 0OBIYHO
HOJYEPKUBAIOT, YTO  KOMIAHUS  BJIAJie€T COOCTBEHHOM  TpaHCIOPTHOM
UHQpacTpyKTypoi. B Ha3BaHMU «IIOCTaBIIMK YCIyI» aKLEHT JEJaeTcsl Ha TO, 4TO
MPEANPUATHAE OKA3bIBAET BEICOKOYPOBHEBBIE YCIYyTH, HAIlpUMEp, 10CTyn B Internet,
pa3MelieHue B CBOEH ceTh HMH(OpPMAIMOHHBIX pecypcoB (web-caliToB uiu 0as
JAHHBIX TMPEANpUITHI), U HE 0O0g3aTENbHO BIAJEET COOCTBEHHON pa3BUTON
TPAHCIIOPTHON UHPPACTPYKTYPOU, TaK KaK 4acTo 1Jis uX 3QPEeKTUBHON pean3alnu
JIOCTATOYHO apEHJOBAHHBIX CETEBBIX PECYPCOB.

OmnepaTtopa, KOTOpBIA NPENOCTABISET YCIYyTH APYIMM OIEpaTopaMm CBS3H,
Ha3bIBAIOT ONEPAMOPOM ONEPAMOpPOs.

Ilo creneHn MOKPBITUS TEPPUTOPUHU, Ha KOTOPOM YCIIyT'M IPEIOCTABISAIOTCS,
ONepaTopbl [JEJATCH HAa JOKAJIbHBIX, PErHOHAJBHBIX, HALNMOHAJIBHBIX M
TPAHCHAUMOHAJBbHBIX. JIOKaNbHBINA onepatop paboTaeT Ha TEPPUTOPUHU TOPOJa
WM CEIbCKOTo paiioHa. PernoHanbHble M HAlMOHAIBHBIE ONMEPATOPhl OKA3bIBAIOT
yciayrd  Ha  OOJIBIIOW  TEpPpUTOPUHU,  pacriojaras  COOTBETCTBYHONIEH
UH(ppacTpyKTypoil. DTo omepaTopsl omnepaTopoB. Mx KiueHTaMu SBISIOTCS
JIOKaJbHBIE OINEpaTOpbl WM KPYMHBIC MNPEANPUITHS, UMEIOIIUE OTIACICHUS U
¢unmnanel B pa3iMuYHBIX TOpoJax M peruoHax. B coBpeMEHHOM KOHKYpPEHTHOM
TEJIEKOMMYHUKALIMOHHOM MHUPE HET CTPOrOi UEPAPXUHU ONEPaTOPOB, B3aNMOCBS3U
MEXIY HUMHU U UX CETSIMU MOTYT OBbITh JOCTaTOYHO CIOKHBIMHU.

Jlia nmoakimoyeHusi 000pyAOBaHUs KIMEHTOB OINEpaTophl CBSI3U OPraHU3YIOT
Touku npucyrcrBusi (POP, Point Of Presents) — 3nanus win momelneHus, B

25



KOTOPBIX pPasMCIIacTCsa O60py,Z[OBaHI/IC A0CTyIla JIA MOAKIIOYCHUSA 0O0JIBIIIOTO
KOJINYCCTBA KIIMCHTOB.

Kopnopamuenaa cemb — 310 ceTh, IJIABHBIM Ha3HAYEHUEM KOTOPOU SBISIETCA
nojjiep>kanue paboThl KOHKPETHOTO MPEANPHUATHS, BIAJCIONIETO JAHHOW CEThIO.
[Tonp30BaTeNsIMU KOPIOPATUBHOM CETH SBISIOTCS TOJBKO COTPYIHHUKH JTAHHOTO
npeanpusaTud. B oTiiMunMe OT ceTeil oneparopoB CBS3H, KOPHIOPATHBHBIE CETH, B
o0IIIeM cTyyae, He OKa3bIBAIOT YCIyT CTOPOHHUM OpPTaHU3AIUsIM U MOJIb30BATEISIM.

Ilo mnpousBoACTBeHHOMY NpHU3HAKY (B 3aBUCUMOCTH OT MaciuTada
MIPOU3BOJICTBEHHOTO MOJIPa3/ICNICHNs, B NPEAEIaX KOTOPOro JEHCTBYET CETh, a
TaK)Ke OT CJIOKHOCTU M MHOTO0Opa3usl pelaeMbIX 3a/1a4) pa3inyaroT:

1) ceru OTAEIOB U pabOYMX TPYIII,;

2) ceTH 3MaHMK M KaMITyCOB; 3) CceTH Macirada

PEATPUSATHUS.

Cemu omoenoe — 3T0 CETU, KOTOPbIE HCIOIL3YIOTCS HEOOJBIION TPYIION
COTPYIHHUKOB, pa0OTAIONIMX B OJHOM OTJEJC MPEANPUITHS U, PEHIAIONUX OOIIHe
3amaun  (Oyxranrepus, MapKeTHHT). [7aBHOW 1eNIbI0 CETH OT/AeNa SBISETCS
pa3/ielieHHe JIOKAJIbHBIX PECYpPCOB — JOPOrOCTOSIIMNX NEepUuDEpUMHbIX YCTPOUCTB,
MPUJIOKEHUH, TaHHBIX, MOIEeMOB. OOBIUHO CETH OT/ICJIOB UMEIOT 0KO0JI0 30 pabounx
CTaHIIUM, CO3MAl0TCI Ha OCHOBE OJHOM cereBoil TexHonoruu (Ethernet), He
pa3zensoTCa Ha MOJCETH, MOTYT BKIIIOYATh 1-2 (alIoBBIX CEpBEPA, UCIIOIB3YIOT
OJTHY OIIEPALMOHHYIO CHCTEMY (TOMOT€EHHBIE).

CeTb oTAENA MOXET BXOAUTH B COCTaB CETH KamIlyca WJIM K€ MPEJICTABISThH
co0oi1 ceTh ynaneHHoro oduca npeanpuatus. B nepBom ciydae oHa MOAKIIOYASTCS
K CETH KamITyca MO0 JOKaJIbHON TEXHOJOTHHU. BOo BTOpOM cllyyae — HEOCpPEACTBEHHO
K Maructpainu cetu ¢ nomoisio WAN-TexHonoruu, Harpumep, Frame Relay. Cemu
paodouux zpynn — 3TO COBCEM HeOObINHE ceTH, BKItovyaromue 10-20 KoMITbIOTEpPOB.
Wx xapakTepucTuku OJIM3KH K XapaKTepUCTUKAM CETEH OT/IEINOB.

Cemu 30anuii u Kamnycog¢ OOBEIUHSIOT MHOKECTBO CETEH pa3IMYHBIX
OTZICJIOB OJHOTO TMPEANpPUATHS B MpejesiaXx OTACIBHOTO 3/IaHMs WIM B Ipeaesiax
OJIHOU TeppUTOpHUH (KamITyca), TOKPBIBAIOIICH IIJI0IIab B HECKOJIBKO KBaJIPATHBIX
KiioMeTpoB. CeTH KamIyCOB MOJYYWIM CBOE€ HA3BAaHHUE OT AHIJIMICKOTO CIOBa
campus - cTyneHdeckuid ropoaok. Cedyac 5TO Ha3BaHUE MCIHOJB3YIOT JJIs
0003HauEHUs CETeH JTIOOBIX MPEANPUATHI U opraHu3anuid. [[ns moctpoenus ceteit
KaMITyCOB MCIOJIb3YIOTCSI TEXHOJIOTUHU JIOKAIbHBIX CETEU, BOBMOKHOCTEM KOTOPBIX
JIOCTaTOYHO, YTOOBI OOECHEUUTh TaKyl0 30HY MOKpHITUA. OOBIYHO CEThb HMEET
uepapxudeckyro ctpykrypy (ot Ethernet mo Gigabit Ethernet u Bwimie). Baxkubie
CITY>KOBbI, MPEIOCTABJISIEMbIE CETSIMU KaMITyCOB - JIOCTYIT K KOPIIOPAaTUBHBIM Oa3am
JIAHHBIX, BBICOKOCKOPOCTHBIM TPUHTEpaM, MojaemaM, dakc-cepBepaM. Ha ypoBHe
CETH KaMITyca BO3HUKAIOT MPOOJIEMbI HHTETPAllUU HEOAHOPOIHOTO anmnapaTHOTO U
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IpOrpaMMHOro obecrnedeHus. TUIbl KOMIBIOTEPOB, CETEBBIX OINEPAlMOHHBIX
CUCTEM, CETEBOTO aIapaTHOro 00ECHEeUYeHNs MOTYT OTJINYAThCS B KAXKI0M OTHEIIE.
Jns JIOTUYECKOMN CTPYKTypH3aLUU UCIIOJIB3YEeTCs pazHo00Opa3Hoe
KOMMYHHKAIIMOHHOE 000pyaoBaHue. OTCI0[1a BHITEKAIOT CIOKHOCTH YHPaBICHUS
CETSIMHU KaMILyCOB.

Cemu macwmabda npeonpusamus uiu Kopnopamuguvie cemu (B Y3KOM
CMBICJIE) MOTYT MOKPBIBaTh TOPOJl, PETUOH WIH J1a)K€ KOHTUHEHT. OHU CBA3BIBAIOT
OTIEJIBHBIE PACCPEAOTOUEHHBIE JIOKAIbHBIE CETH MPEANpUITHS B EIUHYIO
UHGDOKOMMYHUKAYUOHHYIO Cemb. DTU CETH TPEAOCTaBSIIOT TPAHCHOPTHBIE U
uHpopMalmoHHble yciayrd. Ho Ha mepBbli IUIaH B HUX BBIXOIAT HMEHHO
UH(GOPMAITMOHHBIE YCITYTH.

Oco0EHHOCTH KOPIOPATUBHBIX CETEM:

- Macwmabrnocms - 4YWCIO TIONB30BATEE W KOMIIBIOTEPOB MOKET
U3MEPATHCA ThICAYAMU, A YUCIIO CEPBEPOB — COTHIMH.

- Buwicokasa cmenenv cemepozcennocmu - VCIOJB3YIOTCS PA3JIUYHBIE THUIIBI
KOMITBIOTEPOB, OTIEPALIMOHHBIX CUCTEM U MHOKECTBO PA3JIMYHBIX IMPUII0KECHUM.

- HUcnonvzosanue 2onobanvubix ceésa3ell A COCIUHCHHUS  yAAICHHBIX
JIOKAJIbHBIX CETe M OTJAENIBHBIX KOMITbIOTEpOB. [IpuMeHst0TCS pa3sHOoOOpas3HbIC
TEeJIEKOMMYHUKAIITMOHHBIE CcpelicTBa — TeledOHHbIC KaHaIbl, pPaJHMOKaHaJIbI,
CITyTHHKOBAsI CBSI3b.

CJI0)KHOCTB yIIPABIICHUS U LIEHTPAJIM30BAHHOTO aIMUHACTPUPOBAHUS.

[To Mepe yBenmveHHs MacmITabOB CETH TMOBBIMIAIOTCS TPeOOBAHMUS K ee
HAJIe)KHOCTU M TPOU3BOAUTEIBHOCTH, a TaKKe K 3aluTe JOaHHbIX. [loaTomy
KOPIOPATUBHBIE CETH CTPOSITCS HA OCHOBE HanboJiee MOIIHOTO U Pa3HOOOPa3HOTO
000pyI0BaHUs U IPOIPAMMHOTO 00ECTICYEHUSI.

IToHsAiTHE TOrMYECKON APXUTEKTYPbl KOMIILIOTEPHOM CETH.
Pa3HOBMIHOCTH JIOTHYECKUX apPXUTEKTYP. PaznnuaroT Gpusnyueckyro u
JIOTUYECKYIO ApXUTEKTYPY KOMIIBIOTEPHBIX CETEM.

dusnyeckas apXUTEKTypa OINpPEAEHseTcsd CTPYKTYpOW, HAa3HAYECHHEM U

B3aMMOCBS3SIMM  alapaTHbIX CpPEICTB  KOMIBIOTEPHOM CETH, a  TakKke
MPOTPAMMHBIMHU  PEAIM3ALUSIMU  ITPOTOKOJIOB HMXKHETO W CPEAHErO0 YPOBHEU
OMBOC.

Jloruueckas APXUTCKTYpPaA OIMUCBIBACT CTPYKTYPY, HA3HAUYCHHUC 1 B3aUMOCBA3U

MPOTPAMMHBIX CPECTB, PEATU3YIOIINX MPOTOKOJIbI BepXHUX ypoBHEH DMBOC.

[IpaBunsHO BBIOpAHHAS APXUTEKTypa KOMIBIOTEPHONH CETU TIO3BOJISIET
JOCTUTHYTh  BBIBUHYTBIX TpeOOBaHWUN TO O0OImed MPOU3BOAUTEIHHOCTH,
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HAaJC)KHOCTH 3alllUTbhl CCTCBLIX PECYPCOB, T'HOKOCTH H&CTpOfIKPI, a TaKxXxeE
MUHUMMHU3AOUN ACHCKHBIX 3aTpaT Ha IIOCTPOCHUC U AIMUHUCTPUPOBAHHUC CCTH.

B HACTOAIICC BPEMA PaA3JIMYArOT CIICAYIOIIHNC JiocuuecKue apxumeKkntypbl
KOMITIBIOTCPHBIX CEeTeM:

- OJIHOpaHroBas apxXUTeKTypa (peer-to-peer (c riaaszy Ha rJjia3, OJUH-HA OJIUH),
MUPUHTOBBIE ceTH, P2P-ceTn, AeieHTpain30BaHHEbIC);
- KJaccHUyecKas apXuTeKTypa “KIHeHT-cepBep” (server based);
- apXUTEKTypa «KIUEHT-CEpBEpP», OCHOBaHHas Ha Web-TEeXHOJIOTUN WM
Intranet-apxurekTypa.
[TosiBNeHHEe KaXIOW W3 TMEPEUYHCICHHBIX apXUTEKTYp CBS3BIBAIOT C
OTJICJIbHBIMH 3TAIaMH SBOJIOLUH BHIYUCIUTEIBHBIX CUCTEM.

Ha nepBoMm 3Tane 3BOJIFOIMN BBIYUCIUTEIBHBIX CUCTEM KOMIIBIOTEPHBIE CETH
UMENH 00HOopanzosylo apxumexmypy. Tepmun — ¢ 1984r., IBM (peer-to-peer).

V3en 1

A

V3en 2 V3en 3

A 4

Visen 4

Oco0eHHOCTH OJTHOPAHTOBOM apXUTEKTYPHI:

1) Bce KOMIBIOTEpPBI paBHOIIPaBHBI. OTCYTCTBYIOT BBIJCIICHHBIC CEPBEPHI.

2) Kaxnplii koMIbpioTep (YHKIMOHHPYET W KaK KIHEHT, U KaK CepBep.
[Tonp3oBaTeny caMu peIaloT, Kakhe JaHHbIE HAa CBOEM KOMIIBIOTEPE CHeNaTh
JOCTYITHBIMU TIO CE€THU (BBIACIUTH B 00ILIEE MOJIH30BAHUE).

JIrobast MammHa MOKET CBSI3aThCA ¢ JTH000i. B kayecTBe kiuenTa
(moTpebuTens pecypcoB) KaxKaasi U3 MallliH MOKET MOChUIAThH 3aMpOChl HA
MPEIOCTaBIIEHNE KaKUX-TMOO PECYpCOB APYTUM MAIlllMHAM B Tpe/ieiax dTOW CETH U
nonydath ux. Kak cepBep, kakaas MamivHa 10JDKHA 00padaThIBaTh 3alpOCHl OT
JPYTHUX MAIlIUH B CETH, OTCHUIATh TO, YTO OBLIO 3aMPOIICHO, & TAK)KE BHITIOIHSITH
HEKOTOPBIE BCIIOMOTATEIbHBIC U aIMUHUCTPATUBHBIE (yHKIIHH.

JlokanbHBIE OHOPAHTOBBIC CETH:

3) He 601ee 10 komnproTepoB. OTCIOAa APYroe Ha3BaHHUEe — paboyas rpyrmmna
(workgroup). 4) Huzkast npou3BOAUTEIBHOCTb.

5) Huskue TpeOOBaHUS K 3alUIIEHHOCTH  CETEBOT0

IPOrpaMMHOT0 0OecTieyeHUsl.



6) He TpeOyeTcs TOMONHUTEIILHOTO CETEBOrO MPOTrPaMMHOTO 00ECIICYCHUS 1
COOTBETCTBEHHO aIMUHUCTPATOPA.
[TpenMyIIecTBO OHOPAHTOBOM ApXUTEKTYPbl: B OTIWYHUE OT APXUTEKTYPHI

KIIMCHT-CCPBCP, TaKasA OpraHu3anusda I103BOJIACT COXPAHATH pa6OTOCHOCO6HOCTB

CETH MpHU JHOOO0M KOJIUYECTBE U JTI0OOM COYETaHUU JIOCTYMHBIX Y3JIOB.

OnHopaHroBasi apXUTEKTypa UCIOIB3YETCS U B HacTosiee Bpems. MHTepHer
JTAeT >KM3Hb HOBBIM OJTHOPAHTOBBIM MPUJIOKEHUSIM. JIt000H ujieH JaHHOW ceTh He
rapaHTUPyeT HUKOMY CBOETO MPUCYTCTBUSA HA TOCTOSHHON ocHOBe. OH MOXET
NOSIBJISITRCA UM MCYe3aTh B JIIOOOW MOMEHT BpeMeHd. Ho mnpu IocTHXeHHH
OTpeNeIEHHOT0 KPUTHUECKOTO pa3Mepa CETH HACTyNaeT TaKkOi MOMEHT, YTO B CETH
OJTHOBPEMEHHO CYIIECTBYET MHOKECTBO CEPBEPOB C OJIMHAKOBBIMU (QYHKITUSIMU

[Tomumo uncTsix P2P-ceTelt, CylecTBYIOT TaK Ha3bIBa€Mble TMOPHUIHBIE CETH,
B KOTOpPBIX CYIIECTBYIOT CEpBEpa, HMCIOJb3yE€MbIE I KOOPAMHALIMH pPadoTHI,
MOMCKA UJIM MPEIOCTABIECHU HHPOPMALIMK O CYIIECTBYIOIINX MAILIMHAX CETH U UX
craryce (on-line, off-line m 1. n.). I'mOpuwmHbIE CETH COYETAIOT CKOPOCTh
[EHTPAIU30BAHHBIX CeTEed U HaJIEXKHOCTh JICIICHTPAJIM30BaHHBIX Ojarojgaps
rHOpUJHBIM  CXEMaM C  HE3aBUCHUMBIMU  HHJEKCAIIMOHHBIMU  CEpBEpPaMH,
CUHXPOHU3HUPYIOIUMHU HUH(pOopMaLnio Mexxay co0oil. [Ipu BeIxoie U3 cTposi OTHOTO
WM HECKOJIbKUX CEPBEPOB, CETh MPOAOHKAeT (yHKIHOHUpPOBaTh. K YacTHUHO
JCTICHTPATN30BaHHBIM (halIIOOOMEHHBIM CeTsIM OTHOCsTCsI HanpuMep EDonkey,
BitTorrent.

IHupunrosas ¢aiiioOMeHHas ceTh.

Onna u3 06Js1acTeil NpUMEHEHUS TEXHOJIOTUU TUPUHTOBBIX CETEH — 3TO OOMEH
(daitnamy. BBITIAIUT 3TO Tak: MOJIb30BATENId CETH BBIKJIAABIBAIOT KaKHWe-TUOO
daiinel B «paciiapeHnyo» (anri. share, nemuthces) nanky. Kakoii-HuOyap apyroi
M0JI30BATENIh CETH TOCHIIACT 3alpoc Ha MOUCK Kakoro-inbo ¢aiina. [Iporpamma
UIIET Y KIUEHTOB CeTH (ailybl, COOTBETCTBYIOLIME 3alpoCy, M IOKa3bIBAET
pesynbTat. [locie 3TOoro monp3oBaTedh MOXKET CKayaTh (ailibl y HaWJACHHBIX
UCTOYHUKOB. CoBpeMeHHbIe (DaiiIo0OMEHHbBIE CETH MO3BOJIAIOT CKAauMBaTh OJUH
daiin cpazy ¢ HECKOJbKMX HMCTOYHUKOB (Tak ObicTpee U HanéxHee). UToObI
yOenuTbesi, 4To 3TOT (paill y BceX HMCTOYHMKOB OJMHAKOBBIM, MPOU3BOIUTCS
CpaBHEHUE HE 0043aTENBHO MO HA3BaHUIO (paiiia, a U 0 KOHTPOJIbHBIM CyMMaM U1
xomam tuna MD4, SHA-1. Bo Bpems ckauuBanus (aitna mosib3oBaresieM (4 Mocie
€ro OKOHYaHUs1) 3TOT (ailyl y HEro MOryT CKayMBaTh W JAPYrHe KIHUEHTHI CETH, B
pe3yabpTaTe 4ero 0COOEHHO MOMyJIsipHbIe (Pailiibl MOTYT B UTOT€ OBITH JOCTYITHBIMU
JUTSl CKQUMBAHUSI C MHOTHUX HCTOYHHKOB OJHOBpeMEHHO. OOBIUHO B TaKUX CETAX
0oOMeHUBaIOTCA PUIbMAMH U MY3bIKOH.

TexHOJIOrUsl MUPUHTOBBIX CETEH MPUMEHSIETCS TaKXKE IS pactpeaeaeéHHbIX

BeIUMcieHU. OHU MO3BOJISIOT B CPaBHUTCIIbHO OYCHb KOPOTKHUC CPOKH BBIIIOJIHATD

MOMCTUHE OTPOMHBIM 00BEM BBIUMCICHUM, KOTOPHIN Ja)Ke Ha CYNEPKOMIBIOTEPAX
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noTpeOGoBa Obl, B 3aBUCUMOCTH OT CII0KHOCTH 33J]Ja4l MHOTHUX JIET U JJaKe CTOJIETUI
pabotbl. Takast NPOU3BOUTEILHOCTH IOCTUTAETCS Oarogaps TOMy, YTO HEKOTopas
riobanpHas 3ajaya pa30uBacTCs Ha OOJBIIOE KOJUYECTBO OJIOKOB, KOTOpPHIE
OJTHOBPEMEHHO BBIMOJHSAIOTCS COTHSAMH ThICAY KOMITBIOTEPOB, MPUHUMAIOIIUMHU
y4acTHe B MPOEKTE.

CeTeByl0 apXUTEKTYypy, IOSBHUBIIYIOCS Ha OYEPEAHOM 3Talle 3SBOJIIOLMU
KOMITBIOTEPHBIX ~ TexHoJoruid (B  80-¢ rojbl), HA3BIBAIOT KJIACCHYECKOI
apXMTEKTYPOHl «KJIHEHT-CepBep».

OCco0EHHOCTH KIACCUYECKON apXUTEKTYPbI KKJIUEHT-CEPBEP»:

1) B cetu umMeeTcss KOMITBIOTEP-CEPBEP M KOMIIBIOTEPBI-KIUCHTHI. CepBep
ONTUMHU3UPOBAH JJIs1 OBICTPO 00paOOTKH 3aMPOCOB OT CETEBBIX KIMEHTOB
Y J1JI TIOBBIIICHUS 3aIUIIIEHHOCTH (DaiiIOB M KaTaJoroB.

2) Boiee BhICOKAs MPOU3BOAUTEIBHOCTD U CKOPOCTH PaOOTHI.

3) AIMUHHCTPUPOBAHUE OCYIIECTBISACTCS [ICHTPAIN30BaHO.

4) OOGecnieunBaeTCs BCECTOPOHHSS M IIEHTPATN30BaHHAs 3aIlHTa PECYPCOB.

5) JIxo60¢ KOIMYECTBO MOJIb30BaTeNIeh (I TOKAIbHBIX CETCH).

6) JlookHa OBITh YCTAaHOBJICHA CeTeBas OINCPAIMOHHAs CHUCTEMa M
CHEIMATbHOE CETEBOE MPOTrPaMMHOE 0OECIICUCHHE.
CeTu Ha OCHOBE CepBEpa CTaIu MPOMBIILIEHHBIM CTAHIAPTOM.

Apxumekmypa «Kiuenm-cepeep», ocHoeannaa Ha Web-mexnonozuu,
Intranet-apxumexmypa vin Web-apxumexmypa nosisunace 8 1993 rony.
OcHOBHasi 0COOEHHOCTh — BO3BpAIlICHHE cepBepaM psiaa PyHKIUH, KOTOpbIe ObUIH
BBIHECEHBI HA BTOPOM 3Talle.

basucom »TOl apxuTeKTypbl siBisgeTcss Web-TeXHOJIOTHS, TMpUIIeAmas Hu3
Internet. B cooTBeTrcTBHM ¢ HeW Ha cepBepe pazmeniatorcs Web-ToKyMeHTHI,
KOTOpbIE HMHTEPHPETHpPYIOTCS Tporpammoit  HaBuranuu (Web-Opaysepom),
GyHKIMOHUPYIONIEH Ha paboyelt CTaHITUH.

Web-1okyMeHT peabHO BKJIFOYACT OJHY CTPaHUILY, HO JIOTHYECKH MOXKET
OOBEAUHATH JH000€  KOJMYECTBO CTPAaHMI, MNPUHALICKANIMX  PaA3IMYHBIM
Webnokymentam. B Web-ctpanuily MOryT ObITh BKJIFOUEHBI CCHIJIKM Ha Pa3IMYHbIC
OOBEKTHI:

- Ipyryto yactb Web-10pKyMeHTa uiu - 1pyroi Web-10KyMeHT;

- MYJIbTUMEIUUHBIA O0OBEKT;

- mporpamMmy, Kotopasi OyIeT BBIIOJTHSATHCS HA CEPBEPE;

- nporpaMmy, Kotopas OyAeT mepeiaHa ¢ cepBepa Ha pabodyro

CTaHIIMIO ISl 3allyCKa HABUTaTOPOM;

- 00011 IpyToit cepBUC (3J1.MOUTY, TOUCK U T.1.).
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Pabouas cranuus Komnrerorep-cepsep

Web-gnuenr | Web-cepgep
(ITporpamma Web-roxyment

HABUTAIINH) (KOMIOHEHT
HDeHCTaBHeHHH)

\4

[IpukinanHo

I

y
v

CVB/]I

A

Oco0OeHHocTH:

1) Bce  wuwHpOpMammoHHBIE ~ pecypchl WM TPHUKIAAHAsS ~ CUCTEMa
CKOHIICHTPUPOBAHBI Ha CEpBEpE.

2) Jlnsa oOmeHa wuH(MOpMAIUEH WCHONB3YIOTCS OTKPBITBIC TPOTOKOIIBI
(HTTP). Anpec pecypca ykazsiBaetcsi B hopmate URI.

3) OO0eryeHo 1eHTpaIM30BaHHOE YIIPABICHUE CEPBEPOM U KIMEHTAMH, T.K.
[TO cranmapTU30BaHoO.



2.3 MeToabl ajipecanvu y3J0B CeTH

Buab! agpecannu y3J10B ceTH

Kaxxapiil y3en ceTu JOJDKEH UMETh ajJipec, YToObl Obljia BO3MOYKHOM mepeiayda
nHpopMaruu U GYHKIIMOHUPOBAHUE CETH.
K agpecy y3na cetu u cxeMme ero Ha3Ha4YeHUs MOXKHO MPEAbSBUTH HECKOIBKO

TpeboBanwmii: [ Anpec momKeH YHUKAIBHO UACHTU(GUIIMPOBATH KOMITBIOTEP B CETH
Jmr00o0ro Macirada.

O Cxema Ha3Hau€HHs aJPECOB JIOJKHA CBOJUTH K MUHUMYMY PYYHOU TpY.I
aJIMUHHCTPATOPA U BEPOATHOCTH TyOJIMPOBAHUS aJPECOB.

O Anpec IODKEH UMETh MEPAPXUYECKYIO CTPYKTYPY, YAOOHYIO IS MTOCTPOCHUS
OonpIIMX ceTel. B KPymHBIX CETAX OTCYTCTBHE HEpPAPXUU aJPECOB MOXKET
MIPUBECTH K OOJIBIIUM M3EPKKaM - KOHEUHBIM y3JIaM U KOMMYHHUKAITHOHHOMY
000pyI0BaHUIO TIPUACTCS ONEPHUPOBATH C TAOIUIIAMH aPECOB, COCTOSIITUMHU U3
TBICSIY 3aITHUCEH.

O Anpec noimkeH ObITh yIOOEH ISl MOJB30BATENIEd CETH, T.€. JOJDKEH HWMETh
CUMBOJIBHOE IIPE/ICTABIICHHE.

0 Anpec 10JDKEH UMETh MO BO3MOKHOCTH KOMITAKTHOE MPEJICTABICHUE, YTOOBI HE
Meperpykarhb NaMsITh KOMMYHUKAIIMOHHOW ammapaTypbl - CETEBBIX aJalTepoB,
MapuIpyTH3aTOpOB U T. II.

[lepeuncnennbie TpeOOBaHUS TPYAHO COBMECTHUTh B paMKax KaKoOW-TTHOO
OJIHOW CXEMbI ajpecaliuy, MO3TOMY Ha MPaKTHUKE OOBIYHO HCIOJIB3YETCS Cpazy
HECKOJIBKO CXEM, TaK YTO KOMIIBIOTEP OJHOBPEMEHHO MMEET HECKOJBKO aJpPECOB.
Kaxnpiii anpec uCHONB3yeTcsl B TOM CHUTyalMy, KOTJAa COOTBETCTBYIOLIHUKM BHJ
aapecaruu Haubosee y100¢eH.

[To KOJMYECTBY aJpecyeMbIX CETEBBIX MHTEpEehcoB aapeca MOXKHO

KJIacCU(DUITMPOBATH CIEAYIOMIUM 00pa30M:

- OonoadpecHulit mun WU YHUKAIbHBLL adpec (unicast) WUCTOIb3YETCs
JUTsl MAeHTU(PUKAUKA OTACNbHBIX HHTep(delicoB ((hu3mueckuit mHTEpPEc MexIy
KOMITBIOTEPOM U CE€ThI0) KOHEYHOTO Yy3Jia WM MapIiIpyTU3aTopa; MO3BOJISET
nepechliaTh COOOIICHHS B OJTHY TOUYKY (HAa OJMH KOHEYHBIN y3€J CETH).

- I'pynnoeoui aopec (multicast) wvnentTudunUpyeT cpa3y HECKOJBKO
uHTepEHCOB, NaHHBIE JOCTABISIOTCS KaXJAOMy U3 WHTEphEHCOB, BXOIANIUX B
TpyIITy; MO3BOJISIET MEPEChUIaTh COOOIICHHS TPYIIE MPOU3BOJIBLHO PACTIOIOKEHHBIX
y3JI0B.

- Hlupokoeewamenvnuiit aopec (broadcast) vicnonb3yeTcsi g 10CTaBKU
JAHHBIX BCEM y3JIaM ITO/ICETH;
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- Aopec npou3eonvHoIl paccwliku (anycast) 3a1aet TpyIy UHTEpQencosB,
HO JIaHHBIE JOJDKHBI OBITH JTOCTaBJICHBI HE BCEM, a OJHOMY WIEHY TpYMIbl, KaK
IIPaBHIIO, «OJIMOKaiIeMy» (HOBBIHM THIT ajJpeca, OIpe/iesicH B TpoTokoiie IPv6).
Haznauaetcs Tonbko uaTepdericaM MapiipyTuzaropa.

MHOXECTBO BCEX aJpecoB, KOTOpPbIE SIBISIOTCS JOMYCTUMBIMH B paMKax
HEKOTOPOM CXEMBI aJIpecallii, Ha3bIBACTCS AOPECHBIM RPOCMPAHCMEOM. ATIPECHOE
MPOCTPAHCTBO MOXET WMETh MJAOCKYI0 (MUHENHYl0) WIA UepapXu4ecKyro
opranuzanuip. [Ipu T1IIOCKOM oOpraHu3alul MHOXKECTBO aAPECOB HUKAK HE
CTpYKTypupoBaHo. Ilpu uepapxuueckoil opraHuzaluu aJpecHOe MPOCTPAHCTBO
OpraHU30BaHO B BU/JIE BIOKEHHBIX JIPYT B Jpyra MOArpyIl.

Haunbonrwiiee pacnpocTpaHeHre NOJIYYHIN TPHU CXeMbI aipecalii y3J0B (Tpu
THUIIA aJIPECOB):

- JIOKaJbHBIE a/IpECa; - YUCIOBBIE COCTABHBIE a/IpECa; - CHMBOJIBHBIC aJIpeca
WJIU UMEHA.

B coBpeMeHHBIX ceTAX sl agpecaldd Y3JIOB HNPUMEHSIOTCSA, KaK MPaBUIIO,
OJIHOBPEMEHHO BCE€ TpU MpPHUBEJCHHbIC BbIlIe cxeMbl. [lomp30BaTenu aapecyror
KOMIIBIOTEPbl CUMBOJIBHBIMA MMEHAMH, KOTOPbIE aBTOMATHYECKH 3aMEHSIOTCA B
COOOIIEHUSIX, TIePEaBaCMBbIX IO CETH, Ha YHUCIOBBIE HOMepa. C MOMOIIBIO ATUX
YHUCJIOBBIX HOMEPOB COOOIIEHUSI MEPENAIOTCsl U3 OJAHOW CETH B APYryIo, a Iocie
JIOCTaBKUA COOOUIEHUS B CETh HA3HAYEHUSI BMECTO YUCIOBOIO HOMEpPA UCTIOIb3YETCS
amnmapaTHbIN apec KOMITbIOTepa.

IIpoTokoJibl paspenieHus1 aipecoB

Jlns npeoOpa3zoBaHUsl aJpecoB W3 OJHOTO BHUJA B JPYrol HMCHOJIB3YIOTCS
CHELMAJIbHBIE TPOTOKOJIbI, KOTOpPbIE HA3bIBAIOT HPOMOKOIAMU PAaA3peuleHus
aopecoe.

[IpoGnema ycTaHOBIEHHSI COOTBETCTBUS MEXAY aApecaMu pa3nyHbIX TUIIOB
MOJKET PelaThCs HeHTPATU30BAHHBIMU WK pacnpe/e/ieHHbIMH cpeacTBaMu. B
cllydae IIEHTPATM30BAHHOTO MOX0/a B CETH BIIETISETCS OJIMH KOMIIBIOTED (cepBep
UMEH), B KOTOPOM XPaHHUTCS TaOJIUIa COOTBETCTBUS IPYT APYTY UMEH Pa3THMIHBIX
TUTIOB, HAalmpHUMEpP CHMBOJBHBIX MMEH M YHUCIOBBIX HOMEpoB. Bce ocrambHBIC
KOMIIBIOTEPHI 00PAIIAIOTCS K CEpBEPY UMEH, YTOOBI IO CUMBOJIBHOMY UMEHHU HaWTH
YHCIIOBON HOMEP KOMIIBIOTEPA, C KOTOPHIM HEOOXOAMMO OOMEHSITHCS TaHHBIMH.

[Ipu pacnpeneneHHOM MOAXO0ME, Ka)XIbld KOMIIBIOTEp caM pelIaeT 3ajaady
YCTaHOBJICHHsI COOTBETCTBUS MEXIy HMMeHaMu. HemoctaTkoM pacrpeneiaeHHOro
MOJIX0/1a SIBJISIETCS] HEOOXOMMOCTh PACCHUIKM HIMPOKOBEIIATEIbHBIX COOOIIEHUH -
TaKue COOOIICHUS TMEepPerpykKarT CeTh, TaK KaKk OHH TpPeOyIOT 00s3aTelbHON
0o0pabOTKM BCEMHU Y3JIaMH, a HE€ TOJbKO Yy3JI0M Ha3zHadeHus. Iloaromy
pacmipeeNeHHbI MOAX0 MCIONb3YeTCs TOJBKO B HEOOJBIINX JTOKAIBHBIX CETSX.
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Jns KpymHBIX CETell XapaKTepeH IIeHTpaJIu30BaHHBIM Tmoaxon.  Haumbomee
M3BECTHOM CITY»KOOM IEHTPaIN30BaHHOTO pa3pelIeHUs] UMEH sBisieTcs ciryko0a DNS
(Domain Name System) cetu Internet.

[Ipumep UCHNONB30BaHUS  PACHPEACICHHOTO MNOAXOJa —  MPOTOKOJI
paspemienusi aapecoB ARP (Address Resolution Protocol), ucnonszyemblii
ctekom TCP/IP nnst npeoGpazoBanus [P-anpeca B anmapaTHbIif agpec.

Heobxoaumocts oOparnieHus k npotokoiny ARP Bo3HuKaeT Kaxplii pa3, Korja
mMoayib [P mepenaet nmakeT Ha ypoBeHb CETEBBIX MHTEP(EHCOB, HATIPUMED ApanBepy
Ethernet.

Pa6ora mpotokosna ARP Haumnaercs ¢ mpocmorpa ARP-tadmaummbl. Ilo
Tabnuie onpeaensercs HykHb MAC-aapec. st Kaxa0i ceTH, TOIKIIOYCHHON K
CETEBOMY aJalTepy KOMIBIOTEpAa WA TMOPTYy MapUIpyTU3aTOpa, CTPOUTCS
ornenbHas ARP-ta6bnuma. [Tpumep.

IP-ampec MAC-ampec Tum 3anucu
194.85.135.75 00-80-48-EB-7E-60 TUHAMHUYECKUI
194.85.135.70 08-00-5A-21-A7-22 TUHAMAYECKHAI

194.85.60.21 00-80-48-EB-75-67 CTaTUYECKHI

Pabota ¢ Tabnuieit oCcyniecTBISETCS ¢ MOMOIIBIO CIICIIUATBHON YTUIUTHI arp.
Tabnuiia BHIBOAUTCS Ha SKpaH 10 KOMaHJE arp —a.

Cratudeckue 3amucu CO3/Ial0TCS BPYUYHYIO C MOMOIIBIO YTUIUTHI arp. OHu
HaXOJTCS B K3IIIE 10 Nepe3arpy3Ku KOMIIBIOTEPA.

JluHamudeckue 3amucu co3maroTcsi mpotokoiom ARP, noGaBnsworcs u
YAQJISIOTCS aBTOMAaTUUYECKHU.

Ecnu 3amuch B TeueHue OmMpenesieHHOTO BPEMEHU HE OOHOBIIAETCS, TO OHA
uckiroyaercsa u3 tabnuibl. T.0. ARP-Tabnuna coaepKuT 3anucu ToJbKo 00 y3iax,
aKTUBHO YYacCTBYIOIIMX B CETEBBIX omepanusx. [losTomy ee emie Ha3bIBaIOT
ARPx3m1.

Ecnu uckomoro aapeca B Tadaulie HET, TO NpoTokoa ARP mupokoBemarenbHo
pacceutaer ARP-3anpoc, ykaseiBas [P-anpec («Ueit ato IP-ampec u kakoB Bari
aapec cereBoro aganrtepa?y»). Ysen, [P-ampec koToporo coBmai ¢ yKa3aHHBIM B
3anpoce, otmpasisieT ARP-0TBeT ¢ yka3aHHeM CBOEro JIOKaJIbHOTO ajpeca Ha
MaluHy, CenaBiyto 3ampoc. [locime 3Toro HoBasg 3amuch 00aBISIETCS B
ARPrabnuiy.

Ecnu B cetu Her y3na ¢ uckombiM I[P-anmpecom, ARP-oTBera He Oyner.
[Iporokout IP yHHMuTOXKAET MaKeTHI, HAPABJICHHBIE IO 3TOMY aAPECY.

JlokaabHble anapeca Annapamunwvie (hardware)
aopeca (noxkanvnwie, huzuueckue, MAC-adpeca). Itu aipeca npeaHa3HAYEHBI 1JIs
CEeTH HEOOJIBIIOr0 WM CPEIHEro pa3Mepa, OHM HE HMEIOT HEePapXUUYEeCKOM
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CTPYKTYpPBbI, HCHOJB3YIOTCSI TOJIBKO armapaTypoil sl JOCTaBKU WHGOpMAIU B
npejenax moCeTH.

JlokaJbHBIN aJpec — TAKOM THUII a/Ipeca, KOTOPBIN UCIIOIb3YETCs CPEACTBAMHU
0a30BOM TEXHOJIOTUU AJI AOCTAaBKH JAaHHBIX B MpeieNiaX IMOJACETH, SBISIOIIeHCS
AJIEMEHTOM COCTaBHOM CeTH. B pa3HBIX MOJACETAX AOMYCTUMBI PA3IUYHBIE CETEBHIC
TEXHOJOTHH, CJEI0BAaTENIbHO, Ppa3WYHbIe MPOTOKONBI. [loATOMY CyIIecTByIOT
pa3HbIC TUIIBI JOKATBHBIX aIPECOB.

IMoaceTh — COBOKYITHOCTh XOCTOB, KOTOPBIE B3aUMOJIEUCTBYIOT JIPYT C
JIpyroM He npuberas Kk mapuipytuzanuu. [loncetn 00beTUHSAIOTCS B UHTEPCETD C
MOMOIIBIO MapIIPYyTHU3aTOPOB.

s JIBC nokanehbii aapec —3to MAC-anpec (Media Access Control).
CETEBOrO ajanTepa.

Y onmHOro ysna MOXET OBITb HECKOJIBKO CETEBbIX HUHTEpdeicoB W,
CJIEIOBATENLHO, HECKOJIBKO alMapaTHbIX aJApecoB.

TunuuHeIM IpeacTaBUTENEM JIOKAJIBHBIX aJipecoB sBisiercsa ID-agpec cereBoro
ananrtepa jokanbHON cetn Ethernet. Ero 3amuceiBaroT B BHE ABOMYHOTO WM
niecTHaAaTepuyHoro 3HayeHus, Hanpumep 11-A0-17-3D-BC-01, B I13V matsr
CETeBOr0 ajamTepa Ha 3aBoje uirotroButene. [Ipm 3ameHe ceTeBoro agamrepa
U3MEHSETCS U allapaTHbIN aJpec y3Jia CeTH.

Crannmaptel Ha amnmapaTHble aapeca Obumn paspaboransr |IEEE (Institute of
Electrical and Electronics Engineers). [Qms Bcex texuosoruii JIBC mivna
anmapatHoro aapeca 6 6ait (280 TpuIUTMOHOB aApecoB). Bo3MokHbIE THara3oHbl
a/IpecoB PaCHpPEIEIISIOTCS MEKIY MHOTOUMCICHHBIMU MPOU3BOAUTESIMU CETEBBIX
a/1arTepoB.

IPv4-agpeca

Yucnosevie cocmaensvle adpeca. Bo MHOTUX ciydasix Jyjisi paOOThl B OOJIBIINX
CeTSAX B KA4yeCTBE aJPECOB Y3JOB MCIOJB3YIOT YHWCIOBBIE COCTaBHBIE ajpeca.
THUNUYHBIM IPEACTABUTEIAMU aApPECcOB ITOro Tuma sasistorcesa [P- u [PX-anpeca. B
HUX MOJIJIEPKUBAETCS IBYXYPOBHEBAS HEPAPXUS, aAPEC JEIUTCS HA CTAPIIYIO YaCTh
- HOMEp CETH M MJIAJIIYIO - HOMEp y3/a. Takoe AelleHne MO3BOJISIET NEpelaBaTh
COOOILIEHUST MEXIY CETSIMU TOJBKO Ha OCHOBAaHMM HOMEpPA CETH, a HOMEp y3ia
UCIIOJIb3YETCs TOJBKO MOCIIE€ JOCTABKU COOOLIECHUS B HY)KHYIO CETb.

IP-adpec — ocHoBHOIl THI azapeca, Ha OCHOBE KOTOpPOTO HUHMOpMaIus
[epeaeTcsl MEXY MOJCETIMHU.

st mporokona IPv4 - sto 32-OutHbiil aapec (4 Oaiita). OH MOXET OBITH
MpeCTaBJICH B IBOMYHOM UK 16-puuHoM popmare.

Jliis ynoOcTBa YTEHUS B TEXHUYECKOM JINTEPAType U MPUKIAIHBIX IPOTPaMMax
IP-anpeca npencraBnsitoTcst B BUi€ 4-X 1€CATUUHBIX YHCEN, PA3/ICICHHBIX TOUKAMHU.
Kaxxgoe W3 uucen COOTBETCTBYET OJHOMY OKTETy (8 OuTaM) M MOXKET UMETh
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3HaueHus ot 0 mo 255. Drtor dopmar Ha3bIBaeTCd TOYEYHO-AECATHYHBIM
(DecimalPant Notation).

Hanpumep:  10010001.00001010.00100010.0000001 1

145.10.34.3

IP-anpec cocTout u3 2-X 1OrMYECKUX YacTel: HOMepa CETU U HOMepa y371a, T.€.
UCITIOJIB3YETCS 2-XypPOBHEBASI HEPAPXHUS.

ITosie nomepa cetu B [P-anpece (ID cetn) Ha3pIBaeTcs ceTeBbIM NpeduKcoM,
OHO UJICHTU(UIIUPYET MOJCETh.

Homepa ceteli Ha3HawaroTCs JUOO IIEHTPATM30BAHHO (IIPOBAWIEPOM), €CITU
CETh sIBIIACTCS YacThio Internet, 1160 MpoU3BOIBHO, €CIIM CETh pa0OTAET ABTOHOMHO.

Homep y3aa (ID y3na) wuneHtuduuupyeT yCTPOMCTBO B TOJACETH U
Ha3HA4YaeTCs HE3aBUCUMO OT JIOKAJIBHOTO aJIpeca y3ia.

MexcereBasg cxema ajapecanuu, NnpuMeHseMas B npotokose IP, omnmcana B
nokymeHTtax RFC 990, RFC 997.

VYcerpolictBamu, KOTOphIM Ha3HavaroTcsi [P-agpeca, MOryT ObITb KOHEUYHBIE
y3JIbl, KOMMYHHUKAIIMOHHBIE CEPBEPBI, MApIIPYTU3ATOPbl. MapuipyTu3aTop UMeEeT
HECKOJIbKO IIOPTOB U BXOAUT Cpa3y B HECKOJIBKO IMOJICETEM, MIOITOMY KaKJIbIK MOPT
MapuLIpyTHA3aTOpa UMeeT cBou IP-ampec u CBOM JIOKAJIBHBIM aJIpec B TOU MOJICETH,
KOTOpasi K HeMy MOJKIII0ueHa. KOHEUHBIN y3€el TakKe MOKET BXOJUTh B HECKOIBKO
IP-cereii, ciemoBarenbHO, MOXKET MMETh Heckosibko IP-aapecos. T.o., IP-ampec
XapaKTepu3yeT He OTACIbHBIN Y3€, a OJHO CETEBOE COCAMHEHUE.

IP-anpeca nensitcs Ha kiacesl: A, B, C, D, E.

3Has KJ1acc, BBl MOXKETE OINPEIETUTh, KaKas YacTh aJJpeca OTHOCUTCS] K HOMEPY
CeTH, a Kakas K HOMepy y3/la, T.e. TlI€ MPOXOIUT TPaHUIA MEXKAY CETEBHIM
npeuKCOM U HOMEPOM YCTPOMCTBA.

Kaxnapiii kimacc BKiOYaeT B ce0sl OMpeAeeHHOE KOJUYECTBO BO3MOKHBIX
MoJCeTeN, B KAXKI0M U3 KOTOPHIX MOXKET COACPIKATHCS ONMPE/ICICHHOE KOJIUYECTBO
XOCTOB. [IpUHATO TOBOPUTH, YTO MOJCETh BKJIIOYAET B ceOs MyJ aapecoB — BCE
BO3MOYKHBIE HOMEPA YCTPOMCTB JJISI JAHHOM IOJICETH.

Krnacc onpenensieTcs mo K04y — 3HAaUEHHIO TIEPBBIX OUT ajpeca.

Ecnu anpec naunnaercs ¢ 0, TO CETh OTHOCST K KJIACCY A.

Howmep cetu 3aHuMaeTt oiuH 6ailT, ocTalibHbIe 3 OaiiTa MHTEPIPETUPYIOTCS KaK
HoMmep y3ia. Cetu kiacca A UMer0T HoMepa B nuana3one oT 1 1o 126. (Homep 0 He
UCIIOJNB3YeTCsI, a HOMep 127 3ape3epBUpOBaH i cheluaibHbIX 1enei) Cereit
KJIacca A HEMHOTO, 3aTO KOJUYECTBO y3JI0B B HUX OUYCHb BelIMKOo. Ha HoMep ceTn
OTBOAUTCS 7 OUT, HA HOMED y371a — 24 Oura.

MaxkcumanbHOE KOJIMYECTBO ceTeil kmacca A: 27- 2 = 126 ceTeli.



MakcHMaIbHOE YHCIIOM Y3II0B B ceTH Kinacca A: 224-2 =16 777 214 y3n0B.

Ecnu nepBoie aBa 6urta agpeca paBHbl 10, To ceTb OTHOCHUTCS K KJiaccy B.

Certs kiacca B sBisieTcs ceTbio cpeHux pasmepoB. Ha Homep cetn 0TBOUTCA
14 6ut, Ha HOMEDp y371a — 16 OuT.

MaxkcuManbHOe KOIMYECTBO ceTell kiacca B: 214- 2 = 16382 cetn

MakcuMaJibHOE YHCIIOM Y3JI0B B ceTH Kiacca B: 21— 2 = 65 534 y3na.

Ecnu agpec nHaunHaetcs ¢ nociegoatenbHocty 110, To 310 ceth kiacca C.

DTO MHOTOUYHCJICHHBIE HEOOJIBIIINE CETH.

[Ton Homep cetu oTBoUTCS 24 — 3 = 21 OuT, a mox HOMep y3ina - 8 out. Cetn
ATOTO KJIacca HauboJiee pacipoCTpaHeHbl, HO YHCJIO Y3JI0B B HUX MaJlo.
MakcumMasibHOe KoIM4ecTBo cereif kiacca C: 221-2 =2 097 152 cetu
MakcHMaIbHOE YHCIOM y3110B B ceth knacca C: 28— 2 = 254 y3na.

Ecnu agpec Haunnaercs ¢ kiaroda 1110, To oH siBisgeTcs agpecoMm kiaacca D u
o003HavaeT 0coObIi rpynnoBoii aapec (multicast). Anpec kinacca D He nenuTces Ha
HOMEp CETH U HOMEP y3Ja.

['pynmoBoii anpec uaeHTUGUIUPYET TPYIITY Y3JI0B, KOTOPBIE B 00IIIEM CiTydae
MOTYT MIPUHAJIJICKATh Pa3HBIM CETAM. ¥Y3€J, BXOASAIIUN B TPYIIITY, IOJTy4aeT HAps Ty
¢ 0OBIYHBIM MHIUBHAYyaTbHBIM [P-aipecoM ere ouH rpynmnoBoi aapec.

Ecnu npu oTnpaBke makeTra B KauecTBE ajpeca Ha3HAUEHUs YyKas3aH ajpec
Kkiacca D, To Takoll makeT JOJKEH ObITh JIOCTABJICH BCEM Y3jaM, BXOJSIIUM B
rpyIiy.

Ecnu anpec naumnaercs ¢ kiroua 11110, To o otHOCUTCS K Kitaccy E. Aapeca
ATOTO KJIacca 3ape3epBUPOBAHBI U B HACTOSAIIEE BPEMS HE UCIIOIb3YIOTCHI.

B tabnuie mpuBeneHs quana3oHbl HOMEPOB CeTel U MaKCUMAaJbHOE YHCIIO
Y3JIOB, COOTBETCTBYIOIIMX KAXKIOMY KJIACCy CETEM.

Knacc Nepasie Gurs HammeHbWHA HanGonbumi MaxcumansHoe
HOMEp CeTH HOMEp ceTH YHCAO Y3N0S 8 CeTH

0 1.0.0.0 126.0.0.0 2%
10 128.0.0.0 191.255.0.0 210
110 192.0.1.0 223.255.255.0 28
1110 224.0.0.0 239.255.255.255 Multicast
11110 240.0.0.0 247.255.255.255 3apesepsuposan

m o M @ >

Ha3znauyenue IP-agpecos. Macku nmoaceru. L3l
Hasnaunts [P-ampeca y3maM ceTH MOKHO ABYMs crocobamm. 1)

BpyuHyto agMHHUCTpaTOpoM ceTh (CTaTUYecKuil ajapec); 2)

ABTOMAaTHUYECKHU.

Hasznauenue I[P-agpecoB y3inaMm ceTu Jaxke Mpu HE OYEHBb OOJIBIIIOM pa3Mepe
CETH MOXET OBITh CJIOXKHBIM JJIs1 afMUHHUCTpaTopa. [Io3ToMy B MOMOIIH CETEBBIM
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aIMUHUCTpAaTOpaM  pa3paboTaHbl pa3IMYHbIE [POTPAMMHBIE TMPOAYKTBl U
TEXHOJIOTUU.

Hanpumep, mist aBromatmszanuu HaszHadeHus [P-anpecoB wucnomnb3yercs
nporokoa DHCP (Dynamic Host Configuration Protocol) — mpoTokoa
AUHAMHUYECKOro KoHurypuposanus xocra. Onucan B RFC 2131, 2132.

Ucnonb3oBanne DHCP 3HaunTeNnbHO YNpOHIa€T HACTPOWKY IapaMeTpOB
TCP/IP Ha xommbloTepax-KJIUEHTaX, M30aBISET aJIMUHHUCTPATOpa OT PYTHHHBIX
oTieparyii, rapaHTHUPYET OTCYTCTBUE KOH(IIUKTOB.

[IpoTokon paboTaeT 1o Mojenu KiueHT-cepep. KilmeHnTol, moaaep:kuBaromiume
DHCP, moryt 3anpammusats y cepsepa DHCP nannbie o kongpurypanuu TCP/IP (IP-
aapec, Macky, aapec 1nuito3a rno ymonyanuio). DHCP-cepBep BbljaeT aapec KIMEeHTy
13 IyJIa aApECOB, 3aJaHHOTO aIMHUHUCTPATOPOM, Ha OTPAHUYEHHOE BPEMS — BpEMS
apenabl. Ecam KkoMIIBIOTEp yIanseTcsl U3 NOJACETH, TO Ha3HAaYeHHbIN emy [P-anpec
aBTOMATUYECKU OCBOOOKIAETCS U MOXET OBITh BBIJIaH IPYroMy KOMIIBIOTEPY. ITO
CBOMCTBO OCOOEHHO Ba)KHO JJIs BDEMEHHBIX 10JIb30BATENEH.

Macka — 310 32-pa3psaIHO€ IBOMYHOE YUCIIO, KOTOPOE UCMOJIB3YETCS B IMApeE C
IP-agpecom u comepKuT enUHUIIBI B TEX pa3psiaax, KOTopeie JoJKHBI B [P-aapece
WHTEPIIPETUPOBATHCS KaK HOMEp ceTH. T.0. Macka UCHOJIb3yeTCs sl ONIPEACIICHUS
yactu [Pv4-aapeca, koropas npeacrasnser ID ceru.

Macka MoOkeT ObITh yKa3aHa B TOYEYHO-JECATUYHOM HOTAIMH, JIUOO Kak
JIECITUYHOE YUCIIO MOCIIe KOCOM uepThl Beiien 3a [P-anpecom.

Hampumep, macka mnoacetu /16 B TOpencTaBIeHUH C pa3AeUTEIbHBIMU
TOYKAMU BRITVIAINT Kak 255.255.0.0, a macka mojceTu /24 - kak 255.255.255.0.

B nBonynom Buge 11111111.11111111.0.0.

[IpeacraBnenue ¢ KOCOM 4epTOil, HA3BIBACTCS MPE/ICTABICHUEM 0ECKIIacCOBOM
mexxaomennon Mapipytusanuu CIDR (Classless Inter Domain Routing). 1P
anpec 129.64.134.5, macka 255.255.128.0 B nsonunom Buje:

IP agpec: 10000001.01000000.10000110.00000101

Macka: 11111111.11111111.10000000.00000000

Homep cetu: 129.64.128.0 Howmep y3na: 0.0.6.5
IP anpec AND macka = Homep cetu (AND — jjoruueckoe yMHOXEHUE)

JAuana3zonsl IPv4-agpecoB |Pv4-anpeca
JENATCA Ha MHAUBUyalbHbIE U TpynmoBbie. I'pynnossie IPv4-
aJpeca
I'pynmoBeie agpeca HaumHarotrcst ¢ mnpeduxca 1110 (agpeca kmacca D).
3HauYEHHUE NIEPBOr0 OKTETAa y HUX OT 224-X u Bbilie. OHU HE ENISITCA HA HOMEP CETH
¥ HOMEp y3J1a - 3T0 0C00bIN TpynmnoBoi aapec multicast. [Taker ¢ anpecom multicast
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JOJDKHBI TIOJYYUTh BCE Y3JIbI, KOTOPHIM NPHUCBOEH AaHHBIA ajapec. ['pymnmoBas
ajpecanys IUPOKO UCTIONb3yeTcss B UHTEepHET.

UnauBunyansusie [Pv4-anpeca MoxHO pa30uTh Ha MyOJIMYHBIN JUama3oH,
YaCTHBIN Auanas3oH, u ajapeca APIPA.

ITyosmunbie IPv4-agpeca

Kaxnprii [Pv4-anpec B HTepHeTe nokeH ObITh yHUKaNIEH. Pacnpenenenue
aJpECHOTO IPOCTPAaHCTBA KypupyeT I'pynma AAMMHHCTPHPOBAHHMS AJPECHOIO
npoctpancrBa UnrepHer (Internet Assigned Numbers Authority, IANA).

Yacrtuslie IPv4-anpeca

Anmvunuctpamus  IANA  3ape3epBupoBana  ONpEICIICHHBIE  JUANA30HBI
IPv4anpecoB B KadecTBe 4acTHBIX aapecoB. OHM HHKOTJAa HE HUCIOJIB3YOTCS B
HNutepuere. Ot yactHble [Pv4-aapeca mpuMeEHSAIOTCA Ui JIOKAJIBHBIX CETEH,
KOTOPBIM HY>KHbI KOMMyHuKauuu [Pv4 6e3 otoOpakenus: B InTepHer.

Jlnara3oHel 4YaCTHBIX aJpPECOB

HauanbHub1i asipec Koneunslii azpec

10.0.0.0/8 10.255.255.254

172.16.0.0/16 172.31.255.254 (16 HomMepoOB ceTeid)
192.168.0.0/24 192.168.255.254 (255 cereii)

V37161 C YaCTHBIMU aJIpecaMy MOTYT OJKII0YaThCs K IHTepHeTY Yepes cepBep
WIM MapUIpyTU3aTOp, BBIIOJHSIOMMN NpeoOpa3oBaHue ceTeBbix aapecoB NAT.
NAT (Network Address Translation) - TexHOJOTHS TPaHCASIHH AJPECOB—
npeoOpa3zoBaHue aIPeCcOB C MOMOILBIO CIIEHUATBHBIX TabJIUI COOTBETCTBUS. B ponu
MapuipyTtuzaropa ¢ ¢ynkiuedr NAT moxer BweicTynath Kommbeiorep Windows
Server 2008 nu anmapaTHbId MApLIIPYTH3ATOP.

Anpeca APIPA (aBromatnueckue yactHbele [P-anpeca). Eciu kommbrorepy
aBTOMaTH4ecKku Ha3HauyaeTcs [P-aapec, To Mo yMOIUaHUIO B CIy4yae HEJOCTYITHOCTH
DHCP-cepBepa BceM ceTeBbIM OAKIIOYCHHSIM HazHavyatoTcs anpeca APIPA.
Yactueie aapeca APIPA pacnonoxensr B guamaszone ot 169.254.0.1 no
169.254.255.254. Macka noaceru 255.255.0.0.

Cnenuanbnbie IP-aapeca

Hexoropeie IP-agpeca 3apesepBupoBaHbl [ CHEeUHaIbHBIX Liened. Takue
azipeca He Ha3HAYaIOTCsl KOHEYHBIM y3JIaM M He TIEPeIaloTCsl MapIIpyTU3aTOPaMHU.

Anpec 0.0.0.0 o603Ha9aeT Bce cereBbie MHTEP(HENCH JaHHOTO y371a JTU00 MITI03
no ymoauanuto (default gateway). B IPv6 ato anpec ::. (IPAddress.Any).

Anpec 255.255.255.255 Ha3bIBAETCS OrPAHUYEHHBIM
IMPOKoBeaTeIbHbIM coo01eHueM (limited broadcast). [TakeT ¢ Takum agpecom
Ha3HAYCHHsI TOJKEH PacChlIaThCsl BCEM y371aM, HAXOISIIUMCS B TOW e MOJCETH,
4TO W UCTOYHMK TakeTa. Takue TakeThl HUKOT/IAa HE TMepelalTcs uepes
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Mapuipytuzaropel. B IPv6 ot umeer mpedpukc 1111 1111 u oTHocuTca K
multicastagpecam.

Ecnu B mosie HOMep y3i1a Ha3HAYEHUs BCE JBOWYHBIC CIUHUIIBI, TO TAKET
pacchUIaeTCs BCEM y3JIaM CETH C 3aJaHHBIM HOMEPOM CETH. Takas pacchuIKa
Ha3bIBACTCS HANIPABJIEHHBLIM IIHPOKOBeIaTeIbHbIM cooomenuem (broadcast
i multicasting). (Hampumep, 192.190.21.255/24)

Anpec, mepBblii 6aliT koToporo pasen 127 (127.0.0.0, 127.0.0.1) nassiBaeTcs
loopback, agpec meriim oOpaTtHoM cBsA3M. Vcnonb3yeTcs i TECTUPOBAHUA
nporpaMM M B3aUMOJICHCTBHUS IMPOIIECCOB B TMpefesiax OJHOTO y3ia. JlocTmkum
TOJILKO C JIOKalbHOW MammHbl. CTaHmgapTHOE, Oo(UIIMAIbHO 3ape3epBHPOBAHHOE
ums s aapecos loopback - localhost. B IPv6 ato anpec ::1.

IPv6-aapeca

B OCHOBHOM B CBSI3M C HEPAMOHAIBHBIM HCIIOJIB30BAHUEM aJIPECHOTO
npocTpaHcTBa HaOmonaercss nepuuutr [P-ampecoB. B mocieaHee Bpems,
npeajaratorcs 0oJee CIOKHbIE BapUaHTbl YHMCIOBOM anpecanuu. s perieHus
po6JIeMbl UCTOILIEHUS aapecHoro npoctpancTsa [IPv4 Oblna pazpaboTtana Bepcust
IPV6.

Bepcus IPv4 oOecneunBaer 4,3 MIIpA BO3MOXHBIX YHUKAQJIBHBIX aJpECOB.
Bmecto 32-O6utoBbix aapecoB B Bepcuu I[Pv6 wucmombiyrorcs 128-O0uToBbIC.
Anpecnoe npoctpancTBo IPv6 obecnieunsaer 2128, wmm 340 282 366 920 938 463
463 374 607 431 768 211 456 (3.4x10%®%) yHMKanbHBIX aJpecOB, YTO HAMHOTO
oomnbine uncna [Pv4-aapecos.

[Pv6 anmpec 3anuchiBacTCA B LIECTHAALATUPUYHOM CHUCTEME M NPEACTABISET
coboit 8 rpynm no 4 16-puunbix nuudpel. i pasgeneHus rpymmn UCHOJIb3YETCs
JIBOETOUHE.

Hanpuwmep:

2001:00B8:0000:0000:0000:4567:89AB:CDEF

Ecin onna wnm Gonee rpynn monpsin paBHbl 0000, To OHM MOTYT OBITH
OITYIIIEHBI U 3aMEHEHBI Ha JBOWHOE aBoetoune (::). Takoit mpomyck AOHKEH OBbITH
€JMHCTBEHHBIM B ajpece.

Hanpumep:

npeapIaymn agpec MoXHO cokpatuTh 10  2001:00B8::4567:89AB:CDEF
aapec 0000:0000:0000:0000:0000:0000:AE21:0012  MOXHO COKpaTuTh OO
AE21:0012

MoXHO Takke OIycKaTh HE3Haualllie HYJW B Hadaje KaKJIOW TPYIIIHL.
Hanpumep Bmecto 00B8 3anucars BS.
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Jlns cereit, moanepxkuBaroluMx 00e Bepcun mportokojsia I[P, paspemaercs
UCIIOJIB30BaTh JIs Miaamux 4 6ait tpaaunuonnyto [Pv4 3amuce, a s crapimux
12 GaiiT — 16-puunyro hopmy.

Hanpumep: ::AAAA:128.16.144.38

IPv6-anpeca pasmeneHbl Ha ABE YacTH: 64-OMTOBBIMA KOMIIOHEHT CETH H
640UTOBBII KOMIIOHEHT y37a. KOMIOHEHT ceTH HIACHTU(DUIMPYET YHUKATHHYIO
nojaceTh, U agMuHucTparus [ANA Bbigenser 3T yucia nocraBukam ISP wim
KPYITHBIM KOMIIAHUSM.

KomMmoneHT y3ma, Kak MOpaBUiIO, OCHOBAaH Ha YHUKAJIbHOM 48-OUTOBOM
MACanpece ceTeBoro agantepa Wik reHepUpyeTcs CIydaiHbIM 00pa3oM.

Jlist onHoaapecHbIx TUNOB [Pv6 He moaaepKuBaeT HACHTH(PUKATOPHI MOACETEN
NEPEMEHHON JJIMHBI, a YUCIO0 OUTOB, MCIONB3YEMBIX ISl UACHTU(PUKALMHA CETH
onHoanpecHoro tumna IPv6-aapeca, Bcerna paBHo 64 (mepBasi MOJIOBUHA ajipeca).
[losToMy nJis MpenacTaBICHUS OJAHOAPECHBIX TUNOB IPv6 HET HEoOXOAMMOCTH
YKa3bIBaTh MacKy MOJICETH, IOCKOJIbKY KOMIIbIOTEPHI paCIIO3HAIOT MACKy /64.

IPv6-angpeca ucronb3yrOT Macku, BbIpakaeMble B TPEJCTABIECHUU C KOCOU
YEpTO, OJTHAKO JIMIIIb JJII OMMCAHUS MaplIIPyTOB U IMANAa30HOB A/IPECOB, a HE JUIs
ykazanus ID cetu. Hampumep, B Tabnuiie Mapuipytuzanuu [Pv6 MoxHO BCTpeTUTh
Takyto 3anuck: 2001:DB8:3FA9::/48.

B otnmume ot IPv4, Bepcust [Pv6 He ncnonb3yeT MUPOKOBENIAHUE B CETH.
Bwmecro mmpokosemanus B [Pv6 npuMmeHseTcss MHOTOapeECHas: WA TPYNIOBast
nepenayva.

Bepcus [Pv6 n3nauanbHO NpoeKTHpOBaIach s ooecrieueHus 6oJiee mpocToro
kKoH(purypupoBanusa y3noB, uem [Pv4. Xora IPv6 moxHO KOHGUTYpupOBaTh H
Bpy4HYIO0 (OOBIYHO 3TO TpedyeTcs ISl MapHIpyTH3aTOPOB), KOHPUTYPUPOBAHHE
IPv6 Ha KoOMIIbIOTEpaX NPAKTHYECKH BCErAa BBIMNOIHACTCS aABTOMATHYECKHU.
Kommnerotepsl MoryT nonyuath [Pv6-agpeca oT coceqHUX MaplIpyTHU3aTOpPOB WIIU
DHCPV6-cepBepoB. Kpome Toro, KOMIbIOTEPHI BCET/1a CaMU Ha3HAYAIOT cebe aapec
JUJIS1 UCTIOJIb30BaHUS UCKITIOUUTENBHO B JIOKAJIbHOW TOJICETH.

CumBoJIbHBIE a/Ipeca

KoMmneioTepsl onepupyroT 4uciaMi, B TO BpeMsl Kak Jiroau 0osiee KoMpOpTHO
ce0st UyBCTBYIOT, HCIOJIB3Ysl CIOBA. DTO (yHIaMEHTAIbHOE pa3inNyue U SBHIOCH
IPUYUHON TTOSIBJICHHSI CHMBOJIBHBIX aJpeCOB HJIM UMEH.

Cumeonvuvle adpeca WIN umena. DT ajpeca NpeAHA3HAYEHbI IS
3allOMUHAHMUS JIIOABMH H TO3TOMY OOBIYHO HECYT CMBICIOBYIO HarpysKy.
CuMBOJIBbHBIE aJIpeca JIETKO UCII0JIb30BATh KaK B HEOOJIBIIUX, TAK U KPYITHBIX CETSX.
Jns paboTel B OONBIIUX CETSIX CHUMBOJIBHOE WM MOXET HMETh CIOXKHYIO
uepapxuuecKkyto crpykrypy. [lpumepsr cumBoabHbIX agipecoB: DNS, URI, NetBIOS.
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[Tomyyenne nmeHn KommbloTepa - yruiuta hostname, [lanens ynpasieHus
/Cuctema

UNC (Universal Naming Convention)- dopmat 3amucu umen. UNC-ums
HMMEET CIIEIYIONIYIO CTPYKTYpPY:

\\ums1_kommbroTepa\ums_oO1ero pecypca\liyTh\ums_daiina

DNS (Domain Name System) — JloMeHHast cHCTeMa UMEH, HCIIOJIb3yeMasi B
Internet.

Hanpumep, www.microsoft.com

219-3.povt.fitr.ontu.by

URI (Uniform Resource ldentifiers) —YuuBepcanbHbIii UACHTU(DUKATOD
pecypca.

NutepHer o0benuHsAeT B €IMHYI0 WHGOPMAIIMOHHYIO CpPEIy pPecypcChl,
UCIIOJIB3YIONIME  pa3iMuHble crnocoObl  uiaeHtudukanuu. I[loatomy  Oblia
paspaborana cnieruduKkaims, Koropas Bkitodasna B ceds oopamenus k FTP, Gopher,
WAIS, Usenet, E-mail, Prospero, Telnet, HTTP (WWW). URI - 3T0o yHuBepcaibHast
cneruuKaIms, KOTopasi 03BOJISIET PACHIUPSIThH CIIHCOK aJIPECYEMbIX PECypCOB 3a
cyeT nossiaeHus HOBbIX cxeM. [Ipumepsr URI:

http:// www.microsoft.com

ftp://ftp.ncsa.uiuc.edu/Mac/Mosaic news:

msnews.microsoft.com

http://www.globalknowledge.net:80/training/generic.asp?pageid=1078&count
ry=DACH
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2.4 DrajioHHas MO/IeJIb B3aMMO/IeCTBUSI OTKPBITBHIX CHCTEM

OCHOBHBIC IOHATHUSHA

[IpoGnaeMa cOBMECTUMOCTH aapaTHOrO U MPOrpaMMHOT0 00€CIIeUeHUs OHa
U3 HamOoJjee OCTPhIX B KOMIBIOTEpHBIX ceTsx. IIporpecc B 3TOl 0b6macTu
HEBO3MOXKEH 0e3  pa3paboTku  CcTaHmapToB. Maeomormueckoid  OCHOBOM
CTaHJAPTU3ALMN B KOMIIBIOTEPHBIX CETAX SIBISETCS MHOIOYPOBHEBBIM MOIXOH K
pa3paboTKe CPEJCTB CETEBOIO B3aMMOCHCTBHUS.

ApXUTEKTypa TMOAPA3yMEBAECT MPEICTABICHUE CETU B BHJE CHCTEMBI
AJIIEMEHTOB, KaXXIblii M3 KOTOPBHIX BBIMOJIHSET CBOIO (DYHKIMIO, NMPU ITOM BCE
AJIIEMEHTBI BMECTE PEIIAIOT OOLIYIO 3a]]a4y B3aUMOIEHCTBUS KOMITBIOTEPOB.

[IpopbiBOM B cTaHAapTHU3aLUU APXUTEKTYpPbl KOMIIBIOTEPHOW CETH CcTajna
pa3paboTKa MOJEIM B3aUMOJICUCTBUSL  OTKPBITHIX cuctemM. B 1984 r.
MexayHnaponHas opranu3anus no crasaaptuzanuu ISO (International Standards
Organization) BeIMycTUa psija cnenupUKanui, Ha3BaHHBIX 3TAJTOHHON MOJEJIbIO
B3auMoelicTBus oTKpbITHIX cucTeM OSI (Open Systems Interconnection).
Mopnens OSI crasla MeXIyHapOAHBIM CTAaHAAPTOM JJIA IOCTPOCHMS CETEH
pa3IUYHBIX THIIOB.

Monens OSI, 6bl1a pazpaboTaHa Ha OCHOBE OOJIBIIOTO OIBITA, MOJYYEHHOTO
pu pa3padoTKe KOMIBIOTEPHBIX ceTeld B 70-¢ r.r.. IlonHoe e€ onncanue 3aHuMaeT
00neel000 crpanuu. Mogenr OSI umena orpomuslii ycnex. Tenepb oOHa
UCIIOJIB3YeTCSl KaK CIpaBOYHAs MOJENb Uil ONUCAHUS pa3JIMYHBIX CETEBBIX
IPOTOKOJIOB U UX (PYHKIIMOHATIBHBIX BO3MOXKHOCTEH.

B mmmpokoM cMbICIE OTKPBLITOH CHCTEMOW Ha3bIBaeTcs J00as CUCTEMA,
KOTOpasi TOCTPOEHAa B COOTBETCTBHM C OTKPBITBIMH  CHEHU(PUKATUIMU
(ormyOJIMKOBAaHHBIMH,  OOIIEAOCTYHBIMHM, COOTBETCTBYIOIIUMH  CTaHAApTaM).
Cnenuduxanus — popMaan3oBaHHOE OMHUCAHUE AIMAPATHBIX UM MPOTPAMMHBIX
KOMIIOHEHTOB, CHOCO00B HX (YHKIMOHUPOBAHMS, B3aUMOJEHUCTBHUS C APYTUMHU
KOMIIOHEHTaMH, YCJIOBUM JKcrutyatanuu. He Bcskas cnenuduxanus sBiseTcs
CTaHAApTOM.

Mopenb OSI kacaeTcsi TOIBKO OJHOTO acCHEKTa OTKPBITOCTH — OTKPBITOCTH
CPEIICTB B3aUMOJECHCTBUSL YCTPOMCTB, CBSI3aHHBIX B KOMIIBIOTEPHYIO CE€Th. 3/€Ch
OTKPBITAasl CUCTEMA - 3TO CUCTEMA, peau3ylollasl CTaHIapTHBINA Habop QyHKUUH,
noJJIep )KuBaeMas CTaHJAPTHHIMUA TPOTOKOJIAMU M OTBEUaromas TpPeOOBaHUSIM
staioHHoi moaenu OSI.

Ecnu cetp mocTpoeHa ¢ coONIOEHHEM MPUHIMIIOB OTKPBITOCTH, ATO JaeT
CJIEAYIOIINE TPEUMYIIIECTBA:
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1. BO3MOXKHOCTh IIOCTPOCHHUS CETH U3 allapaTHBIX U MPOTPAMMHBIX CPEJICTB

pa3IMYHBIX TPOU3BOAUTEICH, MPUICPKUBAIOIIIMXCS OJTHOTO CTAaHIApTa;

2. BO3MOXXHOCTb 0O€300JI€3HEHHON 3aME€HBl OJHUX KOMIIOHEHTOB CETH

JIPYTUMH, 00JIee COBEPIICHHBIMH;

3. JIerKoe COIpPSKEHHS OJHOM CETH C APYTHUMHU;

4. mpocToTa 00CITYKUBAHUS CETH.

SIpkuii IpuMep OTKPBITOM CHUCTEMBI: MEKIyHapoaHas ceTh Internet (cmoria
o0BeMHUTH B ceOe caMoe pa3sHooOpazHoe obopyaoBanue u [1O orpomHoOro yncia
CEeTell Mo BCEMY MHUPY).

Mopens OSI cTHIapTH3UPYET:

1. TloHATHS ¥ OCHOBHBIC TEPMHHBI, HCIOJIb3yEeMbIE MPU MOCTPOSCHUU OTKPBITHIX
CHUCTEM;
2. YpOBHM B3aUMOJICHCTBHS CUCTEM B CETSAX C KOMMYTAIIMEH TaKEeTOB,

w

CranpapTHbIe HaA3BaHUS YPOBHEM;
4. OyHKUHMH, KOTOPBIE JOJIXKEH BBINOIHATh KAXIbIi YPOBEHb.

IIpoTokoa — Habop PopMaTN30BaHHBIX MIPABUI, IO KOTOPHIM OOMEHUBAIOTCS
uH(popmaIuen ceTeBble KOMIIOHEHTHI, JIeXkKAIIe Ha OJJHOM YPOBHE, HO B Pa3HBIX
y371aX CETH.

HNurepdeiic — Habop hopMaIn30BaHHBIX MPABUIL, 10 KOTOPHIM 0OMEHUBAIOTCS
uH(popMaIuelt ceTeBbie KOMIIOHEHTHI COCETHUX YPOBHEHN OJTHOTO y37a.

Takum 006pazom, untepdeiic onpeaenseT HaOOP CEPBUCOB, MPEAOCTABIIEMbIN
JJAHHBIM YPOBHEM COCETHEMY YPOBHIO.

B cymHocTr, uHTEpdElic 1 MPOTOKOJ BBIPAKAIOT OJHO M TO K€ IOHSITHE —
dbopmai30BaHHOE OMUCAHUE TPOLECTYPhl B3aMMOJEHUCTBUS JIBYX O00BEKTOB. Ho
TPAJUIIMOHHO B CETSIX 32 HUMHU 3aKPEMIIA pa3Hble 00JaCTH JEeHCTBUS:

Visen A Vsen B
[Tpotokon 3A-3B B

3A | cermg e

8]

IIp. 2A - 2B
20 ™ = 2B
HHTepdeiic
2B-1B
IIp. IA- 1B

—

1A

[IpoToKoJIBI ONpeAEsAOT NpaBuiia B3aUMOACHCTBUS MOJIYJIEH OJJTHOTO YPOBHS
B Pa3HbIX y3Jax, a UHTep(enchl — MOAYJIEH COCEIHUX YPOBHEN B OJIHOM Y3JI€.
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Hepapxuuecku OpraHHW30BaHHBIM HAOOp NPOTOKOJOB, JOCTATOYHBIA IS
OpraHu3allid  B3aWMOJCHCTBUS  Y3JIOB B  CETH, HAa3bIBAlOT  CTEKOM
KOMMYHHMKALMOHHBIX POTOKOJIOB.

KoMMyHHKaIIMOHHBIE MPOTOKOJIBI MOTYT OBITh PEAJIM30BaHbl KaK MPOrPaMMHO,
Tak U anmnapaTHo. [[pOTOKOJIbI HIPKHUX YPOBHEH YacTO pean3yloTcsi KoMOUHaIMen
IIPOTPAMMHBIX W aIllIapaTHBIX CPEACTB, a IMPOTOKOJBI BEPXHHUX YPOBHEH, KaK
IIPaBUJIO, YUCTO TNPOrpaMMHBIMH  cpelacTBaMH. [IporpaMMHBIE  MOZYJIb,
peanu3yomMi HEKOTOPBIM IPOTOKOJ, YaCTO TO 7K€ HA3bIBAXOT ITPOTOKOJIOM.

IIpOTOKOIIBI peanu3yroTCs HE TOJIBKO KOMIIBIOTEPAMHU, HO U IPYTUMH CETEBBIMU
yCTpOMCTBaMH (MOCTaMU, MapIIPyTU3aTOPAMU U T.11.).

Yposuu OSI

Mogens OS] Bxiodaer 7-ypoBHeW: TPUKIAIHOW, MPEICTaBUTEIIbHbIN,
CCaHCOBBIN, TPAHCIIOPTHBIHN, CETEBOM, KaHAJIBHBIN, (PU3UUECCKUH.

Kaxx11p1i1 ypoBEHB BBINOJHSAET CBOIO (DYHKIIMIO M UMEET JIETI0 C ONPEIETIEHHBIM
aCIIEKTOM B3aUMOJCHCTBHS CETEBBIX YCTPOMCTB.

Campblii BEpXHUI YPOBEHb — MPUKJIIATHOM, CAMbIi HUKHUI — (PU3NYECKUN.

OOMeH JaHHBIMU MPOUCXOAUT IMYyTEM UX MEPEMEILIEHUS C BEPXHETO YPOBHS Ha
HWKHUM, TPAHCHOPTUPOBKM 1O CE€TM M OOpaTHOro BOCIPOM3BEIECHUS Ha
KOMIIBIOTEPE-TI0yYaTelIe C HUKHETO Ha BEPXHUM.

[Ipu 3TOM Ha KaXXJIOM YPOBHE K HMCXOJHOMY COOOIIEHMIO, KOTOpOE HaJo
nepenaTb MO CeTH, J00aBIsSETCs 3arojioBOK JaHHOTO YPOBHSA, COAEp Kalluil
CITY’KeOHYIO nHpopManuio, HEOOXOIUMYIO TSt nepeaayvu. Ha
KOMIIBIOTEPEIIOIYyYaTeNIe KaXKAbIA YPOBEHb B CBOK OYEpelb AaHAIU3ZUPYET
COOTBETCTBYIOIIMIA €MY 3aroJ0BOK, BBINIOJHAET HYKHbIE (PYHKIMH, a 3aTEM yaIseT
3TOT 3arojIOBOK U MEpesaeT COOOLIEHHUE BhIIIeNekKalleMy YPOBHIO.

Kaxnpiii ypoBeHb UHQOpMaLus OpoxXoauT 2 paza — ¢usudeckas mojenb. C
JIOTUYECKON TOYKM 3PEHMUS — KaXIbl YPOBEHb B3aMMOJEUCTBYET C TaKUM K€
YPOBHEM Ha KOMITbIOTEpe-TIoyyaTelie (BUPTYyaJIbHO).

— —— — —
- e

——— — — —

[Ipumep: mycTh TpHIOKEHUE OOpalaeTcs ¢ 3ampocoM K TMPUKIATHOMY
ypOBHIO, Hampumep, K (aitnoBoit cmyxxk6e. Ha ocHoBanum storo 3ampoca I10
MPUKIAAHOTO YPOBHS (hopMupyeT cooOreHue crangaptHoro gopmara. OOBIYHO
COOOIIICHNE COCTOUT U3 3ar0JIOBKA U TTOJISI TAHHBIX.
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3arojoBOK COJEPXKUT CIyKeOHyI0 HWHGOpMAIMIO, HalpUMEp, MECTO
HaxoXkJIeHus (aiiaa TUI onepariy, KOTOPYIO HaJl0 BBIITOJIHHUTS.

[Tocne popmupoBanus COOOIICHNS MPUKIATHON YPOBEHB HAIIPABIISET €r0 BHU3
M0 CTeKY K YpOBHIO MpenacTaBieHHs. [IpoTOKOa mpeacTaBUTEN HOTO YPOBHS Ha
OCHOBaHUM HH(OpPMAIMKM TOJYYSHHONM M3 3arojoBKa MNPUKIAAHOTO YpPOBHS,
BBITMIOJIHSET TpeOyemble NEHCTBUS U J00aBISET K COOOIIEHUIO CBOIO CIIyKEOHYIO
UHpOpMaLKIo (3aroJIOBOK TPEICTAaBUTEIBHOIO YPOBHS, B KOTOPOM COJIEpKaTcs
yKa3aHus Ui IPOTOKOJIA IPECTABUTEILHOTO YPOBHSI MAIITMHBI a/IpecaTa).

Konm. 1 Komm.2
’ CooOuieHiie CoobuieHre
IIpoTokou
TIpuKIATHOK - -
TpoRerr Lij e S Fr|/IIl{Tep(])ﬂ“u‘
| /
g?:s:::m”&%““r [16] e TS [(I
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B——— E‘ V777165 b S P RINNNY Fl—|
TpaHCcHOP THBII r L “:—I
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YD OB eHb I [ 765 [4]3}-= 716151413 ‘l
N . ! /
vromemn Fjﬂ [ DGEERE~—=F6EEEE ] -l—|
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CooOmenne

V. A71615 14131211 |
;\/—J‘

nonesHas UH¢opMauus
Cnyxe6Has MHhOPMaLUNA - 3arofIoBKN KOHLLEBUKMN

Jlanee cooOuieHue mnepefaeTcs CeaHCOBOMY YpoBHIO M T.1. Hakower,
COOOIIeHHE AOCTUTAET (PU3NYECKOTO YPOBHS, KOTOPBIM MepedaeT ero mo JUHUSIM
CBsI3M MallMHe-aapecary. K aTomy MoMeHTY coob1ieHue «o0pacTaeT) 3arojloBKaMu
Bcex ypoBHeW. MHorna ciyxeOHas nH(popMalys MOMEIAETCs B KOHEL COOOIICHUS
B BuUJE «KOHILEBUKa». Korga cooOlieHue mocTymaeT MalluHe-apecaTy, OHO



npuHUMaeTcs e€ (PU3MUECKUM YPOBHEM U MOCIIEIOBATEILHO MEPEMEIIAETCS BBEPX C
YpOBHS Ha ypoBeHb. Kak/plii ypOBEHb aHAIM3UPYET U 00pabaThIBAET 3arojOBOK-
KOHIICBHK CBOETO YPOBHS, BBITIOJHSCT HYKHbIE (DYHKIMH, a 3aTeM YyJAJISIET STOT
3aroJIOBOK M MpelaeT COOOIIEHUE BBIIIEIICKAIIEMY YPOBHIO.

Mopens OSI onuchIBa€T TOJBKO CHUCTEMHBIE CPEACTBA B3aUMOJCHCTBUS,
peamu3zyembie OC, CHCTEMHBIMH YTHJIUTAMH, CHUCTEMHBIMH AallllapaTHBIMA
cpencTBaMu. Mojens HE BKIIIOYACT CPEACTBA B3aMMOJCHCTBHUS TPUIIOKEHUMA
KOHEYHBIX TIONb30BaTeNield. BakHO pasnuyarh ypOBEHb B3aMMOJCHCTBUS
IIPUJIOKEHUMN U IPUKIIAHON YPOBEHb CEMUYPOBHEBOW MOJIEIIN.

Jlns o0o3HaYeHUsT €IWHUIL TAaHHBIX pa3HbIX YPOBHEW B IMpolieaypax oOMeHa
PUMEHSIOTCS CIICTYFOIUE TEPMHHBI:

- cood0menne (Message) — eqUMHMIIA JAaHHBIX MMPHUKIATHOTO YPOBHS,
9TO JIOTHYECKH 3aBEepIICHHAS MOPIHS JaHHBIX (Harpumep, daiin);

- kaap (frame) - kaHaJIbHBIN YPOBEHB;

- nakert (packet) - ceTeBoit ypoBeHb;

- cermeHT (segment) — mporokon TCP;

- neditarpamma (datagram);

- NpoTOKOJbHBINH 0s0Kk manHbIx (Protocol Data Unit, PDU) — B
crangaptax [SO.

- MTU (Maximum Transmission Unit) — mMakcumaibHas eIuHUIA
nepeaayn.

YpoBuu monenu OSI nensatcs Ha 2 TPyNIIbL:

- CETE3aBUCHMBIE YPOBHH, 3aBUCSAIIME OT KOHKPETHON TEXHUYECKOU
peanu3anuu CeTy;

- CETCHE3aBUCUMbIE YPOBHH, OpPHUEHTUPOBAaHHbIE Ha paboTy
npWIoKEHUsIMA. Ha TpOTOKOJIBI 3THX YPOBHEH HE BIMSIOT Kakue Obl TO HH
OBLJIO U3MEHEHUS B TOMOJIOTUH CETU UJIU CETEBOM TEXHOJIOTHH.

K cere3aBucHMMBIM OTHOCSTCA TpPU HWKHUX YPOBHS: CETE€BOM, KaHAJbHBIM,
¢usnueckuii. K cereHe3aBUCUMBIM OTHOCATCS: MPUKIAAHOW, MPEICTaBUTENbHBIN,
CEaHCOBBIM. TpAHCIOPTHBIM YPOBEHb 3aHUMAET MPOMEKYTOUYHOE MOJIOKEHUE
MEX1y HUKHUMU U BEDXHUMH YPOBHSIMH.

Certe3zaBucumblie yposau OSI
dusnueckmii yposensn (Physical Layer)

Pu3NYECKUl YPOBEHD - caMblil HUWKHUK ypoBeHb B Moaenu OSI. OnuceiBaer
IIPOLIECC TIPOXOKJICHMS CHUTHAJIOB Yepe3 Cpely Iepelayd MEXKIYy CETEBbIMU
yCTpoCcTBaMH (Hampumep, 1o cereBomy kadento). Equnuiia jaHHbIX — OUT.
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Ha sToM ypoBHE CTaHAApTU3UPYIOTCS: XapaKTEPUCTUKU (PUINYECKHUX CPE

nepeaadn JaHHBIX (ToJI0ca MPOMyCKaHuUs,

MIOMEXO3AIIUIIEHHOCTb, BOJHOBOE CONPOTUBIEHUWE M T.J.); XapaKTEPUCTHKHU
AIIEKTPUUYECKUX U ONTUYECKUX CUTHAJIOB, MEPEAAIONINX JUCKPETHYIO HHPOPMAIIIO
(kpyTu3Ha (QPOHTOB HMMIIYJBCOB, YPOBHH HANpPSDKEHUS M TOKAa MEpeIaBaeMoro
CUTHAJIa, TUIl KOJWPOBAHUS JBOMYHOW MH(POpPMaLUH, CKOPOCTh MEpeAadyu u T.1.);
croco0 COeIMHEHUS CETEBOr0 Kaless ¢ MIaTol CEeTeBOro ajantepa (TUIIbI
pa3beMOB, KOJIMYECTBO KOHTAKTOB B Pa3beMax M UX (QYHKITUH).

®usznyeckuii ypoBEHb JIOJDKEH OO0ecreynMBaTh CHHXPOHHM3AIUI0 OWTOB,
rapaHTUpys, 4To nepeaHHas equHuIa OyIeT BOCIIPUHITAa UMEHHO KaK €UHUIIA, a
HE KaK HOJIb.

Co cToponbl KoMIIbIOTEpa (YHKIHUH (DU3UUECKOTO YPOBHS BBINOJIHSAET CETEBOU
ajanTep WM IOCIEA0BATEIbHBIN MOPT.

[Ipumep cnenudukanuu dusudeckoro yposus — 10Base-T (cnemnudukarms
texHonoruu Ethernet, onpenenseT B kauecTBe Kabessl - HEAKPAaHUPOBAHHYIO BUTYIO
napy kareropud 3 ¢ BOJHOBbIM compotuBieHneM 100 Owm, pazbem s
nojkiatoueHus - RJ-45, MakcumanbHas JUIMHA (PU3NYECKOTO CErMEHTa Kabens -
100Mm, MeTO KOAMPOBAHUS — HEMOAYJIUPOBAHHAS Mepeaya, MAaHYE€CTEPCKU KOJT).

Kanaabnbiii ypoBenb (Data-Link Layer)
KananpHBI ypoBEeHb OO€CIIEUMBAET HAACKHYIO Tiepenady IaHHBIX depe3
dbuznyeckuii kanai. OH npearaeT CIeAyONINe YCIyTH:

- YCTaHOBJICHUE JIOTUYECKOTO COCTMHCHUSI MEXKTY
B3aMMOJICHCTBYIOIIUMU y3JIaMU;

- COTJIaCOBaHUE B paMKaX COCIWHEHUS CKOPOCTEH TepenaTdyuka u
npueMHUKa UHpOpMaIuu;

- oOecrieueHne HAISKHOW Iepenadn, OOHApYKCHHE W KOPPEKIIUS
OIHOOK.
EnuHMIIA JaHHBIX KAHAJLHOTO YPOBHS — KaJp.
OcHOBHOC Ha3HAYCHWE KaHAJIBHOTO YPOBHSA — TMpUEM KaJapa W3 CETH,

dbopmMupoBaHUE Kaapa W OTMHpaBKa €ro B ceTh. [Ipu BBIMOJHEHUM STON 3aaauu

KaHaJbHBIA YPOBEHb OCYIIECTBISIET:
- (pu3nYecKyro aipecaluio nepeaaBaeMbIX COOOIICHU;
- MPOBEPKY  JTOCTYIMHOCTH Cpelsl neperayn U
peaNM3aIuio COOTBETCTBYIONIETO METO/Aa AOCTYIMA K CPEJIe; - BBISBICHUE
HEUCITPaBHOCTEN 000pyAOBaHUS;
- 0OHapy»XEHUE U KOPPEKITUIO OITNOOK Mepeayun.

Bce kazippl UMEIOT OJJUHAKOBYIO CTPYKTYPY.
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[IpoTOKON KaHaIBLHOTO YPOBHS MMOMENIAET CHENHATbHYI0 HH(OpMaIuio B
HayaJlo KaXJIO0ro Kajapa (OrpaHUYWTEIh) M BBIYUCISIET KOHTPOJBHYIO CYMMY.
[Tonyuyartenb CHOBa BBIUHMCISIET KOHTPOJIBHYIO CYMMY M CPaBHUBAET €€ C CYMMOIl U3
kanpa. Ecom oHM coBmamaroT, TO Kaap mpuHUMaetcs. MHade — dukcupyercs
omnoKa.

B ceTsix, MOCTpOEHHBIX HA OCHOBE pa3/eiiieMOil Cpelibl, KaHAJIbHBIM YPOBEHb
BBITIOJIHSET ellle OJHY (YHKIHIO — MPOBEPSET JHOCTYMHOCTh pa3/ieiiieMON Cpebl.
OTy (QYHKIUIO HWHOTJA BBIICIAIOT B OTACIbHBIA TMOJYpOBEHb YHNPABJIECHHUS
nocrynom k cpeae (MAC).

Peann3yrorcsi mpoTOKOIBI KAHAIBHOTO YPOBHS B KOMIIBIOTEPAX CETEBBIMU
ajgantepaMu M UX JpaiiBepamu  (ammapartHo-mporpamMmHo). VcnonbsyroTcs
MPOTOKOJIbI KaHAJBLHOT'O YPOBHSI KOHEUHBIMU Y3JIaMU U BCEMU MPOMEKYTOUYHBIMU
YCTPOMCTBAMM.

B JIBC B npOTOKOJIBI KAHAIBHOTO YPOBHS 3aJ105KEHA OIPEICIICHHAs CTPYKTypa
CBSI3€H MEXTy KOMITBIOTEpAMU U CIIOCOOBI X aJpeCcallyi.

[Tpumepst npoTtokosioB kaHanbHOro YpoBHs JIBC: Ethernet, Token Ring, FDDI,
100VG-Any LAN.

B I'KC kaHaibHBIM ypOBEHb OOBIYHO OOECIeUUBAET OOMEH COOOIIECHUSIMHU
MEXIY JBYMSI COCETHUMHU Y3JIaMH (ITPOTOKOJIbI «TOUKA-TOYKAY ).

[Ipumepbl TpOTOKOJIOB KaHaiabHOTO ypoBHs ['KC:

PPP, LAP-B (kanampHblii ypoBenb X.25), LAP-D (ISDN), LAP-F (frame
relay), cemetictBo nporokosios HDLC.

Cerenoii yposenn (Network Layer)

OcHoBHast (QyHKIUS — JOCTaBKa JAHHBIX MEXK]Yy CETAMMU.

CeteBoii ypOBEHb CITYKUT JjIsl 00pa30BaHUs €AMHOW TPAHCIIOPTHOM CHUCTEMBI,
00BeUHSIONIEH HECKOJIBKO CETeH, Ha3bIBAEMOI COCTaBHOM CETHIO I HHTEPHETOM.
T.e. 3TOT ypoBEeHb 00ECTICUNBAET TOCTABKY JAHHBIX MEXKY JIFOOBIMU JIBYMS y3JIaMU
B MHTEPCETH C MPOMU3BOJILHOW TOIMOJOTMEH U CETEeBOM TEXHOJIOrHei, 0e3
oOecrieueHus: HaJSKHOCTHU TIepeIaun JaHHBIX.

TepmuH ceTh MeET cnieniupuiyeckoe 3HaUYeHUE Ha ceTeBOM ypoBHe. [1o1 ceTb10
MMOHUMAETCSl COBOKYITHOCTh KOMITHIOTEPOB, 0OBEAMHEHHBIX MO OJHOU M3 0a30BBIX
CETEBBIX TEXHOJIOTUN U TOMIOJIOTUH.

CeTeBasi TEXHOJIOTHSI — COTJIACOBAHHBIA HA0Op CTAaHAAPTHBIX MPOTOKOJIOB H
peanu3ylIMX HUX OPOrpaMMHO-aNMapaTHbIX CPEACTB, JOCTATOYHBIN s
MTOCTPOCHHS KOMITBIOTEPHOMN CeTH. «JloCcTaTOUHBINY», TO €CTh MUHUMAIBHBIN HA0OD,
C MIOMOIIbIO KOTOPOT'0 MOXHO IMOCTPOUTH pad0TOCIIOCOOHYIO ceTh. IHOT1a ceTeBbIe
TEXHOJIOTUM HAa3bIBAIOT 0a30BbHIMU TEXHOJOTMSIMM, TaK KaK HAa HMX OCHOBE
cTpouthcsi Oasuc soOoi ceru. Takum o00pa3zoMm, BHYyTpu cetu (C 0a3oBoi
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TEXHOJOTMEM W TOIOJIOTHEH) [OCTaBKa JAHHBIX OOECIEUMBACTCS KaHAJIbHBIM
YPOBHEM. A TOCTAaBKOM JTAHHBIX MEKy CETSIMM 3aHUMAETCS CETEBOU YPOBEHb.
DYHKIMY CETEBOIO YPOBHS PEATU3YIOTCH:

- TPYyNMOi MPOTOKOJIOB,;
- CHCUHUAIBHBIMM  YCTPONCTBAMHU — MapUIpyTU3aTOpaMH, a TaKkKe
KOHEYHBIMU y3JIaMU CETH.

MapipyTu3aTopbl COeIUHAIOT MEXAY COOOM ceTu.

MapumpyTuszatop — 3TO YCTPOMCTBO, KOTOpOe€ coOHMpaeT HH(POPMALUIO O
TOTIOJIOTUM MEXKCETEBbIX COCAMHEHUN M Ha €€ OCHOBAHMM IEPEChUIAET MAKEThI
CETEBOTO YPOBHS B CeTh Ha3zHaueHusa. YToObl mepenaTh cOOOIIEHHE, HYKHO
COBEPILIUTHh HEKOTOPOE KOJIMYECTBO TPAH3UTHBIX MEPENAU MEXAY CETIMU — XOIOB
(hop — mpBDKOK), KXl pa3 BEIOUPAs MOAXOSAIINNA MapIIPYT.

Mapumpyr — [OCJIEeI0BAaTEIbHOCTh MAapUIPyTH3aTOPOB, Yepe3 KOTOphIE
MPOXOJUT MAaKET.

Mexny y3namu A u B nponerator 2 mapuipyra:
0 uepe3 mapupyrtusaropsl 1 u 3; 0
yepes MapupyTu3aTopel 1 u 2.
Br100op mapiipyTa Ha3bIBaeTCs MapmipyTusanueid. Mapuipytuszanus siBaseTcs

[JIABHOM 3a/1adyeil ceTeBOro ypoBHsA. CaMblii KOPOTKHM NHyTh HE BCETJa CaMbld
ayumnii. Kpurepuu MapuipyTuzanuu: BpeMs nepeiadu, MpoIycKHas CliocOOHOCTh
KaHAJIOB, MHTEHCUBHOCTh TpaduKa, HAIEKHOCTh Nepenayd. EauHula JaHHBIX
CETEBOTO YPOBHs — makKeT. [[akeT uMeeT CBOIO CTPYKTYpY.

| 3aTOTOBOK | JTaHHEIE |

3arojoBOK COJEPKHUT aJpec HCTOYHMKA W Ha3HAyeHUs. ITO COCTaBHOM
YuCIIOBOU ajzipec, coctout U3 Ne cetu u Ne y3ma. No cetw — [iJ1d nepenadyu TaHHbIX
Mex Ty ceTsimu, Ne y3i1a - BHyTpu ceTu. [loMmruMo aipeca 3arojioBOK CETEBOTO YPOBHS
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MOXKET COJAEpKaTh JIONOJHUTENbHYI0 HWH(OPMALMIO: BpPEMS KU3HU I[AKETa,
uH(GOPMAIIUIO 110 KaYECTBY 00CITy >KUBaHUSI, TAaHHBIC O (hparMeHTAI[UN TAaKETOB U T.1I.

Ha cereBoM ypoBHE Da6OTaIOT PA3JIUYHBIC BUABI IPOTOKOJIOB.

1. CereBble MPOTOKOJIbI (MAPIIPYTU3UPYEMbIE POTOKOJBbI). CiTy>XaT 1Jis
nepefayl  MakeTOB OT KOHEUHBIX Y3JI0B  MaplipyTU3aTopaM M MEXAY
mapupyTtuzaropamu (IP, IPX).

2. TIpoTokoabl MApHIPpyTH3ANUH (MAPMIPYTH3UPYIOLIHE MPOTOKOJIbI). C
MOMOIIBI0 HHUX MapIIPYyTU3aTOPhl COOMPAOT WHGOPMAIMIO O TOIMOJIOTHH
MEXCETEBbIX COeAMHEHUN U CcTposT Tabauibl mapuipytuszanuu (RIP, OSPF).

3. Ilporokojibl  pa3pemieHusi  aJAPeECOB. [Ipeobpasyror  anpec,
MCIIOJIB3YEMBI Ha CETEBOM ypOBHE B JIoKaIbHbIN anapec cetu (ARP: IP B ID).

[IpoTokonsl  cereBOro ypoBHS  peanusytorcss npaiiBepamu  OC u
porpaMMHoOAaNnmnapaTHEIMU CPEACTBAMU MapIIPyTHU3ATOPOB.

Cerene3aBucumslie ypoBau OSI TpancnoprHblii ypoBens (Transport
Layer)
Ha nytu oT oTnpaBuUTeNd K MOJIyYaTeNt0 MaKeThl MOTYT ObITh HCKaXEHBI WU
YTEPSHBI.
TpaHcnOpTHBIA YPOBEHb 00ECIEYMBAET MPUITOKEHHSIM I BEPXHUM YPOBHSM
CTeKa rnepefaydy JJaHHBIX C TOM CTENEHbIO0 HAJeKHOCTH, KOTOpasi UM Tpedyercsl.
Kpowme Toro, TpaHCIIOPTHBIM YPOBEHb IPEAHA3HAYECH IS

0 ynpaBieHHs TIOTOKOM JaHHBIX;

O ynopsgouenuss u  (dparmeHTauuu — nakeroB; O

HOJITBEPKEHUS Mepeaadn Wi Ipuema.

OH omnpenensger max pasMmMep IMakeTa I JaHHOW CETEBOM apXHUTEKTYPBHI,
(bparMeHTHpYyeT NaKeThl, €CIU TpeOyeTcs, CIASANUT 3a UX TI0CTABKOM B ONIPEICIICHHOM
HOpsZIKE, TPOBEPSIET AyOIMKATHI M MIEPEChIIACT MOTEPSHHBIC MAKETHI.

Mogens OSI onpepensier 5 KJIaccoB CEpBUCA, MPEIOCTABISIEMBIX
TPAHCTIOPTHBIM  ypoBHEM. OHHM OTIMYAIOTCS: CPOYHOCTHIO, BO3MOKHOCTBIO
BOCCTAHOBJICHHsI ~TIEPBUYHOM  CBSI3W, MYJBTUIUICKCHPOBAHUEM  HECKOJIBKHUX
COEIMHEHUI, CITOCOOHOCTHIO OOHAPYKEHUS M UCTIPABIICHUS OIITMOOK Iepeavm.

Bribop kmacca cepBuca OmpenenseTcs yMEHHEM MPHIOKEHHUS MPOBEPSITh
JaHHBIE W HAJCKHOCTHIO BCEM CHUCTEMBl TPAHCIIOPTHUPOBKH B ceTH. KadecTBo
KaHaJlOB CBS3M  BBICOKO, BEPOSTHOCTh BO3HUKHOBEHHUS OMIMOOK  Mana,
CJIEIOBATENIbHO, MOKHO HCIOJIB30BaTh OOJIETYEHHBI CEPBUC TPAHCIOPTHOTO
ypoBHs. Eciiu ceTh HeHaznexkHa, TO JIydllle KCIOJIb30BaTh CEPBUC TPAHCIOPTHOIO
YPOBHSI C MAKCUMAaJIbHBIMH CPEICTBAMU OOHAPYKEHUSI U yCTPAHEHUS OIHMOOK — ¢



MpPEeABAPUTENbHBIM  YCTAHOBJIEHUEM  COEAMHEHHUS, KOHTPOJIBHOM  CYMMOH,
HyMepalueu akeToB, TaiMayTaMy U T. ..

OOBIYHO BCE MPOTOKOJBI, HAYMHAs C TPAHCIOPTHOTO YPOBHSA U BBIIIE,
peanusyrorcs nporpaMMHbIMu cpeictBaMu OC KOHEUHBIX Y3JI0B CETH.

[Tpumepst: TCP, UDP (TCP/IP). SPX (Novell).

Ha TpancnopTHOM ypoBHE NPUIIOKEHHUS HICHTUPUIMPYIOTCS Yepe3 Tak
Ha3bIBAEMYI0 KOHe4YHYI0 TouKy (endpoint). B mporokone TCP koneunas Ttouka
3amaeTcsi kKomMOuHaruen Homepa nopta u [P-aapeca (coker).

CeancoBblii  ypoBenb (Session Layer) Co3zpnaet

BUPTYaJIbHOE COCTUHEHUE MEXAY MPUIOKECHUSIMHU.

CeaHCOBBII YpPOBEHb OINMCHIBAET MPOLEAYPY YCTAHOBJICHUS COCIUHEHMUS,
YTOOBI OJTHO MPUIIOKEHUE MOTJIO B3aUMOJICHCTBOBATH C JPYTHM.

CeaHCOBBII YPOBEHb OOECTIEUMBAET YIPABICHUE IUAIIOTOM, MPEIOCTABISET
CpeICTBAa CHHXPOHHW3AllMM COOOINEHWH, YyCTaHABIMBAeT MpaBWJa Hadala W
3aBEpIICHHUS B3aMMOCHCTBHSI, ONPEAENsSeT T'PAHUIBI COOOIIEHUH, KOHTPOIbHBIC
TOUYKH, CUTHAJIU3UPYET MPUIIOKEHUIO 00 OIMOKaX U T.J.

Ha npaktuke npuinoxeHus peiko UCHOIb3YIOT CEaHCOBBIN ypoBeHb. DyHKIIUU
ATOTr0 YPOBHS 4acTO OOBEAUHAIOT C (PYHKIMSIMU MPUKIIAJHOTO WIA TPAHCIIOPTHOTO
YPOBHSI M peaiu3yloT B OHOM IpoTokose (Hampumep, TCP).

Yposenb npeacrapiaenusi (Presentation Layer)

["apantupyer, uto uHpOpPMAaIIHs, IepeaBaeMasi MPUKIAIHBIM YPOBHEM OJTHOM
CHUCTEMBI, OyIeT MMOHATHA MPHUKIATHOMY YPOBHIO JPYTOM CHCTEMBI.

[IpeacraBuTenbHBI ~ ypoBeHb paboTtaeT ¢  (QopMoill  mpencTaBlieHUS
nepenaBaeMoit mHbopmaruu, He u3MeHsisi e€ conuepxkanus. Ha aTom ypoBHe
BBITIOJTHSIFOTCSL:

1. ITIpeoOpazoBanue (HopmMaTOB CHUMBOJIOB;

2. [IpeobpaszoBanue GopMaToB YHCEIT;

3. CxxaTue JaHHBIX;

4. IlIu¢poBanue u pacumppoBaHue.

[Tpumep: SSL (Secure Socket Layer) — mpoTokoJ1, 00ecrieqrBaeT 3alUIIeHHbBII
0OMEH COOOIIEHUSIMHU ISl TPOTOKOJIOB TipukiIagHoro yposHs TCP/IP.

Ipukaannoii yposennb (Application Layer).

[IpuknagHoili ypoBeHb oOecneurBaeT (QYHKIMM AOCTyNa K pa3iessieMbIM
CETEBBIM pecypcam (CeTeBbIM cepBucaM) — (aitnam, npuntrepam, Web-ctpaHunam,
JNEKTPOHHOM moute. lIpuknagHONW  ypOBEHb  CIY)KUT  I10JIb30BATEIBLCKUM
nporpaMmbiM uHTEp(eiicoM ¢ ceTblo. OH HENMOCPEACTBEHHO B3aMMOJIEHCTBYET C
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MOJIb30BATENIbCKUMU MPUKIAAHBIMUA TPOTrpaMMaMu, MPEIOCTaBisist UM JOCTYH B
CETbh.

[IpoTOKONBI MPHUKIATHOTO YPOBHS MPEIOCTABISIOT TMPUIOKCHHUSIM HAO0D
CETEBBIX YCIYT B BHJIe ceTeBOro unrepdeiica API.

Eaunuia naHHbIX NPUKIATHOTO YPOBHS — COOOIIEHHE.

Ha mnpukinagHoM ypoBHE pabOTalOT Takue ceTeBble NPHUJIOKEHHS KaK
anekTpoHHas mouta (SMTP), nepenaua ¢aiinoB no cetu (FTP), coBmecTHas
MOATOTOBKA JOKYMEHTOB, JOCTYIT K PUHTEPAM H T.]I.

[Tpumeps! npuxnanubix nporokonos: NCP (Novell), SMB (MS Win NT), NFS,
FTP, TFTP, telnet, SMTP (TCP/IP), HTTP, DNS. Ywncio npoTOKOJIOB IPHUKIIATHOTO
YPOBHSI IOCTOSTHHO paclIupsieTcs (MOSBIISIIOTCS HOBBIE CETEBBIE CEPBUCHI).
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2.5 Apxurtekrypa creka TCP/IP

C 1998 rona crek TCP/IP Bbimen B auepsl O YUCITy ycTaHOBOK. Celyac 3To
ctek Ne 1. JIro6ast mpOMBIIIIEHHAs ONIEpallMOHHAs CUCTeMa 00s3aTelIbHO BKIIIOYAET
ero nporpamMmuyto peanuzanuio. OcHoBHbie unen TCP/IP:

1. makeTHBIN IPUHIIMI MepeJauy JAHHBIX U YIPABIICHUS,
2. ajmamTanys JUTMHBI TaKeTa K YCIOBUsAM mepenadn  (pparMeHTamms/
nedparmMeHTarus);

3. MHKANCYJALHUS MaKETOB APYT B IPYra;
4. nuHaMHYecKas MaplIpyTH3aLUs.

[Iepeuncium ocHOBHBIE NpeumytecTBa creka TCP/IP.

He3aBucuMOCTB OT c€TE€BOM TEXHOJIOTUH, T.€. (PU3UUYECKON apXUTEKTYpPhI CETH
(OH O3BOJISIET OMUCATh U OCYLIECTBUTH MPOLECCHI ITEPEAaun JAHHBIX JTIOOBIX TUIIOB
HE3aBUCUMO OT TUIa O0OOPYIOBaHUsS, HA KOTOPOM 3TH MPOLECCHl MPOUCXOJAT).
TCP/IP noanep’uBaeT MPakTHUYECKH BCE CYIIECTBYIOIINE TEXHOJIOTHH JOKAIbHBIX
U TJ100abHBIX CETEH.

Ilognepkka CTaHOAPTHBIX MNPUKIATHBIX MPOTOKOJIOB. CTEK BKIKOYAET
CpeICTBa MOJAJEPKKM OCHOBHBIX NpuioxeHuil MHTepHet: s1. moura, ftp, yaan.
noctyr, WWW u 1.1..

OTtkpbiTOCTh (MH(MOPMALUA OTKPBITO IyOJUKYETCS, B CTEK IOCTOSIHHO
700aBJISIFOTCSI HOBBIE MEPCIIEKTUBHBIC PAa3pa0O0TKH).

Hanexxnocte  (MpOTOKOJNBI ~ CT€Ka  OOECHEUMBAIOT  MOJTBEPKIICHHE
MPaBUIBHOCTH MPOXOXKIAEHUSI MHPOPMaLUU NPU OOMEHE MEXKIy OTIpPAaBUTEIIEM U
noJyyaresieM) U 0TKa30yCTOMUHUBOCTh (CETh COXpaHseT paboTOCIIOCOOHOCTh, Jaxe
€CJIM YaCTh CETHU BBIMJET U3 CTPOS).

MacutabupyemMocTb.

['ubkas cuctema agpecanuu. MapupyTu3upyeMocCTb.

Taxk kak ctex TCP/IP 6511 pa3padoTan 1o nosiBiaeHus: dragonnoi moaenu OS]
(1984r.), To cooTBeTCcTBHE ero ypoBHel ¢ ypoBHsamu OSI qoctaTouno ycinosHo. B

crexke TCP/IP 4 ypoBHs.
TCP/IP OSI
1. TlpuxknagHoit ITpuxnannou I[IpeacraButenbHbIN
2. TpancnopTHbIT Ceancossiil TpancnopTHbIN
3. CereBoii\ YpoBeHb MEKCETEBOTO CerteBoit
B3auMoieiicTBrs\ UHTepHET-ypOBEHb
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4. YpoBeHb ceTeBbIX HHTEp(deiicoB KananbHubiit @uznyueckuii

Kaxx b1l 13 ypoBHEH HECeT 4acTh HArpy3KHU M0 PEIICHNUI0O OCHOBHOM 3aJ1auu:

OpraHu3allud HAJEXKHOM M TMPOU3BOJUTEIBHOW PabOThl COCTABHOW CETH, YacTH
KOTOPOW MOCTPOEHBI HA OCHOBE Pa3HBIX CETEBBIX TEXHOJOTHUM.

B ctpykType cTeka uMeeTcs SIBHbIN IEHTP TSHKECTH» - CETEBOM YPOBEHbB U €T0
nporokon IP. IIporokon IP wmoxker B3aUMOIECHCTBOBATH C HECKOJIbKHMU
MPOTOKOIaMH 00Jiee BBICOKOTO YPOBHS M HECKOJIBKUMU CETEBBIMU UHTEpPeiicamu.

Ha npaktuke mnpouecc mnepenayd cooOLIEHUsT OT OJHOM MPUKIATHOU
IPOrpaMMBbI K Ipyroi OyJEeT BRITJISACTh CICIYIONIIM 00pa3oM.

OtnpaBuTens nepegaeT cooOlIeHHuEe, KOTOPOE€ Ha YpPOBHE 3 MOMeEIAeTcs B
JeUTarpaMMy M OTHPABISIETCA B CeTb. Ha mpoOMEXyTOUHBIX MapUIpyTH3aTOpaxX
JedTarpaMMa repeaeTcs BBEpX 40 YPOBHS MEKCETEBOI0 B3aUMOIEUCTBUA, a 3aTEM
CIIyCKA€TCsl BHU3 B IPYTYIO CE€Th. Y NOJIy4yaTes AeuTarpaMmma [epeiacTcss BBEpX 10
MIPUKIIATHOTO YPOBHS.

OtrpaBuTenb [lomy4arens
A

A

A

Mapupytuzarop )

VYpoBeHb ceTeBbIX HHTEPHENCOB.
D10 HIXHUHN ypoBeHb. COOTBETCTBYET (PU3MUESCKOMY M KaHAJILHOMY YPOBHSIM
OSI. OH He pernameHTUpyETCH.

OcHoBHast 3ajgava: oOecleyrBaeT HWHTErpalMio JOOBIX THUIIOB CceTed B
COCTaBHYIO cCeTh (OTBEYaeT 3a TMpueM JedTarpaMM OT CETE€BOr0 YpPOBHS,
dbopmMupoBaHUE KAAPOB U Mepelauy X M0 KOHKPETHOM ceTH). st Kax10it ceTeBoi
TEXHOJIOTUU JIOJDKHBI OBITh pa3paboTaHbl COOCTBEHHBIC MHTEP(HEHCHI.

Ha stom ypoBHE paboTarOT MPOTOKOIbI MHKANCyldauuu [P-makeroB ypoBHs
MEXCETEBOT0 B3aUMOJEHCTBHS B KaJIPbl JIOKAJIBHBIX TEXHOJOTHA. OHU OINKCaHbI B
RFC.

[TonnepxuBaroTcst Bce MOMYJISIpHbIE CTaHAAPTHI (PU3MUYECKOTO U KAaHAIBHOTO
YPOBHEM.
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s JIBC: Ethernet, Fast Ethernet, Gigabit Ethernet, Token Ring, FDDI. s

I'BC: X.25, Frame Relay, ATM, npoTtokosbl «trouka-rouka» SLIP u PPP
(ucnonw3 s nepenayn TCP/IP no TeneoHHBIM JTUHUSM).

OOBIYHO MpH TOSIBJIEHUU HOBOW IMEPCHEKTUBHOW TEXHOJOTMU OHa OBICTPO
Bkuimouaercs B ctek TCP/IP 3a cuet pa3pabotku coorBercTBytomero RFC.

VYpoBeHb MexkceTeBoro B3anmoacicteusa (MHTEPHET, CETEBOI).
OcHoBHass (QYHKIUA: pealn3yeT Tepenady IaKeTOB B COCTaBHBIX CETSX,

cocrosux u3 0onpimoro koaudectsa JIBC u I'BC, 00beauHEHHBIX II100aTbHEIMHU
Y JIOKaJIbHBIMU CBSI3SIMU.

[IpoTOoKOBIL:

1) OcHoBHO# TpoTOKOJ 3TOro ypoBHs — IP(Internet Protocol). Peamusyer
nepegayy NakeToB B ACHTarpaMMHOM PEKHUME O TOMY MapuIpyTy, KOTOPBIA B
JTAHHBIA MOMEHT SIBJISIETCSI HAaMOOJIee palliOHATbHBIM.

2) Tlpotokonsl  MapmpyTu3anud  (MPOTOKOJBI  cOoOpa  MapIIpyTHOH
uH(popMaIu, co3Aal0T U MOAACPKUBAIOT TaOIUIbI MapiipyTu3anuu). Hanpumep:
RIP, OSPF, BGP.

3) [IIpotokousl pa3pemenus aapecoB. Crona orHocutcsi ARP — npeoOpasyer
IP-anpec B mokanbHBIN apec KOHKPETHOM CETEBOM TEXHOJIOTHUH.

4) TIpoToKOJBI yIpaBieHHs U 0OMeHa HHpOpMaIuel 00 ommoKax.

ICMP (Internet Control Message Protocol) — mnpoTokos MeEXCETeBBIX
YOPABJISIIONIMX COOOIIEHUH. DTO CETEBOM MPOTOKON HJisi Tepenadyd KOMaHa |
coOOIIeHH 00 OmMOKaX, BBITIOJHAET JUATHOCTUYECKHE (DYHKIIMU U COOOIIaeT 00
ommnbkax u coosx B ceTsix TCP/IP. Onpenenen B RFC 792. Kaxxnoe coobiienne
ICMP nepenaetcst mo cetu BHyTpH |P-makera.

IGMP (Internet Group Management Protocol) — mpoTtokon ympaBieHwUs
rpynmamu.  Mcnonp3yercs [P-y3mamu i cooOmieHHs  MOIIEP KHUBAFOITUM
IPYIIOBYIO NIepeaady MapupyTu3aTropaM O CBOEM y4acTUH B rpymmax.

TpascnopTHEIN YPOBEHEL. DVHKIINU:

1) ObecrieunBaeT CEaHChI CBSI3U MEX]Y Y3JIaMH.
2) OObecnieunBaeT HAACKHOCTh Tepeaaund MHPOpMAIUU MEXAYy 2-Ms
KOHEUHBIMHU y3JIaMH (T.K. [P He rapanTupyeTr 10CTaBKYy).
Ha tpancnoptHom ypoBHe B WHTepHeT pabortaroT mpotokoiast UDP (6e3
ycraHoBiieHus coenuHenus1) 1 TCP (¢ ycTaHOBIEHUEM COETUHEHHS).
TCP (Transmission Control Protocol) — mpotokon ynpaBiieHUs1 Tiepeaadei.
UDP (User Datagram Protocol) — mpotokos aefitarpaMM moJIb30BaTeIsl.
DTO 1Ba NMPUHIMIHAIBHO Pa3HBIX IMOAXOJa K Iepeaade JaHHbIX. B oboux
ClIydasix W mepeaTyrK, ¥ TPUEeMHUK UMEIOT WHANBUyalbHbie [P-aapeca u mopTel.
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Ho B ciayuae TCP onHu accoumupyrorcs B coenuHuTenu (socket) — aBe mapbl
[Pagpec-niopt, u mpuem/nepenaya B paMKax OJHOM CECCHM MPOUCXOAUT IO CXeMe
touka-Touka. st UDP xe momyckaercss BO3MOXKHOCTh NEPEAAYM OJJHOBPEMEHHO
HECKOJIbKUM TPUEMHHKaM (MYJIbTUKACTUHI) U TMPUEM AaHHBIX OT HECKOJIBKHUX
MepeJaTYNKOB B paMKaX OJHOM U TOU K€ CECCUMU.

[Iporokon TCP ucnonb3yeTcs A MOTOYHOM Mepeaadyn JaHHbIX, TPU KOTOPOM
JIOCTaBKa TapaHTUPYeTCs Ha MPOTOKOJILHOM YPOBHE. ITO oOecredrBaeTCs
00s13aTeIbHBIM MOITBEPIKICHNEM NOTyueHus Kaxaoro nakera TCP.

Hamportus, nporokon UDP He TpeOyeT nmoaTBepkieHUs noiaydeHus. B atom
cilly4yae, Kak MpaBHIIO, MCKIIIOYAETCS TakkKe U (PparMeHTalus MaKeToOB, TaK Kak
MaKeThl [IPU CXeMe 0€3 YCTaHOBJICHUS COSAMHEHMS HUKaK HE CBS3aHbI MEXKTy COOOM.
[TIo >tum nprunaam UDP B OCHOBHOM CIIy:KMT JUIS NEPEAAYA MYJIbTUMEIUMHBIX
JAHHBIX, TJI€ Ba)KHEE CBOEBPEMEHHOCTb, & HE HAJEXKHOCTb NOCTaBKH. [IpoTOKON
TCP npumensiercss TaMm, TJI€ BaXHAa HaJexHasg, O€30IIMOOYHAsT JOCTaBKa
uHpopmaruu (¢ainoBeiii oOMeH, mepenada Mo4YToBbIX coobmenut u WEB-
TEXHOJIOTHA).

TCP pemaer nBe OCHOBHBIC 3a7aud: 1) ympaBjieHHE MOTOKOM MaKeTOB, 2)
KOHTpOJIb omnOOoK. ObecrneunBaeT rapaHTUPOBAHHYIO JOCTaBKY JIaHHBIX 3@ CUET
o0pa30BaHMsI JIOTMUECKUX COEIMHEHUN MEXIy yAaJeHHBIMU IpoleccaMu. IJTO
IIPOTOKOJI € NIPEIBAPUTEIBHBIM YCTAaHOBJICHUEM cCOeIuHEeHus, memyieHHbli. TCP
JIUT MOTOK OAlT HA YaCTU — CETMEHTHI U MEPENacT UX HUXKEJIeKAEMY YPOBHIO
MexceTeBoro BzaumozencTBus. [locie nqocraBku cermenToB TCP cHOBa coOupaer
UX B TIOTOK OauT.

UDP o0ecneunBaer mnepeaady OpHUKIaJAHBIX COOOIIEHHHA JedTarpaMMHBIM
CI0COOOM U BBIMOJIHAET (PYHKIIMH CBSA3YIOLIETO 3B€HA MEXK/1y CETEBBIM ITPOTOKOJIOM
U cIyX0aMu TPUKIAHOTO YPOBHS. BBICTPBINA, T.K. HE OCYIIECTBISIET KOHTPOJIS
JIOCTaBKM MAKETOB, HE YCTaHABIIMBAET cOoeNMHEHUH. Mcnonb3yercs B cUTyalusX,
KOTJ]a BEPOSITHOCTh MOTEPU MAKETOB MaJjia M IMOJTBEPKICHHUE MPUEMA HE HY¥KHO.
OTBETCTBEHHOCTH 3a JOCTaBKY IIPU 3TOM HECET CaMO MPHUJIOKEHHUE.

IIpUKIaIHON YPOBEHB.
OObenuHsieT Bce CIyXObl (CEpBHCHI), MPEAOCTABIIAEMbIE OIEPAUOHHON

CHUCTEMOM IOJIb30BaTEIHLCKUM IIPUITOKCHUAM.

[IpOTOKOIBI 3TOTO YPOBHS 3aHUMAIOTCS pA0OTON KOHKPETHOTO MPUIIOKECHHS U
HE 3aTParuBaroT Coco0O0B Mepeauu JaHHBIX M0 CETH.

BxirogaeT MHOXKeCTBO IIPOTOKOJIOB U ITOCTOAHHO PACHINPACTCA.

FTP (File Transfer Protocol) — mporokon mnepenaun (aiaoB MEXIY
YAaJICHHBIMU CUCTCMAaMU.

HTTP (HyperText Transfer Protocol) — mpoTtokon mepenadyu THIepTEKCTa.
Telnet — nmpoTokon smyssuu yaaneHHoro TepMuHaia. O0OecreynBaeT nepeaaqy
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NOTOKa 0AalWTOB MEXIy MPOIECCaMH, a TaKKe MEXIy MPOIECCOM M TEPMUHAIOM.
[Tpu ucnonb3oBanun Telnet monmb3oBaTenh (PaKTUUECKH YIPABISACT yIaJICHHBIM
KOMITBIOTEPOM TaK JK€, KaK JIOKaJIbHBIA ToJIb30BaTeNb. [loaTomy cepBepnr Telnet
JOJDKHBI KaK MWHHAMYM HCIIOJIb30BaTh ayTEHTU(DHKAIIMIO MO Tapoiio, a JTydIne
0oJiee MOIIIHBIE CPEACTBA 3aIUTHI, HAapuMep ciryk0y Kerberos.

DNS (Domain Name System) — mpoToko: pa3pelieHus JOMEHHOTO HMCHH B
IP-anpec.

SMTP (Simple Mail Transfer Protocol) — mpocToii mpoTokos nepeaayu mOYTHI.

SNMP  (Simple Network Management Protocol) wucnonb3yercs s
OpraHU3aIMH CETEBOTO ynpasicHus. M3HadansHo ObLT pa3paboTaH A YIaICHHOTO
KOHTPOJII W YIpaBleHUs MapripyTuzaropamu MHATepHeT. 3arem ero craimu
MPUMEHATh U JIJIS YIPABJICHHS JIOOBIM KOMMYHHKAIIMOHHBIM 000PYIOBAaHUEM —
KOHIICHTPAaTOpaMH, MOCTaMH, KOMMYTaTOPaMH, CETEBBIMH aJaliTepaMHu.
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2.6 OCHOBBI TEXHOJIOTHH COKETOB

IMonssTne m THNbI cokeroB Coxem (Socket -
THE3/I0, pa3beM) - aOCTPAKTHOE NPOTPAMMHOE IIOHSATHE, HCIIOJIB3yeMOE IS
0003HaueHUA B MPUKIIATHON MPOrpaMMe KOHEUYHON TOYKHU CETEBOIO COCAMHEHUS.

Texnonorust (uHTEp(PEiic) COKETOB — Ha3BaHHE MPOrPAMMHOTO MHTEpderica
JUIsl obecriedeHus oOMeHa JaHHBIMH MEXIy mporeccamu. [Iporecchl npu Takom
oOMeHEe MOTYT BBINOJHATHCA KaK HAa OJHOM KOMIIBIOTEpE, TaK M Ha Pa3HbBIX,
CBSI3aHHBIX MEXKTy COOOM CEThIO.

HnTepdeiic coketoB 611 pazpadoTan B KanudpopHuiickom yHHUBEpCUTETE B T.
bepxin u Bctpoen B OC BSD Unix B 1983 1. (Coketsl bepkin)

BaxuelmmM npeuMyIecTBOM COKETOB SBJISIETCS MPEAOCTABICHUE €IUHOTO
HE3aBUCUMOTO UHTep(eiica ceTeBOro MporpaMMUPOBAHUS JIJIS PA3TUYHBIX CETEBBIX
nporokonos (TCP/IP, IPX/SPX, NetBIOS/SMB, AppleTalk, ATM).

bubmoreka Win32 Windows Sockets (Winsock API) mnpenocrasiser
MeXaHu3Mbl nporpamMmupoBanus coketoB. B Microsoft .NET Framework nmeertcs
OoJee BHICOKHUH 110 OTHOIIEHUIO K Winsock ypoBeHb, Oarogaps uemy yrpasisieMble
MPUIOKEHUS TaK)KE MOTYT B3aMOJICHCTBOBATh YE€PE3 COKETHI.

.NET-npunomeHue,
MCNOoNb3YIoLiee COKEThI

NET Framework fon bagg)?&ea EoKUA
(System.Net)

Winsock l

Crek TCP/IP T

ApaiBep ceTeBoro ycrpoucraea Pexum sgpa

Cetb

WNHuTtepdelic COKeTOB pacrooKeH Haj TpaHCIIOPTHBIM ypoBHEM cTeka TCP/IP,
HO B HEKOTOPBIX CIydasgX MOKET B3aMMOJECHCTBOBATH HAIPSMYK C CETEBBIM
YPOBHEM B 00X0]1 TPAHCIIOPTHOTO.

CylIecTBYIOT TpH OCHOBHBIX THIIA COKETOB: MOTOKOBBIE, IEWTAarpaMMble U
CBIpBIE.

Ilomokoébie cokenbt — 3TO COKETHI C YCTAHOBIICHUEM COECIMHEHMS], COCTOSIIIINE
U3 TOTOKa OalWTOB, KOTOPBIM MOXKET OBITh JBYHANpaBICHHBIM. T.€. Uepe3 TaKkyro
KOHEUYHYIO TOYKY INPWIOXKEHHE MOKET WM INepeaaBaTb, W IO0JIy4aTb JaHHBIC.
[TOTOKOBBII COKET TapaHTHPyeT OOHAapyKE€HHWE U HCHpPABICHHE OIIMOOK,
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oOpalaTeIBaeT JOCTABKY U COXPAHSIET MOCIEA0BATEIbHOCTD JaHHBIX. OH NOIXOIUT
JUIs Tiepeiayr 0oJIbIIMX 00BEMOB JTAHHBIX, IOCKOJIBKY B ATOM Cllydae HaKJIaJHbIE
pacxonpl, CBS3aHHBIE C YCTAHOBJICHHUEM COCIWHEHHMS, HE3HAUYUTENIbHBI IO
CPaBHEHHUIO CO BpPEMEHEM Iepenaud camoro cooOmeHus. KadecTBo mnepemauun
JIOCTUraeTcs 3a cueT ucnoiibzoBanus nporokona TCP.

Jeitmazpammnule coxkemsl — 3T0 COKETBI 0€3 YCTAaHOBJIECHUSI COCIMHEHUS, HE
o0ecrieunBaoIIMe HaIEKHOCTh IpH nepenaye. [IpumeHsoTes A NpUiIoKeHui,
KOI/Ia HEIpUEMJIEMBl 3aTpaTbl BPEMEHM, CBA3aHHBIE C YCTAHOBJICHHEM SIBHOTO
COEUHEHMs, U1 TpynnoBoil nepenaun. Pabortator ObicTpee. Mcmonb3yercs c
npotokosiom UDP.

Cuipble coxembt (raw SOCKets - HeoOpabaTsIBaeMbIe, MPOCTHIE) — ITO COKETHI,
KOTOPbIE B3aUMOJIEHCTBYIOT C MPOTOKOJIAMU CETEBOTO YPOBHA B 00X0/ MPOTOKOJIOB
TPAHCIIOPTHOTO ypoBHA. MCHosb3yroTcsl s  HENMOCPEACTBEHHOTO  JOCTYIIA
npuioxkeHuss K [P-makertam cereBoro ypoBHsA. MCHosib30BaHHME CBIPBIX COKETOB
BO3MOXKHO MpH pa3zpaboTke HU3KOypoBHEBOro cucteMHoro 110. Hanpumep, ceipbie
COKETBhI MCHOJIB3YIOT Pa3jINYHbIE MPOTrpaMMbI-aHAIM3ATOPbl MAKETOB, CHHU(EPHI,
ytuutbl TCP/IP ping, tracert u T 1.

PaznuyaioT MOTOKOBBIE MPOTOKOJIBI U MPOTOKOJIBI, OPUEHTUPOBAHHBIC Ha
nepeaady CooOIIeHUH.

IIpoToK0/710M, OPHEHTHPOBAHHBIM HA Nepeaavy cooO0IIeHUuil, Ha3bIBACTCS
MPOTOKOJI, COXPAHSIIONIMA TPaHUIBl cooOmeHud. Jlma Kakmaol KOMaHbI
BBOIa\BBIBOJIa OH TIepeacT OANUThI B OTICIBHOM COOOIICHUH.

Hampumep, HWCTOYHHMK  OTHpABISIET COOOMIEHUS B 3-X  KOMaHJax
cooTBeTCTBeHHO 1o 128, 64 u 32 Oaiita. IlpuemHuk ¢ Oydpepom B 256 Oaiit
BBIMOJIHSET 3 KOMaHIbl YTeHHs. Ha KaxIplid 3ampoc YTEHHUS BO3BpAIAcTCA
cooTBeTCcTBeHHO 128, 64 u 32 Oatita. IlepBhIii 3a11poc YTEHUS HE BO3BpAIIAcT Cpa3y
3 makera, Ja)Ke €CJIM BCe OHM VKe IMOJIYUCHBI.

bydep bydgep
OTHpaBUTEIA noJjgy4varess
32 128
A
, r
64 64

| !

128 32

A
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I1oTOKOBBIM MPOTOKOJIOM HA3BIBACTCS IMMPOTOKOJI, HE COXPAHSIOIINIA TPAHHUITBI
COOOIIECHUH.

[ToTokoBas cimyx0a HeMpepsIBHO IepeAacT AaHHbe. [lodydaTens CUMTHIBACT
CTOJIbKO JIAaHHBIX, CKOJIBKO UMEETCSI B HAJTMIMH, HE3aBUCUMO OT TPaHUI] COOOIIECHUI.
CuctemMa MOXKET pa30UTh HCXOJHOE COOOIICHHE Ha YacTH WM OOBEIUHUTH
HECKOJIBKO COOOIICHHH M Cc(HOPMHUPOBATH OOJIBIION ITaKET JAaHHBIX KakK IIpH
MOJTYYCHHUH, TaK ¥ MIPU OTIIPABKE.

32

64 224
128

VY3en MOKeT HakaluIMBaTh JaHHbIE B Oydepe nepea oTnpaBKoil. AHATIOTUYHO
Ha CTOpOHE ToJIydaresss MNpUHUMAaKIIMA Oydep HaKaluIMBaeT MOCTyHaroUe
JAHHBIE MPEXKE, YEM NIEPENATHh NX KOHKPETHOMY IPOLIECCY.

Ecnu nonyvarens norpedyet mpountarh Tobko 20 Oaift, cuctema BepHet 20
Oaiit. Ecu monmyuartens cuuThiBaeT AaHHbIE B 256-0aiiTHbIN Oydep, To Bce 224
OaiiTa BO3BpAIIAIOTCS CPa3y.

Anpecauusi cokeroB. Homepa noproB UnTtepdeiic
COKETOB MOJACPKUBAET  Pa3HOOOpa3HbIE CETEBbIE  CTEKU
npotokoiioB: TCP/IP, IPX/SPX, NetBIOS/SMB, AppleTalk, ATM, Infrared
Sockets. KaxmoMy n3 HUX COOTBETCTBYET CBOE CEMEIHCTBO aIpeCOB COKETOB.
Hamnpwmep, creky TCP/IP cootBeTcTBYeT ceMeicTBO aapeco InterNetwork s
aapecoB [Pv4, InterNetworkV6 mist anpecos IPv6. Ctexy IPX/SPX cooTBeTcTBYET
CEMENCTBO aApeCcoB Ipx u T.1.

CemelicTBO aJpecoB — BaxkHeHmmMi mapameTp cokera. OH yKa3bIBaeT
UCIOJB3YEMbId B HACTOSIIEE BpPEMSI CETEBOM MPOTOKOJI M OTPAaHUYUBAECT
MIPUMEHEHUE APYTUX MAPAMETPOB COKETA.

Mp&I paccMOTpPUM aJipecalifio COKETOB TOJLKO JJis cTeka mpoTokojioB TCP/IP,
KaK CaMOro paclnpoOCTPAHEHHOT'O Ha CETOHAIIHHM JICHb.

Aopec coxema nipu ucnosib3oBaHuu MpotokosioB TCP/IP — ato IP-aapec u
HOMED MOPTA MPUKIIATHON CITYKOBI.

61



IP-anpec ynukanen B Internet. Homep mopra yHUKaneH Ha OTAECIbHOM
koMmIiibtoTepe. CrenoBarenbHO, agpec cokera Oyaer yHukaieH B Internet. Dto
MO3BOJIIET YAAJEHHBIM MpOIleccaM OOIIAThCA MCKIIOUMTEIHHO HAa OCHOBE ajpeca
COKeTa.

[Ipu pabote ¢ cokeTamMu MOTYT HMCIOJIb30BaThCSl HEKOTOPBIE CIELUAIbHBIC
[Pampeca. Hanpumep, mist OTanKyd KIUEHT-CEPBEPHOIO IPWIOKEHHS HAa OJHOM
KOMIIBIOTEpE TIPUMEHSETCA aapec mnemm oopatHor cBszum  127.0.0.1 wumm
cooTBeTcTBYIONIECEe eMy ums localhost.

Jiist nosrydeHust uHGOpMAIUU Ha BCEX CETEBBIX MHTEp(deiicax TOKaIbLHOTO y3ia
ucnons3yercs cnennanbubii agpec 0.0.0.0.

[Topr 3amaercs, 4TOOBI pEMIUTh 3aJadyy OJHOBPEMEHHOTO CETEBOIO
B3aMMOJICHCTBUS C HECKOJIBKMMH IPUIOKEHUSAMM Ha OJHOM y3ie. Ecioum Ha
KOMITBIOTEPE BBITIOIHACTCA HECKOJIBKO MPHWIOKEHUN, TO IOJIy4as MAKET U3 CETH,
MOXHO HJIECHTU(DUIMPOBATh MNPUIIOKEHHE II0 YHHKAJIbHOMY HOMEpY IOpTa,
KOTOPBIN 3aJ1aH IIPU YCTAHOBJICHUU CBSI3H.

[IporpamMmMucThl JTOJDKHBI ObITh BHUMATEIBHBI MPU BHIOOpPE HOMEpa IMOpTa,
IIOCKOJIBKY HEKOTOpPBIE JOCTYIHBIE MOPTHI 3apE3€PBUPOBAHBI Ul UCIIOJIb30BAHUSA
nonyJisipHeiMH ~ city>kOamu, Takumu kak FTP, HTTP u 1.1 OtH mopthl
00CITy>KMBAIOTCS U paciipenensrores nentpom Internet Assigned Numbers Authority
(IANA).

Homepa mopTtoB pazgensitorcss Ha 3 kareropuu  (CTaHIapTHBIE,
3aperuCTPUPOBAHHBIC U TUHAMUYECKHUE U/ WA YaCTHBIC):

- Homepa ot 0 no 1023 3ape3epBupoBaHbI I CTAHIAPTHBIX CITYXKO.

- Iloptel ¢ HOMepamu oT 1024 10 49151 ABAAIOTCA PETUCTPUPYEMBIMH.

- Iloptel c HOMepamu 0T 49152 10 65535 - TMHaAMUYECKHE U YACTHBIE MTOPTHI.

Bo n3bexxanue HakiIaJo0K C MOPTaMH, YK€ 3aHATBIMU CUCTEMOM WM APYTHM
NPUWIOKEHUEM, Ballla MporpaMMma JO0JDKHA BBIOMpaTh MOpPTHI, HauuHas ¢ 1024.
Mo>kHO BMECTO KOHKPETHOTO HOMepa ropTa 3a1aTh 0, Torja cucrema caMma BoIOepeT
ITPOM3BOJIbHBIA HEUCIIONb3YEMBINA B JAHHBI MOMEHT HOMED.

3anyCTUB YTWINTY netstat —a, MOXKHO yBHUIETh NIEPEYEHDb BCEX MCIIOIb3yEMBIX
B JJAaHHBII MOMEHT Ha KOMITBIOTEPE HOMEPOB MOPTOB.

B caiine services u3 karamora <windir>\system32\drivers\ets nepeuncieHsl
IIPEAONPENEICHHbIE  II0Jb30BATEILCKME M CUCTEMHBIE HOMEpa  IIOPTOB,
UCIIOJIb3YEMBIX CTaHAAPTHBIMU CTy»)0amu. Eciu mopT coiepKuTcs B mepevHe 3TOro
daiina, To yruiauTa netstat BMECTO HOMEpa MopTa OTOOPA3UT UMsI POTOKOJIA.

Hopsinok 6aiT

B namaru komnerorepa |P-agpec u HOMep mopTa NpEeACTaBIAIOTCA B
cucmemnom nopaoke (host-byte-order). J{s Intel-coBMeCTUMBIX IPOIIECCOPOB 3TO
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NOpSIIOK OT MEHee 3HauuMoro kK Oojee 3HauumMomy Oaity. Ero HasbiBaroT
oopamnwuii v little endian (mmagmmii O0alT 4Yxciaa PacHoIOKEH B MIIAIIIEM
aapece mamsTH). J[ns apyrux THMOB mporieccopoB, Hampumep Motorola,
UCIIOJIBL3YETCS npsamoi nopaook v big endian (B mitaireM agpece COXpaHsIeTcs
CTapIIuil OANT YKcia).

CeteBble CTaHAAPTHI TPEOYIOT, YTOOBI MHOTOOANTHBIC 3HAUCHUS TIEPETABAHCH
B cemesom nopsoke (network-byte order). Dto mpsMoil MOPSIOK CJCIOBAHUS
OaitToB. [103TOMY B HEKOTOPBIX CIydasiX, KOTJIa CUCTEMHBIM U CETEBOU MOPSIIOK
OallT He COBIAJAET, CYLIECTBYET HEOOXOIUMOCTh MTPeoOpa30BaHUs YUCET U3 OJTHOM
dbopmbl B pyryro. J{ms 3Toro paspaboTanbl crieruaibHbie PYHKITUU U METOIBI.

KomMMyHuKkanuoHHasi MOJIeJIb KJIHEHT-CepBep

[IpunoxeHue, MCHOJIB3YIOIIEE COKETBI, COCTOMT M3 pPacHperesCHHOU
porpamMMbl, HCHOJHSEMONW Ha o00OMX KOHIIaX KaHaina cBs3u. I[Iporpammy,
MHULMHUPYIOIIYIO Tepefady, Ha3bIBaloT Kauenmom. Cepeep npeAcTaBiseT coOoi
MOJYJIb, TACCUBHO OXKUAAIOLIUI BXOASAIIMX 3a[IPOCOB HA YCTAHOBKY COEAMHEHUHN OT
yAAJICHHBIX KIMEHTOB. Kak mpaBuiio, cepBepHOE MPHIIOKEHUE 3arpyaercs Mpu
3aIyCKe CHUCTEMBbI M MPOCIYIIMBAET CBOW MOPT, 0XKHUAAS BXOISAIIMX COEIUHEHUU.
KimeHTcKkre MpuiioKeHus MbITal0TCA YCTAHOBUTh COEIUHEHUE C CEPBEPOM, IMOCIHE
Yero HaumHaercs oOMeH JaHHbIMU. [lo 3aBepiieHnMH ceaHca CBS3M KIMEHT, Kak
paBuio, pa3pbiBaeT coeauHeHue. Ha pucyHke mpenacraBiieHa 0a3oBas MOJEb
B3aMMOJICUCTBUS JJI TIOTOKOBBIX COKETOB.

Cepeep

¥
socket ()
¥
hind ()
¥
listen ()
¥
accept()
: I

BnokupoeaHue oo
NoNY4YeHWs sanpoca 1
CO CTOPOHLI KAMEHTE  YCTaHOBKA

COEAWHEHRWSA

KnaueHT

socket ()

connect ()

9evl) NaHHele(zanpoc) l

' send ()
oBpatoTKa
3anpoca

+

send () recv ()
AaHHele (0TBET)
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3 JlabopaTOpHBIN NPAKTUKYM

3.1 JlabopaTopHasi padora Ne 1 Yruinursl TCP/IP

Ilo3HakOMHUTBCS CO cpeacTtBaMu AWArHOCTUKKU CCTH MU IIOUCKaA HGHCHpaBHOCTGﬁ CTCKa

TCP/IP.

eab padoThl

Metoanuyeckue ykazanus 1.

JAunarnocrudyeckue yruautol TCP/IP.

Jns 1MarHoCTUKM M TIOMCKAa HEUCIPABHOCTEM paboThl CETH MOKHO HCIOJIb30BaTh
CHelHaNbHbIe YTWINTHI, TpPEJAHAa3HAYCHHBIC s NpoBepku KoHpurypamun creka TCP/IP u

TCCTUPOBAHHUA CCTCBOIO COCAUHCHHMA. Crucox HCKOTOPBIX YTUJIWT NPUBCACH B Ta6JII/IIIC 1.

Tabmuua 1 — Anaraoctuyeckue yrunutsl TCP/IP.

Yrunura IIpumenenue

arp BeIBoguT A7 mpocMOTpa M M3MEHEHUs TaOJuIly TPaHCISLMU aJlpecos,
UCTIONIB3YEMYI0 IPOTOKOJIOM paspemeHus aapecoB ARP (Address Resolution
Protocol - ompenenser gokanbHbIi aapec mo IP-aapecy).

hostname OTtob6paxkaeT UM JOKaJIbHOIo Xocta. Mcnonb3yercs 6e3 napaMeTpos.

getmac OTtob6paxaer MAC-apeca ceTeBbIX aAalTEPOB KOMIIBIOTEPA

ipconfig BeiBoauT 3HaueHus s tekyuei kondurypauuu creka TCP/IP: IP-anpec,
MacKy MOJICETH, aJipec IIII03a o yMmordanuio, aapeca WINS (Windows
Internet Naming Service) 1 DNS (Domain Name System)

netstat BrIBoAMT cTaTUCTUKY U TeKylyto HHpopMaiuio o coenqunenuto TCP/IP.

ping OCyILIECTBIISIET TECTUPOBAHUE CETEBBIX MOAKIIOUYEHUH.

tracert OcyiecTBisieT NpPOBEPKY MapuIpyTa K yAAJEHHOMY KOMIIBIOTEPY ITyTEM
ornpaBku 53xo-naketoB mnporokona ICMP (Internet Control Message
Protocol). BpIBoAMT MapumipyT HpPOXOXKIEHHMS IaKeTOB Ha YyAaJCHHBIN
KOMIIBIOTED.

pathping AHajnoruyHa yTuiuTe tracert, mpeqHa3HadeHa JUIsl OIpEAeTeHHUs TOoTepb
JTAHHBIX HA IPOMEXKYTOYHBIX y3JaX.

route ITpocMoTp M peakTupoBaHue TabIUIIBI MAPIIPYTHIALIMN

nslookup Omnpezencaue ip-aapeca 1Mo JOMEHHOMY UMEHH U MMEH-TICEBIOHIMMOB

CHHTaKCHC HCITOJIB30BaHHUSI AJid BCEX YTHIIMT OJJWHAKOB. B oxwne pa6OTI)I C KOMaH)IHOI\/'I
CTpOKOﬁ IMOCJIC NPUTIIAIICHUA OHepaHI/IOHHOI\/'I CHUCTEMBI YKAa3bIBACTCA HMSA YTUIINUTHI, np06en,

napamMeETphl. KOMaHJII)I HCUYYBCTBUTCIIBHBI K PETUCTPY.
C:\WINDOWS>ping —n 10 www.gmail.com

CrnpaBouHyto HH(OPMALIKIO IO JF000W U3 YTUIIUT MOXHO MOJXYYUTh, UCTIONB3Ys /? TIOCTe

HMCHU YTHUIINTEL.

C:\WINDOWS>ipconfig /?
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2. IlpoBepka npaBuibHocTH KoHPpurypauuu TCP/IP.

[Ipu yctpanennn HeucnpaBHocTel u pobiem B cet TCP/IP cinemyer cHauana mpoBepuTh
npaBuiIbHOCTh KOHpurypanuu TCP/IP. [l sToro ucnonp3yercs yruiauta ipconfig.

C noMo1ubo yTUIuThl ipconfig MOMXKHO MOTYYUTH CBEACHHS 000 BCEX CETEBBIX MHTepdericax
JAHHOTO y3Ja, B YaCTHOCTH, BCIO aJipecHyIo nHdopmanuio (ums ysna, sce [P-aapeca yzna, macku,
ajipeca UII030B, agpeca DNS-cepBepoB, Bce (huznueckue aapeca y3na).

Ora KoMaH/a 0COOCHHO MMoJIe3Ha Ha KOMITbIoTepax, padoTaromux ¢ DHCP (Dynamic Host
Configuration Protocol) — mpoTokos fMHAMIU4YeCKOro KOH(PUTYPpHPOBAHUS XOCTA. Y TWIINTA
MO3BOJISIET OTNpeNeNuTh, Kakas KoHdurypamus cetu TCP/IP um xakue BenMuuHBI ObUIH
ycraHoBieHs! ¢ noMoipto DHCP. CunTakcuc:

ipconfig [/all | /renew[adapter] | /release]

ITapameTpsbl:
all BBIJIaCT BECh CMHCOK MmapamMeTpoB. be3 3Toro kimo4a oToOpaskaeTcs
tosbko [P-azmpec, Macka u 1uI03 MO yMosyaHHio; renew|adapter] OOHOBJISIET MapaMeTphl

koHpuryparmu DHCP 1151 ykazaHHOTO CeTeBOTO
anantepa; release[adapter] ocBoboxnaer Beinenenusiii DHCP IP-anpec; adapter — ums
cereBoro aganrtepa; displaydns BBIBOJUT HWH(POPMAIIHIO O COIEPIKUMOM JIOKAITBHOTO
xoua knuenta DNS, ncnonb3yemMoro ais pa3penieHus JOMEHHbIX HMEH.
Takum o6pa3om, yrtuiaura ipconfig MO3BOISET BBLICHUTH, WHHUIMAIU3UPOBAHA JIU
koH(urypanus TCP/IP u ne ny6nupyrotcs nu [P-anpeca:
-eclnu KOH(Urypalus WHUIMAIU3UpOBaHa, To mosBiserca [P-agpec, macka,
LUTIO3;
- ecm [P-anpeca myonmupytrores, To macka cetu Oyaet 0.0.0.0;
- ecnu nipu ucnosb3oBanuu DHCP komnbroTep He cMor nonyuuts [P-anpec, To
oH Oyzet pasen 0.0.0.0 .

3. TecTupoBaHue CBSI3M C UCNOJIb30BaHMEM YTHJIUTHI ping.

VYrunura ping (Packet Internet Grouper) ucnonb3yercss Ui TECTUPOBAaHUS CETEBOTO
COCIMHEHUS C YJAJIECHHBIM Y3JI0M, CEpPBEpPOM, MapIIPyTHU3aTOPOM, IUArHOCTHKH OIINOOK
COEIIMHEHUS, a TaKkxke Juid mpoBepku koHpurypupoBanus TCP/IP. Ona onpenensier JOCTYITHOCTh
YKa3aHHOTO y3Jla U I03BOJIIET MU3MEPUTh BPEMs IIPOXOXKIECHHUs IAKETOB OT JAHHOIO y3ia 10
aro6oro npyroro ysna cetd. Vcnosip3oBaHue ping JIydlMid coco0 MPOBEPKU TOTO, YTO MEKIY
JIOKaJIbHBIM KOMIIBIOTEPOM M CETEBBIM XOCTOM CYLIECTBYET MaplIpyT. XOCTOM Ha3bIBACTCA
1r000€ ceTeBoe yCTPONUCTBO (KOMIIBIOTEP, MApIIPyTH3aTOpP), 0OMeHUBaroIeecs: nHpopmanuei ¢
JIpyrumu ceteBbIMU ycTpoiictBamu o TCP/IP.

Komanza ping npoBepsieT coeilMHeHue ¢ yAaleHHbIM XocToM. OHa MOChUIaeT K yKa3aHHOMY
M0JIb30BATEJIEM XOCTY HECKOJIbKO [P-nakeToB (1Mo ymonuanutio 4) ¥ 0uaas OTBETh Ha HUX. [lpu
9TOM OHAa HU3MEpsAET HHTEPBAJ BPEMEHH, B TEUEHHE KOTOPOTO IIAKET BEPHYJICA, a TaKkKe
MTOKa3bIBAET COOTHOILIECHHE KOJIMYECTBA OTOCIAHHBIX NAKETOB K KOJIMYECTBY INPUHATHIX, YTO
MOJKET CITY’KUTh CyObEKTUBHOM OIIEHKOM «KadyecTBa CBSI3M» MEXIY y3laMu. Eciu cBs3b MEXIy
XOCTaMU TUI0Xast, U3 COOOIIEHUH ping CTaHET SICHO, CKOJIBKO MAaKETOB MOTEPSHO.

Ping MoHO MCTIONB30BaTh i TecTUpoBaHus kKak uMeHn xocta (DNS wmm NetBIOS), Tak
u ero [P-agpeca. Ecnu ping ¢ [P-agpecoM BBIIONHUIIACH YCIICUTHO, 2 C UMEHEM — HEYJAa4HO, 3TO
3HAYMT, YTO MpobOJeMa 3aKII0YaeTCsl B Paclio3HaBaHUM COOTBETCTBUA aJpeca U UMEHHM, a HE B
CETEBOM COCIMHECHUM.

YTunuTa ping ucnoab3yercs caelyIoIUMHU ClIocobaMu:
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1) Jns mposepku toro, uto TCP/IP ycraHOBACH M MPaBHIBHO CKOH()HUIYPHpPOBAaH Ha
JIOKaJTbHOM KOMITBIOTEPE, B KOMaHJAE ping 3amaercs aapec neTim obpatHoil cBs3u (loopback
address): ping 127.0.0.1

2) UroObl yOenmuThCsi B TOM, YTO KOMITBIOTEP MPaBHIbHO J00aBiieH B ceTh u [P-anpec He
TyOnupyeTcsi, B yTHIUTE ping Ucnolib3yercs [P-agpec 1okanbsHOTO KOMITBIOTEpA:

ping IP-ampec JIOKAIBHOTO XOCTa

3) UroObl MpoOBEpUTH, YTO MUIKO3 MO YMOJYAHHIO (PYHKIMOHUPYET M YTO  MOXKHO
YCTaHOBHUTH COCIAMHEHHUE C JIFOOBIM XOCTOM B JIOKQJILHOW ceTH, 3amaetcs IP-ampec numo3a mo
ymomuanuio: ping IP-agpec mimoza

4) Jlns npoBEpKU BO3MOXKHOCTH YCTaHOBIJICHHS COCAMHEHHS 4epe3 MapLIpyTHU3aTop B
KoMmaHje ping 3anaercsa [P-agpec unm ums yganeHHoro xocra: ping IP-aapec ynanenHoro xocra

aubo  ping UM X0CTa

CHHTaKCUC YTHIIMTEI ping:
ping [-t] [-a] [-n count] [-] length] [-f] [-i ttl] [-v tos] [-r count] [-s count] [ [-j host-list] | [-
k host-list] ] [-w timeout] destination-list

[TapameTpsi:

-t BBIMOJIHSIET KOMaHIy ping 10 mpepbiBanus. Control-Break - mocmotpeTsh
CTaTHCTUKY U TpoAoskuTh. Control-C - mpepBaTh BBIOJIHEHUE KOMAH/IbI;

-a MO3BOJISIET OMPENETUTh TOMEHHOE MMS YAAJIEHHOTO KOMIIBIOTEpA IO €ro
[Panpecy;

-n count mnockuiaet koaudyecTBo makeroB ECHO, ykazannoe napamerpom count;

-1 length moceutaer makets! quHOM length Gaiit (MakcumanbHast irHa 8192 Gaiita);

-f MIOCBHIIACT MAKET C YCTAaHOBJICHHBIM (hjaroM «He (GparMeHTUPOBATE». DTOT
naker He OyzeT (parMEeHTUPOBATHCS HA MapUIPyTHU3aTOpax IO IIyTH CBOETO
CJIEIOBaHUS;

-1 ttl yCTaHaBJIMBAET BPEMs KU3HU MaKeTa B BEMUUUHY ttl (Kaykaplil MapLpyTH3aTop

yMeHbIaeT ttl Ha eTuHuUILY);

-v tos  yCTaHaBJIMBAET THUII IO «CEPBUC» B BEIUUNHY tOS;

- count  3amMChIBaeT MyTh BBIXOJIIErO MaKeTa W BO3BPALIAIONIETOCs MakeTa B MOJIe
3anucu nytd. Count - ot 1 10 9 xocTOB;

-S count MO3BOJISIET OTPAHUYMTH KOJIMYECTBO MEPEXO0B U3 OJHOMN MOACETH B IPYTYIO

(xomoB). Count 3a/1aeT MaKCUMaJIbHO BO3MOKHOE KOJTUYECTBO XOTIOB;

-j host-list HanpaBsieT MakeThl C MOMOIIBIO CIIKCKA XOCTOB, OMPEIEICHHOTO TapaMeTpOM
host-list. [TocienoBarenbHbIE XOCTBI MOTYT OBITh OT/ICTICHBI IPOMEKYTOUHBIMU
MaplIpyTu3aropaMu (Tubkas cTaTHueckas MapipyTusanus). MakcumaibHoe
KOJINYECTBO XOCTOB B CIHCKe, o3BojeHHoe [P, paBHO 9;

-k host-list HanpaBseT makeThl Yepe3 CIUCOK XOCTOB, ONpeieneHHbIi B host-list.
[TocnemoBaTenbHBIE XOCTH HE MOTYT OBITh pa3AeeHbI POMEKYTOTHBIMH
MapIIpyTruzaropamu (JKeCTKasi CTaTHIecKasi MapIIpyTu3aius ). MakcuManbHOe
KOJINYECTBO XOCTOB — 9;

-W timeout yka3plBaeT BpeMs OXuAaHus (timeout) oTBeTa OT YJAJIEHHOIO XOCTa B

MIUIHCEKYH1aX (10 yMOMYaHuUIo — 1cek);
destination-list ykaspiBaeT IP-agpec miam uMMs yIaJeHHOTO XOCTa, K KOTOPOMY HaIo
HAIPaBUTh MAKETHI ping.
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[Tpumep UCHOIb30BaHUS YTUIUTHL ping.
C:\WINDOWS>ping —n 10 www.netscape.com
OOmen makeramu ¢ www.netscape.com [205.188.247.65] mo 32 GaiiT:
Otser ot 205.188.247.65: uncno 6aitt=32 Bpemsi=194mc TTL=48
OtBer o1 205.188.247.65: uucno 6ait=32 Bpemsa=240mc TTL=48
Otser ot 205.188.247.65: uncno 6aitr=32 Bpemsi=173mc TTL=48
Oteer ot 205.188.247.65: uncno 6aitr=32 Bpems=250mc TTL=48
OtBer o1 205.188.247.65: uucno 6ait=32 Bpemsa=187mc TTL=48
Otser ot 205.188.247.65: uncno 6aitt=32 Bpemsi=239mc TTL=48
Otser ot 205.188.247.65: uncno 6aitt=32 Bpems=263mc TTL=48
OtBer o1 205.188.247.65: uucno 6ait=32 Bpemsa=230mc TTL=48
Otser ot 205.188.247.65: uncno 6aitr=32 Bpemsi=185mc TTL=48
OtBer ot 205.188.247.65: uucno 6aiit=32 Bpemsa=406mc TTL=48 Crarucruka
Ping nnst 205.188.247.65:
[TakeroB: mocmano = 10, momyueno = 10, morepssHo = 0 (0% moTeps)

[Tpubim3uTenpHOE BpeMs Nepeay U puema:
Haumensiiee = 173mc, nanbonsiiee = 406mc, cpeanee =236Mmc

5. A3y4yenune MapuipyTa Mexay ceTeBbIMHM COCIUHEHUSIMHU € IOMOLIbIO YTHJIHUTHI
tracert.

Tracert - aTo yTunura TpaccupoBku MapipyTa. OHa IMO3BOJISIET MPOCIEAUTH IYTh OT
JAHHOTO Yy3/1a A0 Jroboro napyroro ysiaa cetd Internet. XocT 3a XOCTOM IOKa3bIBAaeTCs
npoxoxaeHue IP-nakeroB, mpu 3TOM BBIBOAUTCS HaszBaHWe U [P-ampec kaXaoro nmpouIeHHOro
XOTa, a TAK)KE 3HAU€HNE WHTEpBaia BPEMEHH, B TEUEHUE KOTOPOTO OBLT TIOJTYYEH OTBET.

Yrunuta ucnons3yetr noie TTL (time-to-live, Bpems xu3HM) u3 3arosnoBka [P-nmakera u
coobuienus 06 ommobkax nmportokona ICMP nns onpexnenenus mapuipyta OT OJHOTO XOCTa J0
Jpyroro.

VYrunura tracert MoxkeT OBITh O0JIEe COIepKaTeILHOMN U yI00HOM, YeM ping, 0COOEHHO B TEX
CilydasiX, KOrja yAajJeHHBIH XOcT HeJocTHUM. C MOMOUIbI0 HEe MOXKHO OINpEAENTUTh pailoH
npoOeM co cBs3bio (y Internet-poBaiiziepa, B OMOPHON CETH, B CETH yAAJIGHHOTO XOCTa) IO TOMY,
HACKOJIbKO J1ajieKo OyAeT oTciexkeH MapupyT. Eciy Bo3HUKIM NpoOeMBbl, TO YTUIIUTA BBIBOJUT
Ha ’KpaH 3Be3710ukH (*), mubo coodmienus tumna «Destination net unreachabley, «Destination host
unreachable», «Request time out», «Time Exeeded».

MapipyT omnpeaensiercss myreM uzydeHus coobmenuit ICMP, xoTopsle MpHUCHLIArOTCS
00paTHO MPOMEKYTOUHBIMU MapUIPyTHU3aTOPAMH.

[NPUMEYAHUWE: HeKkoTOpbIE MapLIpyTH3aTOPbl MPOCTO MOJYA YHUUYTOXKAIOT MAKETHI C
uctekmuM TTL u He OyayT BUgHBI yTUauTe tracert. CHHTaKCHC:

tracert  [-d] [-h maximum_hops] [-j host-list] [-w timeout] wMs 1eneBoro xocra

[TapameTpsl:
-d YKa3bIBa€T, UTO HE HYKHO pacliO3HaBaTh aJpeca JUisi UMEH XOCTOB;
-h maximum_hops  yka3piBaeT MakKCUMaJbHOE YHCIJIO XOIOB /I TOTO, YTOOBI UCKATh
1EJb;
-J host-list YKa3bIBAET HEKECTKYIO CTATUYECKYIO MapILIPYTU3AIMIO B COOTBETCTBUU
¢ host-list;
-w timeout YKa3bIBa€T, UYTO HYKHO OKUJIaTh OTBET HA KXl 7X0-TIAaKEeT 3aJJaHHOE

YHCJIO MCCK.
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6. OmnpenesieHne NOTEPb JAHHBIX ¢ MOMOIIbI0 YTHIUTHI PathPing.

Ora yTwinMTa aHajlormyHa yTwiauTe Tracert, 3a wuckiIrodeHueM Toro, uto PathPing
npeIHa3HaueHa JUIsl ONPEISIICHUS TOTEePh IaHHBIX HAa MPOMEXYTOYHBIX y3iax. Ytunura PathPing
OTIPABIIAECT MAKEThl HA KaXJbld MapLIPyTU3aTOp HA MYTH K KOHEYHOM TOYKE W BBIYUCISAET
MPOLEHTHOE COOTHOLIEHUE IMaKETOB, BO3BPALIAEMbIX B KaJIOM NpbDKKE. [IoCKONBKY yTHinTa
PathPing moxa3piBaeT CTeneHb MOTEPH MAKETOB HAa KAKJIOM MapUIpyTHU3aTOpE I Y3Je, C €
ITOMOUIBIO MOKHO TOYHO ONPEACIIUTh MapLIPYTU3aTOPHI U Y3JIbl, HA KOTOPBIX BO3HUKAIOT CETEBBIE
IpO0OJIEMBI.

s onpenenenus noTepb JaHHBIX B KOMAHIHYIO CTPOKY HaJio BBecTu koMmanay PathPing u
yKa3aTb UMs WIM aJpec KOHEYHOrO KOMIIBIOTEpa, CepBepa WM MAaplIpyTH3aTopa, MyTh K
KOTOPOMY HEOOXOJUMO OTCIEAUTD.

7. YTuwiaura arp.

ARP —»3T0 uM$ yTUIUTHI ¥ IPOTOKOJIA.

OcHoBHas 3aa4a MpoTokoja paspenieHus aapecoB ARP (Address Resolution Protocol) —
tpancisiusi  [Pv4-aapecoB B coorBercTBytomuii MAC-anpec (anmapaTHBIM, JIOKAJIbHBIN)
cereBoro unrepgeiica. [Jnst aroro ARP-niporokosn ucnons3yer napopmanuio u3 ARP-Tabnuisi
(ARP-kamia). Eciu HeoOxoauMasi 3amuch B TabiuIe He HaiineHa, To nporokosn ARP ormpasiser
LIMPOKOBEIIATEIbHBIN 3alpOC KO BCEM KOMIIBIOTEpAM JIOKAJIbHOW IIOJCETH, IBITAsCh HAWTH
BJIasenbla ganHoro [P-anpeca. B kamie MoryT comep:kaThCs Ba TUIIA 3alMCEN: CTATUYECKHE U
nuHamuueckue. CTaTH4ecKHe 3alucH BBOJSTCS BPYUHYIO M XPaHATCA B KAIIE€ IOCTOSHHO.
JluHamuueckue 3amucu MOMEILAIOTCA B KAII B PE3YJIbTATE BBIOJHEHUS LIMPOKOBEIIATEIbHBIX
3anpocoB. [[nsi HUX cyllecTByeT NOHSTHE BPEMEHHU XKU3HU. Eciu B TeueHHE OnpeleleHHOIO
BpEMEHH (110 YMOJYaHMIO 2 MUH.) 3allUCh HE ObUIa BOCTpEOOBaHA, TO OHA YAAJSETCS U3 KAIIa.

YTUIUTY arp MOXKHO MHCIHOJB30BaTh Ui OTOOpakeHUs M penakTupoBaHus ARP-xama
KoMIbroTepa u uist onpeaencHus MAC-aapeco y3ioB noacetd. Cunrakcuc: arp [-S inet_addr
eth_addr] | [-d inet_addr] | [-a] Hapamerpsr:

-S  3aHECEHHE B K3II CTATUYECKUX 3alHCEeN;

-d  ypanenue U3 Ko1Ia 3anucu i onpeaenenHoro [P-agpeca;

-a MPOCMOTP COAEPKUMOTO K3IIA I BCEX CETEBBIX aJalTePOB JIOKAIBHOIO KOMIIBIOTEPA;

inet_addr - IP-agpec; eth_addr - MAC-anpec.

Hampumep, oToOpa3uB K311 ¢ TOMOIIbIO KOMaH/bl arp -a, MO’KHO OOHApYKUTh MpodIeEMy,
CBSA3aHHYIO C TE€M, YTO COCEIHHE BUPTyaJbHblE MAIIMHbl HAa3HAYWIN ce0e OJUH U TOT Ke
BupTyainbHbli MAC-aapec (10BOJIBHO pacnpoCTpaHEHHAs! CUTyaIHs).

8. YTuaura netstat.

VYrunurta netstat mpoW3BOAUT OTOOpakeHHWE aKTHUBHBIX moakaoueHuit TCP, mopTtos,
MPOCITYIIMBAaEMbIX KOMIbloTepoM, cTaTucTuku Ethernet, Tabmuuel wmapupyTtusanuu P,
cratuctuku IPv4 (mns nporokonos IP, ICMP, TCP u UDP) u IPv6 (mns mporokosnoB I[Pv6,
ICMPv6, TCP uepe3 IPv6 u UDP uepes [Pv6). Ocobenno oHa mosne3Ha Ha OpaHamayspax, ¢ ee
MOMOIIbI0 MOKHO OOHAPYKUTh HapylIeHUs O0€30MacHOCTH nepumeTpa ceTi. CUHTaKCHC:

netstat [-a] [-e] [-n] [-S] [-p protocol] [-r]

[TapameTpsbi:
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-2 BBIBOJHUT MEPEYCHb BCEX CETEBBIX COCAMHEHHHA M TMPOCTYIIHBAIONIMXCS MOPTOB
JIOKaIbHOTO KoMIbioTepa. Eciiu mopT coiepxkuTcs B mepedHe (aiia services w3
karanora <Windir>\system32\drivers\etc, To yrunnra netstat BMeECTO HOMepa IIOpTa
0TOOPA3UT UMSI TPOTOKOIA;

-e BBIBOJMUT CTaTHCTHKY Uit Ethernet-unatepdeiicoB (Hampumep, KOIHYECTBO
MOJTyYCHHBIX M OTIIPABICHHBIX OAiiT);

-n  BBIBOJUT MH(OPMAIIMIO 110 BCEM aKTHBHBIM coeinHeHusAM (Hampumep, TCP) mis Beex
CETEBBIX HHTEP(PEUCOB JIOKAILHOIO KOMITbIOTepa. JlJIsi KaKIO0ro COeTHHEHHS
BBIBOIUTCS MHpopMaIust 00 [P-agpecax JIOKaJIbHOTO M yAaleHHOro uHTep(eiicoB
BMECTE ¢ HOMEpaMHU HCIOJIb3yEeMbIX IOPTOB;

-S BBIBOAMT CTaTUCTHUECKYI0 MH(popMmaruio st nporokosaos UDP, TCP, ICMP, IP.
Kitro4 «/morey mo3BOJIsSIeT IPOCMOTPETh HHPOPMAIIUIO TOCTPAHHYHO;

- BBIBOAMT COJCPKHUMOE TaOJHIBI MAPIIPYTU3AIHH.

9. YTuiura route

YTunura route npenHazHadeHa I8 OPOCMOTpPa UM PEAAKTUPOBAHUS  TaOJIMIIbI
MapuIpyTHU3auuu (qoOaBlieHHEe MapuipyTa, yJaJleHHe MaplipyTa, PeJaKkTHPOBAHUE MapIIPYTa).
BrIBo1 TAGMIIBI MapIIPYTH3aLMU HA DKpaH: route print

10. Komanpaa nslookup

Komanga nslookup ucnone3yercs ¢ 1emnpio Moxy4eHus JOMeHHoro umenu, [P-aapeca wim
npyroi uHdopmaruu u3 3anuceit cepsepa DNS.

Komanna nslookup moxer paboTath B MHTEPaKTHBHOM M HEMHTEPAKTHBHOM PEKUMaX.
WHTEepakTHBHBIN PEXUM IO3BOJIIET B pekuMe auanora oTmpaniiate DNS-cepsepy 3ampocsl o
Pa3IUYHBIX y3J1aX U JoMeHaX. HemHTepakTUBHBIN PEKUM MO3BOJISIET OTIPABUTH OJUH 3aIpoc 00
OJIHOM Yy3Jie Win AoMeHe. CHHTaKCUC KOMaH Ibl:

nslookup [onmuu| [umsi/agpec xocta] [agpec DNS cepsepa]

Ecnu B 3ampoce ykas3aTh TOJBKO JIOMEHHOE MMs XOcTa, To Oyner BeiBeneH I[P-agpec
ucnonb3yemoro s orBeta DNS-cepBepa u IP-afgpeca 3anpammBaeMoro XocTa (THIT 3a1IUCH «A»
(DNS, IP-ampec), a Takxke ero anuacHple HMeHa. [Ipumep KOMaHIbI: nslookup
www.microsoft.com

3aganus Ha 1a00paTOPHYIO padoTy

Ynpaxuenne 1. [Toxyyenne cnpaBouHoii nHdpopmanuu no komangam 1CP/IP,
komanaam OC MS Windows, ceTeBbIM KOMaHIaM
BeiBect Ha skpaH crnpaBouHyio uHpopmanuio no yruautam TCP/IP. JIns storo B

KOMaHJTHOW CTPOKE BBECTH HWMS YTHIUTH Oe3 mapamerpoB wimn ¢ /?. V3y4uTh Kirouw,
UCTIONTb3YEMbIE TIPH 3aITyCKE YTHITUT.
Hanpuwmep: ipconfig /7 (BeIBOAUT cripaBOYHYIO HH(POPMaLKIO IO KoMaHae ipconfig)

Ynpaxuenue 2. [Tosryyenne umeHnu xocra
BriBecTr Ha 9KpaH UM JIOKAJILHOTO XOCTa € TIOMOIIbI0 KOMaH bl hostname.

Ynpaxnenue 3. [Tonydenue MAC-anpecoB ceTeBbIX a1aNTEPOB
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BriBectr Ha s3xpan MAC-aapeca ceTeBbIX aIanTEPOB C MOMOIIBIO YTHINUTHI getmac.

Yupaxuenue 4. Urenune pesyabtaToB ipconfig

N3yunth koHpurypanuio TCP/IP nokanbHOTO X0CTa ¢ HOMOIIBIO YTUIIUTHI ipconfig.
Hcnonb30BaTh yTUIMTY O€3 ITapaMeTpoB U ¢ rmapamerpom /all

1. Onpenenutb CUMBOJIBHOE UMS y37a.

2. Ckonbko (u3nueckux cereBbIX HHTep(deiicoB y manHoro ysma? Ilepeuucnute ux.
VYkaxure ux ajapeca.

3. CKoJIbKO IPOrpaMMHBIX CETEeBbIX UHTEpdeiicoB Ha3HaueHo y3iuy? [lepeuncnute ux. (*
BO3JI€ MOAKIIOYECHHUS 10 JIOKAIBHON CEeTH 03HAYAET, YTO 3TO TYHHEJIbHBII HHTEpdEIic)

4. Ckonbko IPv4 u IPv6-anpecoB HazHaueHo y3ny? Ilepeunmciure ux. YKaxure s
kaxaoro [P-anpeca ocHoHbIe HacTpoiiku TCP/IP — Macky u azipec nuir03a o yMOTYaHHUIO.

Ynpaxnenue S. TectupoBaHue CBSI3H C IOMOIIbLIO YTHJINTHI ping

1. TIIpoBeputh mpaBMILHOCTH yCTaHOBKH M KOoH(purypuposanuss TCP/IP Ha nokanbHOM
KOMIIBIOTEPE.

2.  IlpoBepuTb, IPaBUILHO JIH 100ABJIEH B CETh JIOKAIbHbII KOMIIBIOTED U HE AyOIUpyeTcs
mu [P-anpec.

3. IlpoBepuTh (PYHKIMOHHUpPOBAHHME NLII03a 10 YMOJYAHHUIO, IOCIAB 5 3XO-TAKETOB
JUTHHOHN 64 Oaiira.

4. IlpoBepuTh C NHOMOILIBI pPINg, MOXXHO JIM OOPATUTHCS K KOMIIbIOTEpaM B CBOEH
JOKaJbHOM CeTM 1O MMEHM Kommbkorepa, mno IPv4-agpecy, mo IPv6-aapecy (ykazaB
UAEHTU(PUKATOP 30HbI Yon CBOEH MAallUHBbI).

5. VYkaszaTh B ping aJapec KOMIbIOTEpa, KOTOPBIA OTKIIIOUEH, HECYLIECTBYIOIIUI aapec.
CpaBHUTB NOJTyYEHHBIE PE3YJIBTATHI?

6. IlpoBepUTh BO3MOXKHOCTH YCTAHOBJICHHS COCIUHEHHS C PAa3IUYHBIMU yIAJICHHBIMU
xoctamu, ucnonb3yst DNS-umena. Onpenenuts [P-anpeca 3Tux y3108. OTMETUTH BpeMs OTKIIMKA
(BpeMsi kpyroBoro oOpaienus nakera). [lonpoGoBaTts yBennuuth Bpems oTkivka. Kak Binuser
pa3Mep makeTa Ha BpeMsi KpyroBoro oOparieHus?

Ynpaxaenue 6. Onpenesenue nyru IP-nakera

1. Bocnonb3oBaTbcs KOMaHIOM tracert Ui ONpeAeNeHHs YACIa Y9aCTKOB MaplIpyTa OT
Balller0 KOMIIbIOTEpAa K pa3IMYHbIM XOCTaM (JIOKaJbHOMY XOCTYy, LUIIO3y [0 YMOJYaHUIO,
yAIEHHOMY XOCTY). OTMEThTE, Yepe3 KaKue MPOMEKYTOUHBIE Y3JIbI IPOXOAT IXO-TIAKETHI.

2. CpaBHUTH 3HAUEHUS BPEMEHH KPYTOBOTO OOpAIeHHS, TOTYyYSHHBIE P BBHITIOJTHEHUN
IPOrpaMMBbl ping, ¢ YKUCIOM Y4YaCTKOB MapHIPyTa, MOJTYYEHHBIM MPHU BBINOJIHEHUU MPOTPAMMBI
tracert, 8 psga  agpecoB  HazHaueHHA. CylecTBYeT JIM  3aBUCUMOCTb  MEXAY
IPOJOJDKUTEIBHOCTBIO 3a/1€P’KKH M YUCIIOM YYacTKOB MapuipyTa?

Ynpaxuenue 7. Yruaura PathPing
Hcnonb3ys yruiuty PathPing, onpeaenuts notepu TaHHBIX HA IPOMEXKYTOUHBIX y3J1ax MpU
TECTUPOBAHUU MapUIPyTa K pa3IM4HbIM XocTaM. [[pOKOMMEHTHPOBATH M1OJIy4EHHBIE PE3YJILTATHI.

Ynpaxuenue 8. Yruiaura arp
C nomomplo yTUIMTHL arp mnpocMoTperh ARP-tabmuiyy mnokansHoro ysma. Kakas
uHpopmanus B Hel xpanurtcs? [ yero ona HyxHa?

70



Ynpaxnenue 9. [losnyyenne nHpopManmnu 0 TEKYIHX CeTEBbIX COTMHEHUAX U
nporokojax creka TCP/IP
1) C nomouipl0 yTWINTHI netstat BBIBECTH Ha JKpaH IEPEYEHb CETEBBIX
COCIMHEHUH U MCIOJIb3YEMbIX B JaHHBIM MOMEHT IIOPTOB JIOKAJIBLHOTO y3ia. IIpocMoTpers
I/IH(bOpMaI_[I/IIO O COCTOAHHHM COCOUHCHMHA. BBIHCHHTB, HaxoauTcda JM COCAJUHCHHUC B
COCTOSHUH IIPOCIYIINBAHUS UIH YK€ YCTaHOBIIEHO.

2) [TonyuuTs cTaTucTHYECKYIO HHGOpMaluio 11 mpotokosioB UDP, TCP, ICMP,
IP.

3) BriBecTH Ha 3KpaH JOKAIBHYIO TaOMWIly MapmipyTtu3anuu. M3yuuTh ee
COJIEPIKUMOE.

KOHTpOJILHbIe BOIIPOCHI

1. [laiite ompeneneHue KOMIbIOTEpHOM ceTh. M3 KakuX KOMIIOHEHTOB COCTOUT
KOMIIbIOTEpHas ceTb? YTo Takoe XocT?

2. Kak onpeaenutb uMsi KOMIbroTepa’?

3. Kak omnpenenuth, CKOJIBKO y JaHHOTO KOMIIbIOTEpa (PU3MYECKMX CETEBBIX
uHTEpQEICcOB, BUPTYaIbHBIX ceTeBbIX HHTepdericoB? Kak ompenenuts ¢usndeckuii agpec
KOMITbIOTEpa?

4. Kak y3HaTh, B Kakoe KOJMYECTBO IMOJCETed B JaHHBIH MOMEHT IOJKIIIOYEH
KOMIIBIOTEP?

5. KakuMm o6pazom komaHza ping mpoBepsieT ceTeBble coequHeHusa? Kakoil mpoTokos
ucrnonb3yer ytuiura ping? OTMeTbTe BO3MOXHBIE NPUYMHBI, 110 KOTOPHIM ping HE MOXKET
CBSA3aThCS C yJIaJI€HHBIM XOCTOM.

6. Ecmm yrunmura ping ¢ IP-agpecom BBIMOTHMIACH YCIIENIHO, a C MMEHEM XOCTa
HEYJIAYHO, YTO 3TO O3HAYACT?

7. Y10 TaKoe «meTiisi 00paTHON CBS3N»?

8. ua dyero mpeaHa3sHaueHa W Kak paboraer yrtwimra tracert? Uem oTimuvaercs
ucnoibp3oBanue ytuiut tracert u PathPing?

9. KaxoBo HazHauenue nporokona ARP? Uro takoe ARP-kam? [[ns yero ucnonbs3yercs
yTHIINTA arp?

10. Kak npocMOTpeTh NepedeHb BCeX UCTONb3YEMbIX B JAHHBIM MOMEHT MOPTOB?

IlOHOJIHI/ITeJILHLIe HCTOYHUKH

1. DOummknonenus Windows. Bee 06 ncnonp3oBanuu u HacTpoiike Windows. Y THIUTHI
i nuargoctuku TCP/IP

Pexxum noctyna: https://windata.ru/windows-xp/faq-xp/utility-dlya-diagnostiki-tcp-ip/

2. UT Ilpodpdu. Crathm W TmMOJNE3HBIC 3aMETKH JUII CHCTEMHBIX M CETEBBIX
aIMUHUCTPATOPOB

Pexxum moctyma: https://itproffi.ru
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3.2 JIabopaTopHas padora Ne 2 YcranoBka u HacTpoiika ORACLE VM
VIRTUALBOX

eab padoThl

[ToznakomuTthest ¢ [10 Oracle VM VirtualBox. M3yunTs criocoObl cO31aHMsI B HACTPOUKHU
BUPTYaJIbHBIX MAIIUH.

MeTOI[I/I‘leCKI/Ie YKa3aHnus
Oracle VM VirtualBox — sto kpocc-miaThopMeHHOE CPEACTBO U MPOrPaMMHOM
BupTyanu3aiuu. VirtualBox Moxker OBITh YCTaHOBIEH Ha KOMIBIOTEPHI C ONEPAMOHHBIMU
cucremamu MS Windows, Linux, Mac OS X, Solaris x86 u apyrumu. VirtualBox no3Bossier
OJTHOBPEMEHHO Ha OJHOM KOMIIBIOTEpPE CO3[aBaThb M 3alyCKaTh BHUPTyaJbHBIE MAIIWHBI,
UCTIONB3YIONIHE Pa3IMYHbIe ONepaloHHbIe ciucTeMbl. Hanpumep, MoxxkHO 3amyctuts Windows u
Linux Ha Mac, unu Linux u Solaris u3-mog Windows, wim Windows u3-moj Linux.

VirtualBox momnepxuBaeT pa3iuyHbIE BHIBl CETEBOTO  B3aMMOACHUCTBUS  MEXKITY
BUPTyaJIbHBIMU MAIlIMHAMU, & TAK)KEC BUPTYyaJIbHBIMU MAIlIHHAMU H XOCTOM.

[TporpamMmMa moiep>KUBAET LEMOYKH COXPAHCHHBIX COCTOSHHI BUPTYaJIbHOW MalTUHbBI
(snapshots), K KOTOPEIM MOKET OBITh TPOU3BEIEH OTKAT U3 JTFOOOTO COCTOSIHUS TOCTEBOM CHCTEMBI
Taxoke ocymectisiercs moanepxka Shared Folders mms mpocroro oomena ¢aiimamu Mexy
XOCTOBOM M FOCTEBOM CHUCTEMAMHU.

ITocTaHoBKa 3a7aun

1. VYcranosuts u HacTpouts Oracle VM VirtualBox.

2. Coszparh nBe BUpTyajbHble MammHbl noj ynpasieHueM OC Windows Server 2008.
[TpucBonts MammuaaMm nmena Servl u Compl.

3. TloaroroBuTh BUpTyalbHblE MAIIUHBI JUISl BBIMOJIHEHHS MOCIEIYIONUX JIAOOPaTOPHBIX
pador.

IHopsinok BbINOIHEHHS PadOThI

1. YcranoBka Oracle VM virtual box
3amyckaeM ycraHoBHK VirtualBox-4.3.14-95030-Win.exe. JKmem pnanee, moka He
HaYHETCs MTPOLECC YCTaHOBKH.
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%) Oracle VM VirtualBox 4.3.14 Setup

Wizard

Setup Wizard.

Version 4.3.14

Welcome to the Oracle VM
VirtualBox 4.3.14 Setup

The Setup Wizard will install Oracle VM VirtualBox 4.3.14 on
your computer, Click Next to continue or Cancel to exit the

[ Next > ] [ Cancel ]

El Oracle VM VirtualBox 4.3.14 Setup

Custom Setup

Select the way you want features to be installed.

Please choose from the options below:

[V] Create a shortcut on the desktop

[] create a shortcut in the Quick Launch Bar

[V] Register file associations

Version 4.3.14 [ < Back ][ Next > ] [ Cancel

15! Oracle VM VirtualBox 4.3.14 Setup

Custom Setup
Select the way you want features to be installed.

Click on the icons in the tree below to change the way features will be installed.

VirtualBox USB Support
VirtualBox Networking
~ | VirtualBox Bridge:
E ~ | VirtualBox Host-C
. E'I VirtualBox Python 2,x Su

< | I | »

Location: C:\Program Files\Oracle\VirtualBox\

Oracle VM VirtualBox 4.3.14
application.

This feature requires 161MB on
your hard drive. Ithas 3 of 3
subfeatures selected. The
subfeatures require 812KB on yo...

Version 4.3.14 (DiskUsage] [ < Back ][ Next > ]

[ Cancel ]

1% Oracle VM VirtualBox 4.3.14

Warning:

Version 4.3.14

Network Interfaces

Installing the Oracle VM VirtualBox 4.3.14 Networking
feature will reset your network connection and temporarily
disconnect you from the network.

Proceed with installation now?

[ Yes ] [ No

"4 Oracle VM VirtualBox 4.3.14 Setup

Ready to Install

The Setup Wizard is ready to begin the Custom installation.

Click Install to begin the installation. If you want to review or change any of your
installation settings, dick Back. Click Cancel to exit the wizard.

Version 4.3.14

< Back ][ Install J [ Cancel ]

Ha Bompoc B nosiBuBIIEMCs] OKHE OTBedaeM install.
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jﬁ-‘ Oracle VM VirtualBox 4.3.14 Setup

Oracle VM VirtualBox 4.3.14
installation is complete.

Click the Finish button to exit the Setup Wizard.
[57] Windows Security =

H H H 1 ?
Would you like to install this device software? ] Start Oradle VM VirtualBox 4.3. 14 after installation

Name: Oracle Corporation Universal Serial Bus ...
> 4 Publisher: Oracle Corporation

[¥] Always trust software from "Oracle Corporation”. Install ][ Don't Install ]

‘jj‘ You should only install driver software from publishers you trust. How can I decide
which device software is safe to install? Version 4.3.14 Back Finish Cance

2. Hactpoiika VirtualBox. 3amyckaem
IpOrpaMMmy.
3§ Oracle VM VirtualBox Manager o)==

File Machine Help

iscard

Welcome to VirtualBox!

The left part of this window is a list of all virtual machines on your computer. The list is empty now because you haven't
created any virtual machines yet. . —

In order to reate a new virtual machine, press the New button in the main tool bar located £+ \
at the top of the window. A =
.
You can press the F1 key to get instant help, or visit www.virtualbox.org for the latest -4
information and news. ;!’
SN~
N7

=

[Tepexonum B HacTpoiiku nporpammsl: File->Preferences (Paiin->Hactpoiikn).

B Hactpoiikax Ha Bkiagke General (OOmiue) BeIOMpaeM Manky Ajs XpaHeHHsI BUPTYaJIbHBIX
MaIIMH.

3

& VirtualBox - Settings o=

General General
Input
Update Default Machine Folder: ) d:\VMs v
Language VRDP Authentication Library:  [&] vBoxAuth v
Display

Network

Extensions

BElcEeaE@m

Proxy

[ OK ][ Cancel H Help

Ha Bknagke Input (BBox) HU4ero He U3MEHsEM.



Ha Bxnaake Update (OGHOBIEHUS) BBIKIIIOUYaeM MPOBEPKY 0OHOBICHHI. Ham He 0coOeHHO
Ba)KHBI OOHOBJICHUS!, KOTOPBIE OyIyT MPUXOTUTh.

Ha Bxrnanke Language (S13b1k) BEIOUpaeM sI3bIK.

3] Input
& Update
@ Language
Display
@ Network
D Extensions
Proxy

d’ VirtualBox - Settings
9

@ General

Update

[] check for Updates

(o J[ cona J[ H

ses and Pre-Releases

,@, General
m Input

@ Update
@ Language
Display
@ Network
D Extensions
Proxy

] | ¢ virtualBex - Settings

9
Language

Interface Languages
Default
English (built-in)
Bahasa Indonesia
Catala
Catala (valencia)
Ceitina
Dansk
Deutsch
Fsnafinl

ok |[ cance |[

Huuero ne nusmensiem Ha Bkiagke Display.

Ha Bkiagke Network (Cets) nepexoaum Ha Bkiiagky Host-only Networks (Buptyanbabie

CeTH X0CTa) M OTKpbIBacM Hactpoiiku VirtualBox Host-Only Ethernet Adapter.

¢ VirtualBox - Settings @
=l General Network
@ Input " :
&) Update ..____WNE etnoris [ s
VirtualBox Host-Only Ethernet Adapter
@L y P
ANGUAGE | | o ————— =
Display &
Egl? Network
D Extensions
Proxy
[ ok ][ concel || Hep |

B mactpoiikax cereBoro amantepa cmoTpum I[P aapec xocta m Macky ceTu (BKJIaaka
Adapter), a Tak e Hactpoiiku DHCP cepgepa (Bkinaaka DHCP Server).
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& Host-only Network Details 2=

Adapter DHCP Server

IPv4 Address:  192,168.56.1
IPv4 Network Mask: 255.255.2!!.!!
Ermer—

IPv6 Address:

IPv6 Network Mask Length:

] [ Cancel ]

g

f i—lost-only ﬁetwo;k Details 2|

DHCP Server

[¥] Enable Server
Server Address: 192, 168.56.100

3

Server Mask: 255,255.255.0

Lower Address Bound: 192, 168.56.101

Upper Address Bound: 192, 168.56.254

[ OK ][ Cancel ]

Ha Bxmagkax Extensions u Proxy Huuero He nusmensem u HaxxumaeMm kHonky OK. basosbie

HACTPONKHU BBITOJIHEHBI.
3. Co3naHue BUPTYaJIbHOM MAalIMHBI ¢ onepanuoHHoii cuctemoii Windows Server 2008.

Haxknmaem knonky New MW  pa mamenw ymopaBieHHS WIH BBIOMpacM B MEHIO:
y

Machine>new.

B nmanoroBoM OKHE CO37aHMSi MalIMHBI BBOAMM HMMs MammuHBL (Servl), BeiOMpaem
CEeMEHCTBO OMNEepallMOHHBIX cucTeM ( B HameM ciydae 3To Microsoft Windows) u Bepcuto:

Windows 2008.

Colms

u Create Virtual Machine

Name and operating system

Please choose a descriptive name for the new virtual machine and select the
type of operating system you intend to install on it. The name you choose will
be used throughout VirtualBox to identify this machine.

Name: win2008|

Type: [Microsoft Windows v] "

Version: [Windows 2008 v ]

Hide Description]L Next ][ Cancel
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Haxxumaewm naiee.

Bribupaem o6vem O3V (512 MO, moxxkHo Oonbine.). Haxnumaem nanee.

B  nosBuBmemcs

@ Create a virtual hard drive now

Tun AUCKa OCTaBJIsIEM l'IO‘ VMOJ'I‘I&HPIIQ
Storage on physical hard drive

B oxne

OKHE€ JIA BI)I60pa KECTKOT'O JUCKa

u Haxxumaem Create.

(=]

@ Create Virtual Machine

Hard drive

If you wish you can add a virtual hard drive to the new machine. You can
either create a new hard drive file or select one from the list or from another
location using the folder icon.

If you need a more complex storage set-up you can skip this step and make
the changes to the machine settings once the machine is created.

The recommended size of the hard drive is 25.00 GB.
) Do not add a virtual hard drive

@ Create a virtual hard drive now

(7) Use an existing virtual hard drive file

Empty Y

[ Create ]l Cancel J

@ VDI (VirtualBox Disk Image)

BBI6I/IpaCM IIYHKT

BBIOMpaeM

. Haxxumaewm nanee.
@ Dynamically allocated

MYHKT

9TOOBI MECTO oA AUCK BBIACIIATIOCH IO MCPC HAIIOJHCHUSA OUCKA, 4 HEC BCC Cpasy. Haxumaem

naiee.

Pazmernienue aricka ocTaBisieM Mo YMOJTYaHHUIO, pa3Mep ykasbsiBaeMm okoiio 20 I'0.

Bce quck roros! Mammna toxe! ©

CO3,I[&HH3,5I BUPTYaAJIbHAA MallliHA 6yz[eT BUJIHA B I'NTABHOM OKHE ITPUJIOKCHUS.

-

\’) Oracle VM VirtualBox Manager

@ & 9

New | Settings Start

=l General = Preview

Name: win2008
Operating System:  Windows 2008

@ st

lame:
m System
Base Memory: 512MB =
Boot Order: Floppy, CD/DVD, Hard Disk win 2008
Acceleration:  VT-x/AMD-V, Nested Paging

Display

Video Memory: 27MB
Remote Desktop Server: Disabled
Video Capture: Disabled

Storage

Controller: IDE
IDE Secondary Master: [CD/DVD] Empty
Controller: SATA
SATA Port 0: Win2008.vdi (Normal, 25.00 GB)

7 Audio

Host Driver:  Windows DirectSound
Controller:  Intel HD Audio

=

Create a new virtual machine

===

1

Teneps HEOOXOIUMO €€ HACTPOUTH!
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4. Hactpoiika BUPTYaJbHOIi MAIIMHBI.

ITepexoauMm B HACTpOMKHU. {7151 3TOr0 HAXKMMAEM KHOIIKY

w

Settings

78

Ha IMaHCJIN YIIPaBJICHUA.

B okne HacTpoek Ha Bkiaake Storage (Hocurenun) ctaBum 06pa3 OC B mpuBOJT BUPTyaTbHOU

IDE Secondary Master v | (%)

[7] Live coovD.

Image
1.89GB
F:Vporpanei\OnepaLyionHbie C..

][ concel |[ hHep |

MAalllnuHBI:
€3 Win2008 - Settings (=2 )] | ') win2008 - Settings
g Genpea) | Storage |E General storage
System
b Storage Tree Attributes ‘ 5);‘“"‘ e —
Storage il e | o Orve: (DS Seeneiis) G ‘ e @ Controller: IDE ‘ CD/DVD Drive:
B C— e i |
udio _windows_server_2008 ¢
@ Network & Controller: SATA Information % Audio & T — |
e_ o B win2008.vdi Type: — B Network B wzss o
@D seial pors S & Serial Ports v : Size:
& use Loatons use Location:
[ Shared Folders Atadecils £ Attached to:
[ Shared Folders
2l TEe
[ ok ][ concel |[ Hep | =
Ha Bkiagke Network (CeTb) HacTpouM ceTeBOi HHTEpQEIiC.
{53 Win2008 - Settings 2|2
E General Network
m System ; =
Display Adepter 1 | Adapter2 | Adapter3 | Adapters |
Storage [¥] Enable Network Adapter
B Audio Attached to: |Host-only Adapter ¥
o e YOO . oo =
@ Serial Ports ¥ Advanced
& uss Adapter Type: (Intel PRO/1000 MT Desktop (82540EM) -]
[ Shared Folders Promiscuous Mode: [Deny v]
MAC Address: 08002751B84A @
[¥] cable Connected
[ ok [ cancel |[ hep |

Haxumaem OK.

MaI_HI/IHy MO’KHO 3aI1yCKaTb

5. 3anyck BUpPTyaJbHOW MamMHbl U yctaHoBka OC.
3amyckaeM CO3/1aHHYIO0 BUPTYajbHYIO MalinHy U ycraHaBinuaeM OC MS Windows Server
2008. 6. YcTaHOBKa rocTeBbIX /10N0JTHEHMIA.

VirtualBox Guest Additions — KOMIUIEKT MPOrpaMMHOTO 0OECIICUCHUS, yCTaHABIMBACMBbIit

B F'OCTEBYIO OIEPAIIOHHYIO CUCTEMY M PACIIUPSIOMINNA €€ BO3MOKHOCTH IO B3aUMOJAECUCTBUIO C

CHCTEMOU BUPTYyaIu3alluu U XOCT-CUCTEMOM.



@ win2008 [Running] - Oracle VM VirtualBox

[ Devices | Help

Machine View

]

Recyde Bin

CD/DVD Devices

USB Devices

Shared Clipboard
Drag'n'Drop

Network Settings...
Shared Folders Settings...

Remote Display

i@ §EEOERE

Video Capture

B

Insert the Guest Additions disk file into the virtual drive

Insert Guest Additions CD image...

{m) 3:22PM
BE @& @ | @ @Frohtcy
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win2008 [Running] - Oracle VM VirtualBox i“ﬂ |£

Machine Vi

¥ CD Drive (D:) VirtualBox Guest Additions - lﬂl_x

(K) [V~ Computer + €D Drive (D) VirtualBox Guest Additions
Fle Edt View Toos Help

Organize v iZViews v | | Open @
Favorite Links Name « | v| Date modified | -| Type I v| Size | v| Tags | vl
Ju 328it 12/18/2013 8:51... File Folder
[E/ bocuments | 64Bit 12/18/2013 8:51... File Folder
E Pictures Ju cert 12/18/2013 8:51... File Folder
p Music . 052 12/18/2013 8:51... File Folder
More » 4 | AUTORUN 10/8/20138:30 AM  Setup Information 1KB
|_|autorun.sh 12/18/2013 8:44... SHFile 7KB
Folders + | L_lrunasroot.sh 12/18/20138:44... SHFile 6KB
|| VBoxLinuxAdditions.run 12/18/2013 8:47... RUNFile 9,440 KB
B Desktop || vBoxSolarisAdditions.pkg 12/18/2013 PKG File 20,233KB

n Administrator . VBoxWindowsAdditions
Ju Public V2 yBox\WindowsAdditions-amdé4 12/18/2013 8:43... Application 16,405 KB
1% Computer W% VBoxWindowsAdditions-x86 12/18/2013 8:35... Application 10,155K8
ﬁ. Local Disk (C:)
W* CD Drive (D:) VirtualBox
) 3%t
Ju 64Bit

rart

% Oracle VM VirtualBox Guest Additions 4.3.6 Setup i =101 %]  Oradle VM VirtualBox Guest Additions 4.3.6 Setup =

Choose Install Location
C?%:se the folder in which to install Oracle VM VirtualBox Guest Additions 4.3.6.

Welcome to the Oracle VM
VirtualBox Guest Additions 4.3.6
Setup Wizard

& b
Ix

Setup will install Oracle VM VirtualBox Guest Additions 4.3.6 in the following folder, To installin
This wizard will guide you through the installation of Oracle a different folder, click Browse and select another folder. Click Next to continue.
VM VirtualBox Guest Additions 4.3.6.

Itis recommended that you close all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

C:\Program Files\Orade \VirtualBox Guest Additions| Browse... I

Space required: 448.0KB
Space available: 18,568

Click Next to continue. ”"

VirtualBax Windows Additions 4,3.6

Cancel | < Back I Next > I Cancel I

% Oracle VM VirtualBox Guest Additions 4.3.6 Setu =|0] X S =
S e =iEld ¥ Orade VM VirtualBox Guest Additions 4.3.6 Setup o ] S

Choose Components <, i
v Y] Inst <,
Choose which features of Oracle VM VirtualBox Guest Additions 4.3.6 you want to . " o ~‘
install, = Pleas@wait while Oracle YM VirtualBox Guest Additions 4.3.6 is being installed. N
] Security 1 x|
Check the components you want to install and uncheck the components you don't want to
install. Click Install to start the installation. Would you like to install this device software?
; i ;la;x_e:hOrage Clorgoratio;ASystem devices
Select components to install: VirtualBox Guest Addition ISkl S fiGisher OracleCorporation
Positiafi your mouse.
[ Direct3D Support Experin |\ gyer & companert ta
see ts description,
™ Always trust software from "Oracle C ion”. Install | Don't Install I
@ You should only install driver software from publishers you trust. How can I decide
which device software is safe to install?

Space required: 448.0KB

TSTEMMg QUESTaTTver
Executing: "C:\Program Files\Oracle \VirtualBox Guest Additions\VBoxDrvInst.exe” dri... j

< | =

VirbualBox Windows Additions 4.3,6 : :
YirtualBox Windaws Additions 4.3.6

< I I
Bk Lol Soncel I < Back fext > I Gancel I

[Tepesamyckaem cuctemy!

7. Co31aHue CHUMKOB
Mamuna ckoHdurypupoBana. CrmemaeM CHUMOK €€ COCTOsiHHS (cHAmmior). st 3Toro
MEePEeX0IMM B KOHCOJb YIIPaBJICHUS MalllMHaMH. BKi1agka CHAMIIOTHIL.



le VM VirtualBox Manager

| File Machine Help

w9

New Settings Show Discard

IS ClientBank (Cv..) |[@ (@ @) @1 E
@:owe:ledopf '535 |}$‘I3 |gd Lél

{23 Details Snapshots

M , [] Current State
]. @ Powered Off

. JF win2008
[ | Paused

JlemaeM CHUMOK.

File Machine Help

e sV

New Settings Show Discard

\ ClientBank (CH...)
@ Powered Off

3§ Take Snapshot of Virtual Machine

{23 Details

(&) Snapshots

S i f ;4" Snapshot Name
@ Powersd off configured

m " dF win2008 ernoretription
I'| Paused

tra-ta-ta|

CHHUMOK T'OTOB.

File Machine Help

o %P9

New Settings Show Dnscard

4 clientBank (CH...) =4 A @A | Bl
@Powerned OFF Sl 15«\51 & &

Snapshots (1)

' e [§} configured (5 seconds ago)
‘ﬁ @ Powered Off W“;‘;‘”

" win2008 (confi...)
en: | | Paused

CoBeT: CHUMKM KeJIaTeIIbHO ACJIaTh NCPEa KaKAbIM CEPHLE3HBIM U3MCHCHUCM MallIMHBI.

8. BakanupoBaHne BUPTYaIbHOI MAaIIMHBI (3KCIIOPT)

OcTaHaBirMBaeM BHPTYaJbHYI0 MAalIMHYy. B MEHI0O KOHCOIM yIpaBiIEHUS BUPTYalbHBIMU

mammHamMu ~ BblOupaeMm:  File->ExportAppliance (®aitn->Dkcnopt

MNOABHUBIICMCA OKHE BLI6I/IpaCM HYXHYIO MalllMHYy.

KoHurypamnuii). B
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Machine  Help

@ B 9

(2 [

| &

(@J Snapshots (1)
New Settings Start

e ) Export Virtual Appliance
Cli (Cn. -

@ Powered Off

g

Virtual machines to export
Y ®JH winxe
i “ﬁ @ Powered Off

Please select the virtual machines that should be added to the appliance. You can select

more than one. Please note that these machines have to be turned off before they can be
exported.

ClientBank

WinX|

pide Description] [ Next | [ Cancel |

A

Bribupaem ¢aiin, B KOTOpBIN OyA€T 3KCIIOPTUPOBATHCS MalluHa, U popmar Qaiina:

@ Export Virtual Appliance

Storage settings
Please choose a filename to export the OVF/OVA to.

If you use an ova extension, then all the files will be combined into one Open Virtualization
I Format Archive.

If you use an ovfextension, several files will be written separately.

Other extensions are not allowed.

File: C:\Users\Admin\Documents\win2008.ova

Format: . v ]

[ write

[ Next J[ concel |

3anoHsAeM CBOWCTBa M HakuMaeM Export.

o —— e

=

s is the descriptive information which will be added to the virtual
w Exporting Appliance ..: Export appliance 'e:\VirtualMach...

Exporting to disk image "'win2008-disk1.vmdk' ... (2/2)

| | 0% X

Knem okoH4YaHMS. DKCHOPT BUPTYaTbHON MAalINHBI BBIMOIHEH.



| |

1A oall MNUEas J

5 | ve:\VirtualMachines\" *
5
Vima

. WEE LIS ETRLILA W P

y.iay s

Tun Pasmey

9. PazBéprriBanue 63kana (MmmnopT)

B MEHIO

KOHCOJIHN

ﬁ [-]

|_J [Client Bank]
4] [Share]

[_] [win2008]
[ [WinXP]

% win2008

YHpaBJICHUA

BUTPYaJIbHBIMU

<IMankz
<[Mankz
<[Mankz
<[Mankz
<[Mankz
avh26 005 24

MalllMHaMH

BBIOMpACM:
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File>ImportAppliance (Paitn->Mmnopt koHpurypauuii). B nosiBuBmemcst okHe BeiOupaem O3Kart.

@ B 5

| Vz06paxenns
.J) Mysbika

m

1% Komnstotep

ol ~
£, Noxanshsiii anek

== MokankHRil auck

.\-

| X
Snapshots (1) Enpas:
New  Settings Start \J Import Virtual Appliance
ClientBank (CH. =
Ri74 @ PoweredOff| | Appliance to import i
\
VirtualBox currently supports importing appliances saved in the Open Virtualization Format
(OVF). To continue, select the file to import below.
SRSy
- TAY
K
ﬁ
-
8§ Please choose a virtual appliance file to import
@uvl » Komnetotep » JlokaneHbiid guck (E:) » VirtualMachines » v ‘ 5 ' ' Hodax VirtiotMachine yel \
¥nopagouute ¥ Hosasa nanka il f@)
| Hepasnme mecta ms [ata usmeHeHns Tun Pasmep
Bl PaBouwii cton
ClientBank 15.09.2014 12:06 Manka c daitnamu
i . Share 10.06.2014 15:30 Manka c daitnamm
4/ bubnunotekn
dE B win2008 15.09.2014 12:46 Manka ¢ painamn
naeo
3 1 i WinXP 19.05.2014 7:38 Manka c painamm
=| JokymenTbl
=gk | %@ win2008 15.09.2014 13:01 Open Virtualizatio.,, 2 466 802 Kb }

W3meHsieM MMs MaIlIMHBL, IPOBEPSEM CBOWMCTBA M HAKUMaeM import. Y cTaHaBiuBaeM ¢uiar
Reinitializethemacaddressofallnetworkcards B cimyuae, eciu Mbl TakuM 00pa3oM KJIOHHpYEM
MaIlluHBI.

CoBer: B ciyuyae KIOHMPOBAaHUS CYIIECTBYIOUIEW BUPTyaJbHOM MAalIUHBI JUISI HEE
HE00XO0IMMO CO03/1aTh CBOM COOCTBEHHBINH yHUKaIbHBIH MAC-aapec, KOTOpBIH OyAeT oTiIuyaTbes
OT aJipeca OpUrHHAIbHOM MAIlWHBI.



@ Import Virtual Appliance

Appliance settings

These are the virtual machines contained in the appliance and the suggested settings of the
imported VirtualBox machines. You can change many of the properties shown by double-
dlicking on the items and disable others using the check boxes below.

Description Configuration o
Virtual System 1
&2 Name win2008_1 1
B Guest 05 Type B4l Windows 2008 e
{d cru 1
E ram 512 MB
&) pvD
(¥ USB Controller >

[7] Reinitialize the MAC address of all network cards

[Reshore Defaults][ Import J[ Cancel ]

>K)16M OKOHYaHHA ITpouccca, HOBAas MallliHa roToBa.

JloToJTHUTEIbHAS JIUTEPATypa

http://www.virtualbox.org/manual/ch01.html| — manyan Oracle VirtualBox
http://wwwe.slideshare.net/puahhlss/virtualbox-step-by-step-guide — ycTanoBKka 1 HacTpo¥Ka

Oracle VirtualBox http://bagrat-oraclevmvirtualbox.blogspot.com/ — co3ganne mamuHbl |
nobasieHne oomeit

manku http://www.arvydas.co.uk/2011/02/forwarding-usb-devices-on-oracle-virtualbox/

HacTpoiika mepeHanpasinenuss USB-ycrpoiicts  http://rus-linux.net/MyLDP/vm/VirtualBox-
networking.html - HemHoro o Hactpoiike cereii
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3.3 JladopaTopHasi padora Ne 3 HacTpoiika ceTeBbIX NOAKIIOYEHUI

eab padoTsl

W3ydyenue mNpPUHLIMIIOB HACTPOWKHM CETEBBIX MOJKIIOUEHHH U KOH(QUTYPUPOBAHUS

[Panpecos (Ha npumepe OC Windows). Co3ganue mpocTeiiiieli T0KalTbHOW CEeTH.

Mertoanueckue ykazanus 1.
Hacrpoiika ceTeBbIX CBOWCTB KJIMEHTA

Omnepanuonnas cucrema Windows Server 2008 BrirodaeT ABE OCHOBHBIE O00JIACTH
KOH(HUTYPUPOBAHHS CETEBBIX CBOWCTB KJIMEHTA:

1) Lentp ynpasnenus cetsimu u oomum nocrynom (Network and Sharing
Center);

2)  Ceresoie moaxatouenus (Network Connections).

1.1 IlenTp ynpaBjeHHsA CeTAMH M O0LIUM JOCTYIIOM

LleHTp ympaBieHUs CETIMH U OOILIUM JOCTYIIOM — OCHOBHOE CPEJCTBO KOHPUTYPUPOBAHUS
ceteit ¢ OC Windows. OTKpBITh €ro MOKHO pa3HbIMU ciocobamu. Hampumep, B Mento [1yck
(Start) menkHyTh MpaBoit KHOMKOW MbIH d1eMeHT CeTh (Network) u BeiOpats CBolCTBa
(Properties).

LlenTp ympaBieHHs] CeTIMH U OOIIMM JOCTYIIOM MOXHO TaKXe OTKPBITh M3 TaHEeH

ynpasneHusi, BioOpaB snemenT Cetb u MuTtepHer (Network And Internet) u cooTBeTCTBYIOIIYIO
CCBUIKY.

&5 Network and Sharing Center =18 x|
’G\ D L+ Network and Sharing Center v 1&'321 I:f: - @
File Edit View Tools Help
\9\;
Tasks Network and Sharing Center
View computers and devices View full map
Connect to a network -
Set up a connection or network 1 L LI : ap k -]
. - —%g
Manage network connections ) p —
BELOVA Unidentified network Internet
Diagnose and repair (This computer)
5' Unidentified network (Public network) Customize
Access Local only
Connection Z View
Local Area Connection PR

E1) Sharing and Discovery

See also

Network discovery © Off j
Internet Options
File sharing © off
Windows Firewall I g _vJ
Public folder sharing © Off VI L‘
g-vstartl J h H I =) shutdown ... I =l Initial Confi... ” L% Network a... J RU Hg;" i) m¥ (s 20:50

LenTp ymnpaBiaeHus CETSIMH U OOLIUM JOCTYIIOM MOYXHO HCIIOJIb30BaTh JJIsi BBHITIOTHEHUS
TaKUX Ollepaluid, KaKk BBIOOpP CETEBOTO pa3MEMICHHS, MPOCMOTP CETeBOM KapThl, HACTPOIKa
cereBoro oOHapyxeHusi (Network Discovery), HacTpoiika oOmiero jgoctyna kK daitiaMm u
MPUHTEPAM, a TAKXE MPOCMOTP COCTOSHHSI CETEBBIX IMOJKIIOUYCHHA. DTH MHOTOYHCICHHBIC
CBOICTBA ONMCAHBI HIXKE.
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m CereBoe pazmemnienue (Network Location).9ToT mapameTp 3a1aeTcs 11 KOMIIBIOTEPOB
Windows Vista u Windows Server 2008. BceM kiueHTaM ¢ 3TUMH OTICPAlIMOHHBIMU CHCTEMaMH

HA3HAYACTCS OJHO M3 CICAYIOIIMX CeTeBbIX pasmemnicHuii: OomecrBennoe (Public), YacTtHoe
(Private) u Jomen (Domain). 3aTeM B COOTBETCTBHH C BBIOPAHHBIM CETEBBIM Pa3MEIICHHEM
ABTOMATUYECKU BKITFOYAIOTCS WM OTKJIIOYAIOTCS Pa3IMuHbIe CETEBbIE CBOMCTBRA.

BHUMAHMUE! I1o yMo14aHHI0 /ISl BCeX KJIMEHTOB HA3HAYaeTcsl 001eCTBEeHHOe
ceTeBOe pa3MelleHue.

Ha kommbloTepe, pa3MenieHHOM B OOIIECTBEHHOM ceTH, BKIOUeH OpanmMaysp Windows
(Windows Firewall) u oTkirouensl cereBoe ooHapyskenue (Network Discovery), o0muii moctyn k
daiinam u npuHTEpaMm, a TaKke cereBas kapra (Network Map).

Ecnu BeIOpaTh U1 KOMIBIOTEpA YacTHOE ceTeBoe pasmerienue (Private), OyayT BKIIOYEHBI
cereBoe oOHapyKeHue U cereBast KapTa. [1o ymoauanuio oOumii JoCTyn K (haitiaM OTKII0OYEH, HO,
B OTJIMYHME OT OOIIECTBEHHBIX CeTel, oOmMi JoCTym K (haiimaM Ha OTHEIBHOM KOMIIBIOTEpE B
YaCTHOW CETH MOYKHO BKJIFOUUTH, HE H3MEHSS ITAPaMETPhI 10 YMOJIYAaHHUIO [T BCEX KOMITBIOTEPOB,
KOTOPBIM HAa3HAYEHO YACTHOE CETEBOE pa3MelleHUE.

Ecnmu koMmmbploTep mnpucoelMHEH K JIOMEHY CiyxObl karamoroB Active Directory,
CYILIECTBYIOIIEH ceTu OyJeT aBTOMAaTHYECKHM HAa3HAUYEH THUIl CETEeBOro pasmereHus JlomeH
(Domain). /IoMeHHBIH THIT CETEBOTO pa3MEUICHHs aHAJIOTHYEH YACTHOMY, 32 UCKIIFOUEHUEM TOTO,
4TO B IOMEeHE KoHUrypauus Opannamayspa Windows, ceTeBoro oOHapy»KeHUsI U CETEBOU KapThbl
OTIpEeeIIAETCS TPYIIOBOI MOTUTUKOM.

m CereBas kaprta (Network Map). [lo3Bosisier BUsieTh yCTpOHMCTBA B JIOKAJIBHOM CETH, a
TaKXe CXeMy WX MMOJAKIIOYCHUs APYT K Apyry u UHTepHeTy.

CereBast kKapTa OCHOBaHa Ha ()YHKLMOHAJIBHOCTH ABYX KOMIIOHEHTOB.
-  Komnonent Link Layer Topology Discovery (LLTD) Mapper 3ampammBaeTr B CeTH
YCTPOWCTBA [T BKIIFOYCHUS UX B KapTy.
- Kowmmnonent Otseuatomiee ycrpoiictBo LLTD (LLTD Responder) orBeuaer Ha 3ampocsl
komnoHenta LLTD Mapper.
[Tpu BeIGOpE mpoduis nomeHa (Domain) ceTeBas KapTa 10 yMOJTYAHHIO OTKIIIOYAETCs, HO
€€ MOKHO BKJIFOUMTbH CPEJCTBAMU TPYIIOBOM IMOJIUTHKH.
m O0mwmii_pgocryn k daiinam (File Sharing). I[lpu BxitoueHHu 3TOro KOMIIOHEHTA
opanamaysp Windows 1mo3BoJisieT OOBIYHBIM TTOJIB30BATENISIM Ha3HAYATh OO TOCTYII K (haiiam
U MarKaMm B CBOMX MPOMUIIAX, TO €CTh B Mankax katanora %systemroot%\Users\%username%.

AJMMHHCTpATOpPBl MOTYT Ha3HauaThb OOIMI gocTynm K Jo0oMy ¢aily M Mamke Ha
KOMIIBIOTEPE.

m_O0mwmii gocryn Kk o0mmm nankam (Public Folder Sharing). IIpu BkitoueHuu 3Toro
KOMITOHEHTa Oyner aBTOMAaTUYECKU Ha3Ha4YeH o0umit  goctyn K nanke
%systemroot%\Users\Public u pa3periien o0mmuii 10cTy K (aiiaam.

m_Hcnoab3oBanue 00mux npuntepoB (Printer Sharing). Ilpu BkitoueHuM 5TOrO
KOMIIOHEHTa pa3pemaercs OOMMH JOCTYNl K IPHHTEPaM, YCTAaHOBJIEHHBIM Ha JIOKaJbHOM
KOMITbIOTEpE, C TeM 4TOOBI YTOOBI 3TH MPUHTEPHI MOTJIM UCIOJIB30BaTh JIPyrue KOMIbIOTEPHI B
cetu. [Ipu BBIOOpE JaHHOTO KOMIOHEHTAa aBTOMAaTHYECKU BKJIIOYAETCs OOLIMI JOCTy K (aitiam.

m_OOmmii_gocrtyn ¢ mnapoabHoii 3amurtoii (Password Protected Sharing). Otor
KOMIIOHEHT JOCTYNEH JHIIb Ha KOMIIbIOTE€paxX, HE MPUCOEIMHEHHBIX K JoMeHy. [lpu ero

BKJIIOUEHUU JIOCTYIl K OOMIMM pecypcaM MOTYT TMOJy4daTb TOJIbKO IIOJB30BaTeNId C
JNEeNCTBUTENbHBIMHI YYETHBIMH 3alMCSIMH Ha JJOKAJIbHOM KOMITbIOTEpE.
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1.2 CeTeBble NOAKJIIOYECHUSA

Omnepaunonnas cuctema Windows aBTOMaTH4eckd OOHapy»KMBaeT U KOH(MUTypupyeT
MOJIKJIFOUEHUSI CETEBbIX aJalTepOB, YCTAHOBJIICHHBIX HAa JIOKAIBHOM KOMIIbIOTEpE. 3aTeM 3TH
noAKIIOUeHUs1 oToOpakaroTcst B okHe CereBbie moakiatoueHus (Network Connections) BmMecte ¢
JIPYTUMH TOJKIIOYCHHUSIMH, TAKUMH KaK KOMMYTHUPYEMbIE COCIUHEHHS, KOTOpbIe JOOABISIOTCS
BPYYHYIO C TIOMOIIBIO CCHUIKM Y cTaHoBKa mojkitoueHus uian cetu (Set Up A Connection Or
Network) B LlenTpe yrpaBiaeHus CETIMH U OOIIMM JIOCTYTIOM.

Oxno CereBbie mnoaxmoueHust (Network Connections) MOMXHO OTKpPBITh pPa3HBIMU
cnocobamu. Hanpumep, BeIOpaTh B aAucneTuepe cepsepa caMm ysen Jucneruep cepsepa (Server
Manager) u menkHyTh cchuiky OToOpa3uth ceteBbie noaximoueHus (View Network Connections).
Take MoxHO menkHyTh omuuio Hactpouts cers (Configure Networking) B okne 3amaum
HavanbHOM HacTpoiiku (Initial Configuration Tasks). B LlenTpe ynpaBieHus ceTssiMu ¥ OOIIUM
noctyniom (Network AndSharing Center) MOXXHO IIENKHYTh CCBUIKY YIpPaBJICHHE CETEBBIMU
nonkmoueHusiMu (Manage Network Connections). M, HakOHeIl, MOXXHO BBECTH B KOMAaHJIHYIO
CTpOKy, B mojie HauaTte mowuck (Start Search) wim okHo Beimmonauts (Run) komanay ncpa.cpl mim
controlnetconnections.

IIpocMOTP KOMIIOHEHTOB 110 YMOJIYAHHIO /ISl CETEBBIX MOAKII0OYECHH I

Camu mno cebe MOAKIIOYEHHS HE MO3BOJIAIOT CETEBBIM XOCTaM  OCYLIECTBIIATH
KOMMYHHUKAIIMH. BO3MOXHOCTh OCYIIECTBICHUS KOMMYHHUKAIMi O00ECIeUYMBAIOT CETEBBIC
KJIMEHTBI, CITYKOBbI M MPOTOKOJIBI, KOTOPbIE MPHUBSA3aHbl K moakmoueHusM. Ha Bkimanke OOmme
(General) okHa CBOWCTB MOAKIIOUEHHS TOKA3aHBI KIIMEHTHI, CITY>KOBI i TPOTOKOJIBI, TIPUBS3aHHBIC
K 9TOMY MOJKIIIOUYEHHIO.

x| =181
S )\ 7) E’v - Control Panel ~ Ne  Neyiorcing l {'/-_.‘J
ERCRN U CHN COO Sk e Connect using:
Organize v Views v XK I & Intel(R) PRO/1000 MT Desktop Adapter (2]
Name ~| Status ~|_Device Name Phone ... |~
LAN or High-Speed Internet (1)
= This connection uses the following items:
| Local Area Connection e
*g U?,fgenﬁ%:d zg::or;?n Client for Microsoft Networks

@ Intel(R) PRO/1000 MT De... ™ = QoS Packet Scheduler

™ @File and Printer Sharing for Microsoft Networks

. |ntemet Protocol Version 6 (TCP/IPv6)

V] .4 Intemet Protocol Version 4 (TCP/IPv4)

¥l .a. Link-Layer Topology Discovery Mapper /0 Driver
-4 Link-Layer Topology Discovery Responder

&

KK

Install... Uninstall Properties

— Description
Allows your computer to access resources on a Microsoft
network.

ok | Cancel |
Orstart| | 3 M | [B) shutdown... | 3 mitiel Con... || [ 2 windo.- | RU|[Z¥¢ @ 20:59

Ha PUCYHKC IMOKA3aHbI KOMIIOHCHTEI, YCTAHOBJICHHBIC 110 YMOJYAHUTO IJIS IMTOAKIFOYCHUS 110
JIOKAJIbHOM Ce€TH. YCTaHOBIIEHHBIE BO3JIE KOMIIOHEHTOB (I)J'Ia)KKI/I YKa3bIBaOT, 4YTO OTHU
KOMITOHCHTHI ITPUBA3AaHBI K IMTOAKIFOYCHULO.
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IIpocMOTp TONOJHUTENBHBIX MAPAMETPOB MOAKJII0OYEHH i

Yr1oObl TPOCMOTPETH JOTIOJTHUTEIBHBIC TAPaMETPhI MOIKIFOUYCHUI, HEOOX0AUMO OTKPBITH
okHo Cereble noakmoueHust (Network Connections) u B MeHwo JlonomuurensHo (Advanced)
BeIOpaTh omiuio JlomonnuTensHbie mapamerpsl (Advanced Settings).

88

B muanoroBom okne JomomnutensHbie mapameTpbl (Advanced Settings) oroOpaxkaercs
MOPSOK (TIPUOPUTET) KAXKIOTO MOAKIIOUEHUS. VI3MEHsIs TOPSA0K MOIKITI0YCHH Ha KOMITBIOTEpE,
MOKHO OTPEICNATh TMPUOPUTETHI PA3TUYHBIX JIOCTYMHBIX MOAKIIOYeHUN. [l Kaxmoro
MOJIKJIFOUEHUST MOYKHO TaK)K€ M3MEHUTH MOPSIOK MPHUBSI3KH UCIIOJIB3YEMBbIX CITYXO.

2. KonpurypupoBanuel P-noakiouenus

IP-koH(uUTypanus NoKIF0YeHUs COCTOUT, KaKk MUHUMYM, U3 [IPv4-anpeca u Macku nojcerw,

wn [Pv6-anpeca u npeduxca moaceru. IloMumMo 3THX MUHUMAaNBHBIX JaHHBIX [ProHUTYypanms
MOYKET BKJIIOUATh TaKWe CBEICHUS, KaKk OCHOBHOH ILTI03, anpeca DNS-cepBepa, DNS-cyddukce

u aapeca WINS-cepgepa.

Ecau nns y3J1a HE 3a1aH OCHOBHOMH IIK03, 3TOT Y3€JI HE CMOKCT NOAKIIHOYATHCA K I/IHTepHeTy

U APYT'UM KOMIIBROTEPaAM 3a MPEACIIaMH IHPOKOBCIIATCIIbBHOI'O IOMCHA. B HCKOTOPBIX CUTyalHsiIX

HaCTPOﬁKa OCHOBHOI'O IIIFO3a HE BBIITOJIHACTCA U3 0006pa>KeHm71 0€30I1aCHOCTH.

[IpocmoTtpets [P-anpeca moakiI0UeHUS MOKHO C TIOMOIIIBIO KOMaH/IbI ipconfig wim B OKHE
Ceenenus o cereBoM noakmoueHnn (Network Connection Details).

Uro0Obl OTKpBITH AuajoroBoe OKHO CBereHus o cereBoM mnoakiaroueHun (Network
Connection Details), B okne Cereble mnoaxmoueHus (Network Connections) IIeIKHATE
IIOAKJIIFOYCHUC HpaBOﬁ KHOIIKOHM MBIIIY U B KOHTEKCTHOM MEHIO BI)I6epI/IT€ KOMaHaoy Cocrosuue

(Status).3arem B okHe CocTosiHue — moAKIoUeHue 1o JiokanbHou ceT (Local Area Connection
Status) menkuure knonky Ceenenus (Details).

OTtkpoercs nuanoroBoe okHo Ceenenus o cereBoM noaxmoueHnn (Network Connection
Details), nokazaHHOe Ha HUXKECIIEAYIOIIEM PUCYHKE.

L

Organize v = Vie

Name v] Status x

LAN or High-Speed Int

"\ Local Area Conr
; Unidentified net
@¥ Intel(R) PROJIC

[’Sta.-tl | G BB

Network Connection Details

Network Connection Details:

| Property

| Value

Connection-specific DN...
Description

Physical Address

DHCP Enabled

IPv4 P Address

IPv4 Subnet Mask

Lease Obtained

Lease Expires

1Pv4 Default Gateway
IPv4 DHCP Server

IPv4 DNS Server

IPv4 WINS Server
NetBIOS over Tcpip En...
Link4ocal IPv6 Address
|Pv6 Default Gateway
IPv6 DNS Servers

Kl

Intel(R) PRO/1000 MT Desktop Adap
08-00-27-78-42-82

Yes

192.168.56.101

255.255.255.0

28 nexabpn 2014 r. 20:46:52

28 pexabpa 2014 r. 21:46:51

192.168.56.100

Yes
fe80::albe:3a3e:1750:2c0b %10

fec0:0:0fff::1%1
fec0:0:0fff::2%1

ype vl Phone ... |~
=]

j @ Shutdown...l 3

Initial Con... |

S @ 2

3 Windo..~ | RU|| &)

Kongurypanuto IP MoxkHO HacTpauBaTh Bpy4HYIO WM aBToMathyecku. [lo ymomuanuio
CETEeBbIE MOJKIIIOUYEHHS aBTOMAaTHYeCKH noiydaroT [P-agpec n angpec DNS-cepBepa ¢ moMomibro
npOmMoOKoOIa OUHAMUYECK020 Konguzypuposanus xocma DHCP (Dynamic Host Configuration

Protocol).



89

2.1 Hacrtpoiika IP-konurypanum Bpy4Hyo

OTkoHOGUTYpUPOBAaHHBIA BpPYUHYIO aJapec HA3bIBACTCS CHMAMUYECKUM, TIOCKOIbKY OH
ocTaeTcsi HeM3MEHHBIM Ja)ke Tocje Irepe3arpy3ku komibrorepa. Cratudyeckue aapeca ynoOHO
HCIIOJIB30BAaTh )11 KOHTpoJIIepoB qomeHoB, DNS-cepsepoB, DHCP-cepsepoB, WINS-cepBepos u
MapuIpyTU3aTOPOB.

Hacrpoiika Bpyunyo konpurypauuu IPv4

Crarudeckuii aipec 1 Ipyrue napameTpbl KoHburypaiuu [Pv4 MoxHO 3a1aTh 111 CETEBOTO
MOJIKJIFOUEHUS] BPYUHYIO B TMaioroBoM okHe CpoicTBa. UTOOBI OTKPBITH ATO IUAJIOrOBOE OKHO,
OTKPOMNTE CBOICTBA CETEBOI0 MOAKIIOUEHHUS, ISl KOTOPOTO XOTUTE HACTPOUTH KOH(UTYpAIHIO
IPv4 (uepe3 KOHTEKCTHOE MEHI0). B 3TOM OKHE IBaXKAbl LIEIKHUTE KOMIOHEHT IIpoTokon
Wnrepnera Bepcuu 4 (Internet. Protocol Version 4 (IPv4)).

-181x]
k3| 2]

e et Networking |

Organize

Connect using:
= G |
MNeme -] [ ieltR) PRO/1000 T Desicop. enera |
LAN or High You can get IP settings assigned automatically if your network suppol
pa— B this capability. Otherwise, you need to ask your network administratc
*g‘ U?.;- This connection uses the following item: for the appropriate IP settings.
@ Int ] -
% 'L Client for Microsoft Networks " Obtain an IP address automatically
Ml [Bqos Packet Scheduler £ tse the Fonens I o
V! B} Fiie and Printer Sharing for Mic L=t ilonng T adckess:
M s Intemet Protocol Version 6 {TC IP address: % 3 3
W] - Intemet Protocol Version 4 (TC
Subnet mask: . . .
W] s Link-Layer Topology Discoven oo
| -a Link-Layer Topology Discoveny Default gateway: p . .
Instal... Unirrstal e
i o (% Use the following DNS server addresses:
Transmission Control Protocol/Inteme Preferred DNS server: . . .
wide area network protocol that prov
across diverse interconnected netwo Alternate DNS server: . . .
Advanrad
I'startl | & M | [ shutdown... | 5 mital con... |[ | 2 windo..~ | Ru |[&¥% Ty 21:38

Janee nyxHo BeIOpath onuuio Mcnonb3oBate crienyromuit IP-anpec (Use The Following [P
Address), a 3arem ykazatb [P-aapec, macky moacetu u (Tpu KeJIaHUH ) OCHOBHOU 1LTI03. UTOOBI
HA3HAYNTH MOJKIIOUYEHUIO CTaTHYecKylo KoH(purypanuto DNS-cepBepa, Hamo BHIOpATh OMIIHIO
Hcnomns3oBate cienyronme agpeca DNS-cepsepos (Use The Following DNS Server Addresses),
a 3aTeM yKas3aTh PeANOYUTAEMbIi U adbTepHAaTUBHBIN afgpeca DNS-cepBepos.

Hacrpoiika konpurypanuu IPv6 Bpyunyro

B OonbmmHcTBE ciiydaeB KoHgurypanuio IPv6 He HyXHO HacTpauBaThb BPYYHYIO,
MOCKOJIbKY OOBIYHO cTathyeckue [Pv6-anpeca HazHadaroOTCS TOJBKO MaplIpyTH3aTopaM, a He
y31aM (xoctam). Kak npaBuio, konpurypauus [Pvé HazHauaeTcs A1 XocTa aBTOMaTHYECKH.

Tem He menee, [Pv6-anpec MOKHO Ha3HAYUTH BPYYHYIO — B IHAJIOrOBOM OKHe CBOMCTBA:
TCP/IPv6, moka3aHHOM Ha CIEIYIOIIEM PUCYHKE.

YToOBI OTKPHITH 3TO OKHO, B CBOWCTBAX CETEBOTO MOJKIIOYCHHS HAZO0 ABAXK]IbI MICIKHYTh
komrionent TCP/IPv6.



I Network Connections =181 %]

’ € I 7) [/ + Control Panel v Network Connections v &3 |f-§ ard 2]
File E Ce ne op ﬂl
Organ  Networking | ' - =
9 Internet Protocol Version 6 (TCP/IPv6) Properties B
Name 3
Connect using:
LANOrH ° General |
I ¥ Intel(R) PRO/1000 MT Desktop .
-~ You can get IPv6 settings assigned automatically if your network suppor!
*g‘ Otherwise, you need to ask your network administrator for the appropri:
This connection uses the following item:
[Vl o™ Client for Microsoft Networks " Obtain an IPv6 address automatically
W 005 Packet Scheduler (% Use the following IPv6 address:
v @ g .
'@ BFlIe and Printer Sharing for Mic IPv6 address: ]
V| - Intemet Protocol Version 6 (TC
-&. Intemet Protocol Version 4 (TC Subnet prefix length:
W] .a. Link-Layer Topology Discoveny
i Default gate 5
W] . Link-Layer Topology Discovery e I
€ ObtainDNG server address automatically.
Install... Uninstal —{* Use the following DNS server addresses:
 Description Preferred DNS server: ]
TCP/IP version 6. The latest version
that provides communication across Alternate DNS server: ]
networks.
Srstart| | % | [ shutdown... | 5 mital con... [ ) 2 Windo-..~ | RU|[[Z ¢ (s 2145

Janee BeiOpath onmuto Mcnons3oBats cneayromuii IPv6-agpec (Use The Following IPv6
Address), a 3arem ykazatblPv6-anpec, nnuHy npedukca mojcetu (kak mpaBmiio, 64) u (mpu
JKEJIAaHWH) OCHOBHOM IIUTIO3.

Hacrpoiika napamerpoB IPv4 u IPv6 Bpy4Hy10 ¢ NOMOIIBI0 KOMAHIHOI CTPOKH

Jlist Hactpoiiku [P-koH(bUTyparuu ceTeBoro MmoAKIIOYEHUs MOKHO UCTIOIB30BaTh YTUIUTY
komaHgHOU cTpoku Netsh. YTumura Netsh uMeer MHOTO pa3nuyHbIX onuuii HacTpoiiku IPv4 u
IPv6. Bonee monpoOHbBIe CBEIEHHs O CHHTAaKCcHCe U onuusax Netsh MOKHO HalTH B cripaBKe ATOM
yTuiuThl (netsh help).

UToOBI /17151 MOIKIIFOUEHHUSI T10 JIOKATbHOM ceTn Ha3HauuTh [Pv4-ampec 192.168.33.5 u macky
nozacetu 255.255.255.0, MOKHO BBECTH CJIEIYIOLIYIO KOMAaH/Y:

netsh interface ip set address "local area connection” static 192.168.33.5 255.255.255.0

2.2 ABTomMaTH4ecKoe nmoaydenue ajapeca ajsi [Pv4-noakiaouenus

IIpn aBTOMaTMyeckoM Ha3zHaueHUM [P-anpecoB Bce ceTeBbIE MOAKIIOUYECHHUS IOJYYarOT
[Pagpec or DHCP-cepBepa, eciu oH pgoctyneH. Ecim xe DHCP-cepBep Henoctyrel,
MOJKIIIOUEHHE CaMO aBTOMAaTHYECKH Ha3HauaeT ce0e OmNpeAeNeHHYI0 albTEepPHATUBHYIO
koH(purypamuio. Ecnu anbrepHaTuBHas KOHQUTypalus HE OINpeesieHa, MOAKIIoUeHNe
aBTOMATMYECKU Ha3HA4YMT cebe B kaudectBe IPv4-anpeca wacmmuwtit aopec APIPA (Automatic
Private IP Addressing).

UtoOb1 HACTPOUTH aBTOMAaTHYECKOE Ha3HaYeHue [Pv4-anapeca Ay moaktoueHus1, BeIOepUTE
COOTBETCTBYIOIIYIO OIIMIO B AHAIOroBoM okHe CoiictBa: IIporokon Mutepnera Bepcun 4
(TCP/IPv4).

Jnst apTomaTuyeckoro HazHaueHus [Pv4-anpeca MOKHO Takke UCIOIb30BaTh YTUIIUTY
Netsh.



ITopsaoK BbINOJTHEHUsS] padOThI

[Ipennonaraercsi, YTO BbI YK€ YCTAHOBUJIM BUPTYaJIbHBIE KOMIIBIOTEPHI B COOTBETCTBUU C
MHCTPYKUUSAMHU. Y Bac €cThb JBe BUpTyaibHble MalKHbl Servl u Compl. Ha Mammnaax He JOKHO
OBITH YCTAaHOBJICHO HUKAKUX POJIEH cepBepa.

B mpemnoskeHHBIX fanee ynpaXHEHUsIX He0OXOAMMO HAacTpoUTh ctatmueckuid [Pv4-angpec
JUId TOJKJIIOYEHUS 10 JIOKAJbHOM ceTM Ha MamuHe Servl, anbTepHaTHBHBIM azapec i
MOJKJIFOYEHUS MO JIOKaIbHOUM cetu na MamnHe Compl u cratudeckuit aapec Ha mamuHe Compl
C IIOMOIIBI0 KOMaHAHOW cTpoku. Ilocne HacTpoWKM 3TUX agpecoB HY)KHO BKJIKOYUThH OOIIMI
JocTynl K ¢aillam Ha 00OMX KOMIIBIOTEpaxX M IMPOTECTUPOBATh MOJKIFOYEHUS C IOMOILBIO
JMAarHOCTUYECKUX YTUJIMT, U3yUEHHBIX B JJabopaTopHOi padoTe Ne 2.

Yunpaxuenue 1. Bo10op padoyeii rpynnsbi
VYcranaBnuBaeM pabouyro rpynny Ha BUPTyanbHbIX MamuHax Serv] u Compl kak Ha XocTe.

ITo ymomyannro WORKGROUP.
151
N o % - = 25 || —
9 (& ; 4~ Control Panel ~ System v & l ard @
File Edit View Tools Help
— |
, Tasks
¢ Device Manager
1 System
¥ Remote settings
= Processor: Intel(R) Pentium(R) CPU B350 @ 2.10GHz 2.01
) Advanced system settings Memory (RAM): 511MB
System type: 32-bit Operating System
Computer name, domain, and workgroup settings
Computer name: .Eornpl ‘.{-“Change settin
Full computer name: Comp1
Computer description:
Workgroup: A’VORKGROHE
Windows activation
See also
& 27 day(s) to activate. Activate Windows now
Windows Update §
Product ID: 92594-082-2500331-76638  Change product key il
| | »
:'Startl | M | i mnital Configuration ... || ;% System | RU H v (@ 20:16

Ynpaxuenue 2. [Ipopepka Tekymei konpurypanuu IP

[TpocmarpuBaeM Tekyuryto koHpurypanuio I[P Ha BupTyansHoi MamuHe Servl.

1. BoiiguTe Ha KOoMIIBIOTEp Serv] Kak aqMUHUCTPATOP.

2. OTKpoiiTe OKHO KOMaHJAHOM CTPOKHU.

3. B xomanHyt0 CTpOKy BBeaAuTe KoMaHay ipconfig/allu naxkmure Enter.

4. Onpenenure:

Hms komneroTepa

KonnuectBo ceTeBbIX HHTEp(hEiicoB

Jns  xaxmoro cereBoro wuHTepdeiica: MAC-agpec, I[Pv4-ampec, wacky, azapec
DHCPcepsepa, agpec nuno3a no ymondasuto, [IPvb-anpec.

BrimonnseM Te ke nelcTBUs Ha BUPTyalnbHOM MammHe Compl.
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Ynpaxuenne 3. Hacrpoiika IPv4-aapeca BpyuHyio

B sToM ynpakHeHHH HEOOXOMMO HAa3HAUUTH cTaTueckuil [Pv4-aapec moakIO4YeHunIo 1o
JoKaabHOM ceTn Ha Mamuue Serv1. Cratuueckuit [P-agpec HykeH KOMIIBIOTEpaM, KOTOPBIE TTO3KE
OyayT ynpasisaTh ceteBoit nHppacTpykrypoit DHCP mnm DNS.

1. Boiiaure Ha mammHy Servl Kak agMUHUCTPATOp W BBEOUTE B KOMAaHIHYIO CTPOKY
KoMaHay ncpa.cpl (¢ MOMOMIbIO 3TOM KOMAaHIbl MOKHO OTKPBITH JOCTYI K MEHIO HAcTPOEK
CETEBBIX MOJKIIOYCHHUIA).

2. B okne CereBbie nogkmouenus (Network Connections) IIEIKHUTE MPaBOH KHOIKOU
meimu [logkmrouenne Ho sokanpHOU cetu (Local Area Connection) U MpUMEHUTE KOMaHIY
Cgoiictsa (Properties).

3. B cnucke OTMeyeHHbIE KOMIIOHEHTHI UCIONB3YIOTCS ATUM noakmoueHueM (This
Connection Uses The Following Items) nuamorosoro okna [loakitoueHue 1o JIOKaJbHOW CeTH —
cBoiictBa (Local Area Connections Properties) aBaxabl IIenKHUTE KOMIIOHEHT [IpoTokon
Wnrepuera Bepcuu 4 (TCP/IPv4) (Internet Protocol Version 4 (TCP/IPv4)).

4. Ha Bxiagke O6mue (General) muanoroBoro okna Csoiicta: IIporokon MuTepHETa
Bepcuu 4 (TCP/IPv4) Beibepute onmro Mcronb3oBats cenytommii [IP-agpec (Use The Following
IP Address).

5. B rtekctroBoe none [P-agpec (IP Address) BBenute agpec 192,168.0.1.

6. Ilenkuute TexcToBoe nmone Macka noacetu (Subnet Mask), 4TOObI TOMECTUTH B HETO
Kypcop. Ykaxkute macky 255.255.255.0. lenkaure OK.

7. B mmamoroBom okHe llomkimroueHue 1Mo JOKabHOM cetu - cBoiictBa (Local Area
Connections Properties) menkaute OK.

8. B xomanmHyio cTpoky BBeautre komaHny ipconfig. Bbyaer oroOpakeH HOBBIA
cratnueckuid [Pv4-anpec s MOIKIIOYEHUS 110 JIOKATBHON CETH.

Ynpaxaenue 4. OnpenesieHue aJIbTEPHATHBHON KOHPUIypanuu

B sTOM ympaxkHeHHHn HeoOXoauMO Tak M3MEeHUTh KoHpurypauuto IP Ha mamune Compl,
yroObl B ciyyae orcyTrcTBus DHCP-cepBepa B wacTHOW 51aGOpaTOpHON CETH IMOAKIIOYEHUIO
KOMIIBIOTEpA 110 JIOKAIBHOM ceTH Ha3Hauancs agpec 192.168.0.200.

1. Boiiaure Ha mammny Compl Kak agMUHUCTpPATOP.

2. B ucneruepe cepBepa (Server Manager) mienkaute cchuiky OTOOpa3HTh CETEBBIC
noakarouenus (View Network Connections).

3. B nmanoroBom oxne CereBbie moakmoueHus (Network Connections) oTkpoiTe
CBOWCTBA MOAKIIIOYEHUS O JIOKATBbHOM CeTH.

4. B nmuanoroBom okHe [logkmrouenue 1o jokaibHOU cetn — cBoiicTBa (Local Area
Connections Properties) oTkpoiite cBoiicTBa kommnonenTa [Iporokon Murepuera Bepcuu 4
(TCP/IPv4). O6parute BHuMaHue: Ha Bkiagke O6mue (General) quanoroBoro okHa CBoiicTa:
[Tporoxon Untepuera Bepcuu 4 (TCP/IPv4) (Internet Protocol Version 4 (TCP/IPv4) Properties)
BbIOpanbl onuuu [lomyunts IP-anpec aBromatnuecku (Obtainan IP Address Automatically) u
[Tomyuuts anpec DNS-cepBepa aBTomaruyecku (Obtain DNS Server Address Automatically).

5. Ilepeiinute Ha BKIanKy AJjbTepHaTuBHas KoHurypamnus (Alternate Configuration).
Ha neit BeiOpana omiusi ABToMatuueckuii yactHeid [P-ampec (Automatic Private IP Address).
ITockonsky DHCP-cepBep HEOCTyNEH M 3TOT apaMeTp BKIIFOYEH 110 YMOJIYaHUIO, KOMIIBIOTEPY
Compl aBromaTnuecku Ha3HauaeTcs agpec APIPA

6. Bri0oepute omuto HactpanBaemsrii monb3oBatenieM (User Configured).
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7. B TekcroBoe noise [P-aapec (IP Address) BBenute aapec 192.168.0.200.

8. Ilenkuute TexcToBoe mosie Macka nojacetu (Subnet Mask), 9T0OBI TOMECTHTH B HETO
Kypcop. B TekcToBoM mose Oyaer ykazana Macka mojacetu 255.255.255.0. OcraBbTe 3Ty MacKy 1o
yMOTYaHU0. AnbTepHaTuBHAs KoHpurypamus [P-agpeca 192.168.0.200/24 mist mammas Compl
Oynet ucnonb3oBarbes 10 HacTpoliku DHCP-cepsepa B cetu. Illenkuure OK.

9. B mwmanoroBom okHe IloakmroueHne 1o JIOKanbHOM cet — cBoiictBa (Local Area
Connections Properties) menkaute OK.

10. OrkpoiiTe KOMaHJHYIO CTPOKY M BBeauTe kKoMaHuy ipconfig/all. Bymer otobOpaxen
HOBBII aJIbTEPHATUBHBIN ajpec, Ha3HaueHHbIM uid MammHbl Compl. Kpome toro, nmapamerpy
ABToHacTpoiika BkItoueHa (Autoconfiguration Enabled) npucBoeno 3nauenue Jla (Yes).

Yunpaxuenue 5. Hacrpoiika crarnueckoro IPv4-aapeca B 0kHe KOMaHAHOH CTPOKH

B 3TOM ynipaskHeHHH ¢ TOMOIIHIO KOMaHIHOW CTPOKH HEOOXOAMMO HACTPOUTH TSI MAIITHHBI
Compl crartuueckuii IPv4-anpec 192.168.0.2 u macky noxceru 255.255.255.0.

1. Boiiaure Ha Mamnay Compl kKak agMUHHCTPATOP U OTKPONTE KOMaHIHYIO CTPOKY C
MOBBIIICHHBIMU IPUBUIIETUSMU (3TO HE 0053aTENBHO A€TaTh IIPU UCIIOJIb30BAHUN YUETHOM 3aIliCU
Anmunuctpatop (Administrator)). UToObl OTKPBHITh KOMAHIHYK) CTPOKY C IOBBIIICHHBIMU
npuBwierusmMu, B MeHio [lyck (Start) menkHuTe mpaBoit KHOMKOM snemeHT KomaHnaHas cTpoka
(Command Prompt) n npumenuTe komManay 3amyck OT UMeHU aaMuHHucTparopa (Run As
Administrator).

2. B xoMaHaHYyIO CTPOKY BBEIUTE Cieayromryto komanay: netsh interface ip set address
"local area connection" static 192.168.0.2

3. B xomangnymoo cTpoky BBeauTe komaHay ipconfig. B pesynbratax Oyaer otobpaxeH
HoBbIl IPv4-anpec.

Ynpaxnenue 6. Bkiiouenue o61rero gocryna K aiiiam

B Windows Server 2008 crnenyer BKIOYUTH OOIMIMNA TOCTYH K (ailiaM, 4TOOBI KOMITBIOTEP
OTBeuas Ha 3arpockl ping. Bkimtounm obuuit qoctyn k Qaitnam B LleHTpe ynpaBieHus ceTsIMU U
oOum octynom Ha obenx mammHax — Servl u Compl.

1. Boiigure Ha MammHy Servl kak agMUHHCTpaTop U OTKpoiTe LleHTp ympaBieHus
ceramu u obmuM goctynoM (Network And Sharing Center). st 3Toro B 00;1acTH yBeAOMIEHUI
IIEJKHUTE 3HAYOK CETH MPaBOM KHOIKOW MBI U BBIOEPUTE COOTBETCTBYIOIIYIO KOMaH/Y.

2. B paznene O6uwmii noctyn u cereBoe ooHapyxenue (Sharing And Discovery) LlenTtpa
yIpaBJIEHUsS CETSIMHU U OOIIMM JIOCTYTIOM IienaKkHUTe KHONKY Boikin (Off) HampoTuB koMmoHeHTa
O6muit goctyn k Qaitnam (File Sharing).

3. Bximounre o0mmii moctyn K Qaitnam u menkaute kHonky [Ipumenuts (Apply). B
OTKPBIBIIEMCS JMAJIOTOBOM OKHE OYyJeT MPEeUIOKEHO BKIIOYHTH OOMIMK JOCTYN U BCEX
MyOJMYHBIX CETeH.

4. Hlenkuurte kHOMKy Jla, BKIIOYMTH OOIIMI MOCTYM K (paimaM st BceX MyOJUYHBIX
cereii (Yes, Turn On File Sharing For All Public Network). Oty ommuto pekomeHmyercs
UCTIOJIb30BaTh TOJIBKO JIJIsl TECTOBBIX CETEH.

5. TloBtopute maru ¢ 1 mo 4 Ha komnsrorepe Compl.

Ynpaxuenue 7. OnpenesieHue MAIIMHBI B CETH
CaMOCTOATENBHO BKIIOUHUTE ONPEJECIICHNE MAIIMHBI B CETH M Jpyrue napaMmerpsl, Kak Ha
CKpMHIIOTE HUXe. BoimonuuTe HeoOxoaumele aerictBus ais MmamH Servl u Compl.
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5E Network and Sharing Center =18
{ JU J [% - controlPanel -~ Network and Sharing Center v (& [searc £
File Edit View Tools Help
Tasks 1 L L.
L o
View computers and devices > - -
WIN-BCQFR 1H13Z8 Multiple networks Internet
Connect to a network (This computer)
Set up a connection or network
Manage network connections i Network (Public network) Customize
Diagnose and repair S tocaiondy
Connection Local Area Connection 2 View status
AL+ ynidentified network (Public network) Customize

Access Local only

Local Area Connection View status

ection

2 Sharing and Discovery

Network discovery © Custom

File sharing © On

Public folder sharing © On(password required)

Printer sharing © Off(no printers installed)

= 1 | [ [

Secals] Password protected sharing o on
Vs

Internet Options

Windows Firewall all the files and folders I am sharing

Ynpaxnenue 8. [IpoBepka nogkiaroyeHns

[IpoBepbTe BO3MOKHOCTh OCYIIECTBIEHUSI KOMMYHUKAIIUNA MEX]y IByMsI KOMIIbIOTEpaMU B
YacTHOM J1a00paTOPHOM CETH.

C nomouplo fuarHoctuueckux yruiaut hostname, ipconfig onpenenure umena, [P-anpeca u
JIOKaJIbHBIE aJipeca BUPTYaJIbHBIX MalluH. [IpoBepbTe CBSA3b MEX/ly KOMIIBIOTEPAMHU C MOMOILBIO
YTUIIMTHI ping, HCHOJb3Yys UMEHA KoMIbioTepoB U [P-anpeca.

1. Boiiaute Ha mammay Compl Kak aqiMUHUACTPATOP U OTKPOUTE KOMAHIHYIO CTPOKY.

2.BBenute komauab! hostname uipconfig. Onpenenure ums, [P-anpec, mokanpHBIN agpec
u npyrue napamerpsi creka TCP/IP BupTyanpHON MaIlvHbL.

3.B xomaHgHyIO0 CTpOKy BBenuTe KomaHay ping Servl, a 3atem pingl92.168.0.1. B
pe3yJbTaTax BBIMOJIHEHUs KOMaH]bl OyAeT MOATBEPKICHAa BO3MOXXHOCTh OOMEHA JaHHBIMU
Mexay mammHamu Compl u Servlgepes cets IP.

4.TloBTOpHUTE NEHCTBUS AJIs MallIMHBI Servl.

Ynpaxaenue 9. HazHaueHne yHUKaJBHOIO JTOKAJBHOI0 agpeca IPvé6

Ha3zHaunTh NOAKIIOYEHHMIO IO JIOKAIBbHOW ceTw Ha kommbroTepax Servl m Compl
YHHMKaJIbHBIE JIOKaJIbHBIE ajipeca [Pvo.

1.  OrtkpoiiTe cBOHCTBa MOJKIIOYEHUS IO JIOKAJIHHOM CeTH Ha Kommbitotepe Servl u
JBaX bl menKHUuTe KoMnoHeHT [Ipotokon Mutepuera Bepcun 6 (TCP/IPv6).

2. B gmamoroBom okHe Coiicta: [IpoTokon MuaTepreTa Bepcuu 6 (TCP/IPv6) BeiOepuTe
orntuio Mcnone3oBats cnenyromuii [Pv6-aapec (Use The Following IPv6 Address) u ykaxkure
TaKHe MapaMeTphl:

m [Pv6-anpec: £d00::1

m /[mmHa npedukca noaceru (Subnet Prefix Length): 64

m OcnoBHo# nutro3 (Default Gateway): ocTaBpTe MoJie MyCTHIM.

m [Ipeanounrtaemsrit DNS-cepBep (Preferred DNS Server): octaBbTe mose mycThIM.

m AnbsrepHaTuBHBIN DNS-cepBep (Alternate DNS Server): octaBbTe mosie mycTbIM.

[lenkuaute OK.

3. B pamamoroBom okHe [lonmkmoueHue 1o JIoKaabHOW cetu -- cBoiictBa (Local Area
Connection Properties) menkaute OK.
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4.  Bemosaute maru ¢ 1 mo 3 va mammae Compl u ykaxkurte [Pv6-anpec £fd00:2.

5. Ha xommberotepe Compl OTKpoHTE KOMaHIHYI CTPOKY M BBEAUTE KOMAaHIY
pingfd00::1. Byaert BeimoaHeH 0OMEH YeThIpbMsI makeTamu ¢ aapecom fd00::1.

Yunpaxuenue 10. HacTpoiika ceTu Me:k1y BUPTYaJbHbIMUA MAIIMHAMHU M XO0CTOM

CaMOCTOATENBHO BBIIOJHUTE HACTPOMKY JIOKAIbHOM CETH MEXIy BUPTYyalbHBIMHU
MalMHaMu 1 XoctoM. [IpoBeprTe ¢ momonibio quarnoctuueckux yrunuT (hostname, ipconfig, arp,
ping) umena, IP-anpeca u jokanpHbIe aJpeca Ha BUPTYaJbHBIX MalIuHax v xocte. IIpoBepbTe
CBSI3b MEXKIY KOMIIBIOTEPAMH B CO3JJaHHOMU JIOKAJIbHOM CETH.

[TomectuTe moayueHHYI0 HHPOPMALIHIO B OTYET M0 JJabopaTopHOi padoTe.

KoHTpoabHbIE BONPOCHI

1. Kakue BubI CETEBOIO pa3MEeUIeHHsI MOTYT OBITh 3a/1aHbl 17151 KomnbloTepoB ¢ OC MS
Windows 2008? Kakoii BuI ceTeBOro pa3MenieHus Ha3HAYAETCs 110 YMOTIAHUIO?

2. Yrto Hamo caenarb, 4TOOBI JOKAIBHBIN KOMIBIOTEp pearupoBa Ha 3ampockl ping?

3. Kakwue Buasl cereBoro [10 BeI 3HaeTe?

4. Kaxue cmyx0bl U ceTeBble MPOTOKOIIBI MPHUBSA3aHbI 0 YMOTYAHUIO KO BCEM CETEBBIM
noakmtoueHussM? Kak ux mnpocmorpers? Kakoil komnoneHT cereBoro [IO mo3Bossier
MOJIKJIIOUYATHCS K OOIIMM pecypcam, pacloIoKEHHBIM Ha IPYTUX KOMITbIOTEpax CeTH?

5.  Kakue napamerpsl 3aatoTcs npu KoHGUrypuposanuu [P-noakimouenus?

6. Kaxkoii [P-agpec Ha3piBaeTcs cratnueckum? Kak BpyuHyto 3a1aTh KoHpuryparuto [Pv4
u IPv6? Ykaxure nsa criocoba?

7. Jlns gero npennazHaden npotokos DHCP? Kak no ymomuanuto nonyuatot [P-anpec u
anpec DNS-cepBepa cereBbie MOAKIIOUEHUS?

8. B kakom ciyyae cereBoe MOAKIIOUYEHHE AaBTOMATHYECKH HAa3HAUUT ceOe YacTHBIN
IPv4anpec APIPA? MoryT /i1 Takue KOMIBIOTEPHI MOJTYYUTh 10CTYH B Internet?

9. Kakue ocHOBHBIE PU3HAKH JIEKAT B OCHOBE KJIaCCH(PUKAIUU KOMIBIOTEPHBIX CETe?
10. HazoBuTe pa3HOBUAHOCTH JTOTUYECKUX aPXUTEKTYpP KOMIBIOTEPHBIX CETEH.
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3.4 J1abopaTopHas padora Ne 4 MeToabl agpecaniy U MPOTOKOJIbI
pa3penieHus aJpecoB

eab padoThl
N3yunTh METOBI aJipecaliny y3J0B CETH U MPOTOKOJIBI pa3peieHus aapecoB. PazpadboraTs
nporpamMmy, NO3BOJIAKOIIYO MOJTYYUTH BCC BUABI aAPCCOB Yy3Jia.

ITocTanoBka 3agavun

4. W3yuuTh OCHOBHBIE TEOPETUYECKHE BOMPOCHI, WCIOIB3YS MaTepHalbl JICKIUH,
PEKOMEH/IyEeMYIO JINTEPATYPy U METOIMYECKHE YKa3aHUs K J1a0opaTopHOii paboTe:

- METOBI aJIpecaliiyl y3J0B CeTH;

- (husnyeckue ajapeca;

- YHCJIOBBIC a/Ipeca; - IOMCHHBIC UMCHA;

- IPOTOKOJIBI pa3peleHNs aIPecoB.

5. BemmonHuTh 3amanus 1o JabopatopHoi pabore. [lpu paspaboTke mporpamm

paspelniaercsi KCIoJIb30BaTh JHOOOH SI3bIK IPOrPAMMHUPOBAHUS M CPEy Pa3pabOTKH.
6. OTBEeTUTH Ha KOHTPOJIHHBIC BOPOCHI.
7. IToaroToBUTH OTYET IO JTAOOPATOPHOU padoTe.

8. BBINMOIHUTH KOHTPOJIBHBIN TECT.

KpaTkue TeopeTH4yecKkue CBeIeHUsI

1. MeToabl apecaiuu y3J0B CeTH

Kaxiplii y3en ceTu J0KeH UMETh ajipec, YToObl Obljla BO3MOXKHON Nepeaya nHpopMauu
U QYHKLIMOHUPOBAHHE CETH.
K agpecy y3na cetu U cxeme ero Ha3HaueHHsI MOXKHO MPEIbIBUTh HECKOJIBKO TPEOOBAHMIA:

O Anpec 1oyeH YHUKAIbHO UASHTU(PHUIMPOBATH KOMIIBIOTEP B CETH JH000T0 MaciiTada.

O Cxema Ha3HayeHMs aJpecOB JODKHA CBOAMTh K MHUHUMYMY pPYYHOH Tpynd
a/IMUHUCTPATOPA U BEPOSITHOCTh AyOJUPOBAHUS a/IPECOB.

O Anpec J0DKEH HMETh HEPAPXUYECKYIO CTPYKTYpPY, YAOOHYIO JUIsi TIOCTPOCHUS
OonpIIMX ceTeil. B KPYMHBIX ceTsSX OTCYyTCTBHE HEpapXUH aJPECOB MOXKET MPUBECTH K
OOJBIINM U3/IEPIKKAM - KOHEUHBIM y3JIlaM U KOMMYHHUKAIIHOHHOMY 00O0PYOBaHUIO MPUIETCS
OTIepUPOBATH C TAOIUIIAMH aJPECOB, COCTOAIIMMU U3 THICAY 3aITUCEH.

O AIIpCC JOJIDKCH OBITh YILO6CH JIJIS TOJIb30BaTelei CCTH, T.C. JOJIXKCH UMCTb CUMBOJIbHOC
MMpEaACTaBJIICHHUC.

0 Anpec MODKEH WMETh TO BO3MOXXHOCTH KOMITAKTHOE TMPEACTaBICHUE, YTOOBI HE
neperpykarb MaMaTh KOMMYHHKAI[MOHHON  ammapaTtypsl - CETEeBBIX  aJanTepoB,
MapIIpyTU3aTOPOB U T. TI.

[lepeuucnennsie TpeOOBaHMS TPYAHO COBMECTHTH B paMKax KaKoOW-THOO OJIHOM CXEMBbI
aZipecariii, TMOATOMY Ha TPAKTHKE OOBIYHO HCMOJB3YETCS Cpa3y HECKOJIBKO CXEeM, TaK 4YTO
KOMITBIOTEP OJHOBPEMEHHO MMEET HECKOJIBKO anpecoB. Kakaplil agpec HCIONb3yeTcs B TOH
CUTYyaIlH, KOTJIa COOTBETCTBYIOIINI BUJ aipecaliuy Hanbosee y100¢eH.



MHOXeCTBO BCeX aJpecoB, KOTOPHIE SIBIISTIOTCS JIOITYCTHMBIMH B PaMKaX HEKOTOPOH CXEMBI
aJipecalli, Ha3bIBACTCS AOPECHBIM NPOCHMPAHCHEOM. AJIPECHOE TIPOCTPAHCTBO MOXKET UMETh
NAOCKyl0 (MUHElHyl0) WU uepapxuveckyrl opraHuzanuio. [Ipum TUIOCKOH oOpraHu3aiuu
MHOXECTBO aJ[peCcOB HUKAK HE CTPYKTypupoBaHO. [Ipu mepapxuueckoil opraHu3aiiy aapecHoe
NPOCTPAHCTBO OPTraHU30BaHO B BUJIE BJIOXKCHHBIX JPYT B JpyTa MOATPYIIIL.

HauGonbiee pacrnpocTpaHeHHE TOIYYWIH TPH CXeMbl aJpecaniuid y3J0B (TpU THIIA
aJIpecoB):

- JIOKaJbHBIC aJjpeca; - YUCIIOBBIC COCTaBHBIC aJIpeca;

- CHMBOJIbHBIC a/Ipeca WM UMEHA.

2. IIporokoanbl pa3peuienusi aapecon. [Iporokos ARP

Jns mpeoOpa3oBaHusl aApecoB W3 OJHOTO BUAA B JIPYTOM HCHOJNB3YIOTCS CIELUAIbHbIC
IIPOTOKOJIBI, KOTOPBIE HA3BIBAOT NPOMOKOIAMU PA3PEUIEHUA A0PeCOs.

[IpoGiemMa ycCTaHOBIEHHUS COOTBETCTBUS MEXKAY aJpecaMH Pa3IUYHBIX THIIOB MOXET
pemarbCsi ~ LEHTPAJIM30BAaHHBIMHM  WJIM  paclpelelieHHbIMH  cpeAcTBaMu. B ciyuae
LEHTPaIN30BaHHOTO MOAX0/a B CETH BBIACIACTCS OJUH KOMIBIOTEp (CEpBEp MUMEH), B KOTOPOM
XpaHUTCS TabIUIla COOTBETCTBUS JAPYT OPYTY UMEH Pa3NUYHBIX TUIOB, HAIPUMEP CUMBOJIBHBIX
MMEH U YHUCIIOBBIX HOMEPOB. Bce ocTalibHbIE KOMIBIOTEPHI OOPAIIAIOTCS K CEPBEPY UMEH, YTOObI
[0 CHMBOJHHOMY HMEHU HaWTH YHMCIOBOW HOMEpP KOMIIbIOTEpa, C KOTOPHIM HEOOXOAMMO
OOMEHSATHCS JaHHBIMU.

[Ipu pacnpeneneHHOM MOAXOAE, KAXKIbIII KOMIIBIOTEP CaM pelIaeT 3aJady yCTaHOBJICHUS
COOTBETCTBUSL MEXAy HMeHaMmHM. HemoctaTkoM pacnpefeneHHoro Moaxoja  sIBIsSeTcs
HEOOXOIMMOCTh PACCHUIKH IIMPOKOBEIIATENbHBIX COOOIIEHUH - TaKHe COOOIICHHUS TEPErPYKAIOT
CeTh, TaK KaK OHHM TPeOyIOT 00s3aTeNbHOIl 00paOOTKH BCEMH y3JlaMH, a HE TOJBKO Y3JIOM
HazHaueHus. [loaToMy pacnpeeneHHbIN MOIX0 UCTIONb3YETCs TOJIBKO B HEOOBIINX JTOKATbHBIX
ceTsax. s KpyNHBIX CeTE XapaKTepeH LIEHTPAIM30BaHHbIN MOAXO0/.

HanOonee n3BecTHOM cityk001 LIEHTPAIN30BAaHHOIO pa3peleHUs] UMEH SIBIISETCS Cayx0a
DNS (Domain Name System) cetu Internet.

[Tpumep HcnoONb30BaHUS PACHPENEIIEHHOTO MOAX0AAa — IMPOTOKOJI Pa3spelIeHMs] aJpecoB
ARP (Address Resolution Protocol), ucnomnezyemsiit crekom TCP/IP anst mpeoOpazoBaHus
IPagpeca B anmapatHbIi agpec.

Heob6xomumocTs oOpaiienus k mpotokory ARP Bo3HuKaeT kaxblil pa3, korjga Moayib [P
nepeaeT MakeT Ha ypOBEHb CETEBBIX HHTEpQeiicoB, HanpuMep npaiiBepy Ethernet.

Pabora mnporoxkona ARP wnaumnaercs c¢ mpocmorpa ARP-tabmunpl. Ilo TaGmurie
onpenensiercs Hy)HbII MAC-anpec. g Kaxa0i CeTH, MOAKIIOYCHHOM K CETEBOMY aJanTepy
KOMITbIOTEpA WM MOPTY MapIIpyTHU3aTOpa, CTpouTcs otaeabHas ARP-tabauna. [Ipumep.

IP-anmpec MAC-anpec Tum 3amucu
194.85.135.75 00-80-48-EB-7E-60 IMHAMHYECKUH
194.85.135.70 08-00-5A-21-A7-22 TUHAMUYECKUH

194.85.60.21 00-80-48-EB-75-67 CTaTHYECKUM

PaGoTa c¢ Tabnurell OCymecTBIsSETCS C MOMOIIBIO CIIENHUATBLHON yTUIWTHI arp. Tabmuia
BBIBOJMTCS HA SKpaH MO0 KOMaH/Ie arp —a.

Crartnueckue 3amucy CO3/IA0TCS BPYUHYIO C MOMOIIBIO YTUIUTHI arp. OHU HaxoJsATcs B
K3I1IE J0 Mepe3arpy3Ku KOMIbIOTEpa.
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JunaMuueckre 3amucu  co3garoTcs mpoTtokoiioM ARP, nobGaBnsroTcs W ynansitoTcs
ABTOMATUYECKHU.

Ecnu 3anmch B TeueHHE ONPEIEIEHHOT0 BPeMEH! He OOHOBIISIETCSI, TO OHA UCKITIOYACTCS U3
tabmunpl. T.0. ARP-tabnumna comep)XuT 3amucH TOJNBKO 00 y37ax, aKTHBHO YYacTBYIOLIMX B
ceTeBbIX onepauusx. [loatomy ee eme HaszpiBatoT ARP-Ka11.

Ecnu uckomoro agpeca B Tabnune Het, To mpoTokoi ARP mupokoBemareabHO paccbuiaeT
ARP-3anpoc, ykasbiBas [P-anpec («Uetli aTo [P-ampec u kakoB Bal agpec CETeBOro aaamnrepa’).
V3en, IP-agpec koToporo coBmnai ¢ ykazaHHbIM B 3ampoce, otipasisier ARP-oTBer ¢ ykazanuem
CBOEr0 JIOKAJIBHOIO aJpeca Ha MallluHy, cieiaBlyro 3ampoc. Ilocie 3Toro HoBas 3amuch
nobasnsiercst B ARP-Tabmuiy.

Ecim B cerm Her y3na ¢ uckombiM IP-agpecom, ARP-orBeta He Oyaer. Ilporokon IP
YHUUYTOXKAET aKeThl, HAapaBJICHHbIE IO ITOMY aJIpecy.

3. OnHoaapecHbIe, IPYNNOBbLIE H MHOT0AIPECHbIE THIILI A]IPECOB

[To xonmuyecTBY aJpecyeMbIX CETeBbIX MHTEp(EiicoB ajpeca MOXKHO KIacCHU(PHUIMPOBATDH
CIEIyIOIIMM 00pa3zoM:

- Oonoaodpecnvlii mun WIA YHUKATbHbIL aodpec (unicast) WCIONB3YETCS IS
UACHTH()HUKAIIMY OTICIBHBIX HHTEpdeiicoB ((pu3mdeckuii mHTEpPEHC MEKITy KOMIIBIOTEPOM U
CEThI0) KOHEYHOTO y3J1a WIIH MapIIpyTHU3aToOpa; TIO3BOJISET MePEChlIaTh COOOIICHUS B OJJHY TOUKY
(Ha OJTMH KOHEYHBIN y3€Il CEeTH).

- Ipynnoeoui adpec (multicast) nnentudunupyer cpasy HECKOJIbKO HHTEP(EHCOB,
JIAHHBIE JOCTABIIAIOTCS KaXXI0MYy U3 UHTEP(EHCOB, BXOASAIIUX B TPYMILY; TO3BOJISET MEPECHLIAThH
COOOIIEHUS TPYIITIE TPOU3BOJILHO PACOIOKEHHBIX B Internet y37oB.

- Hupoxosewyamenvusiii aopec (broadcast) ncrionb3yeTcs 115 JOCTABKU JIaHHBIX BCEM
y3J1aM MOJICETH;

- Aopec npou3eonvnoil pacceliku (anycast) 3a7aeT rpynmny uHTEpEncoB, HO TaHHBIC
JIOJDKHBI OBITH JOCTABJICHBI HE BCEM, a OJIHOMY WIECHY T'PYIIbI, KaK MPaBHIO, «OJIMKaUIIEMy»
(HOBBIM THO ajpeca, ompeneneH B mnporokosie IPv6). Hasznauwaercst Tonpko wuHTepdeiicam
MapuipyTH3aTopa.

4. AnlnapaTHble ajipeca

ArnmaparHble aJipeca Ha3bIBAIOT €IIE u3uuecKumu Niv JJ10KAIbHbIMU.

Jlokansuwlii adpec — TakoW TUN ajpeca, KOTOPBIA HCHOIB3YETCs CpeacTBamMu 0a3oBoOM
TEXHOJIOTMH Ul JIOCTaBKU JTAHHBIX B IPEJENax IMOJCETH, SBIAIOLIEHCS IEMEHTOM COCTaBHOM
ceT. B pasHBIX MOACETAX OOMYCTHMBI pa3jIM4YHBIE CETEBBIE TEXHOJIOTMH, CIIEN0BATENbHO,
pa3iauyYHble MPOTOKOJIBL. [103TOMY CyLIECTBYIOT pa3Hble THUIIBI JOKaIbHBIX aapecos. s JIBC
JoKabHBIN aapec — 310 MAC-anpec cereBoro agantepa (Media Access Control). Eciu moacersio
ABIII€TCS TyI00anpHas ceTh (Hampumep, npotokon IP paboraer nan IPX unu X.25), To B 3TOM
cilydae JOKaJIbHBIMH ajpecaMu OyayT aapeca X.25 wiu [PX.

dusznyecKue agpeca He UMEIOT UEPAPXUUYECKON CTPYKTYPbI, UCIOIB3YIOTCA annapaTypou.
KomnpioTep MOXET MMETh HECKOJIBKO CeTeBBIX MHTEp(ENHCOB M COOTBETCTBEHHO HECKOJBKO
(UBUYECKUX aJIPECOB.

3anuceiBaeTcsl anpec cereBoro azanrtepa B II3Y mumarel cereBoro ajgantepa Ha 3aBOJeE
usrorosurene. [Ipu 3aMeHe ceTeBOro agantepa U3MEHseTCs U armapaTHbIi ajgpec HHTepdeiica.
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Cranmaptel Ha anmapatHble aapeca Oblmu paspadortansl IEEE. beutr BeiOpan 48-OuTHBIM
dopmar anpeca s Bcex TexHosoruit JIBC.

AnmapaTHBIN aapec IPUHSITO 3aIUChIBaTh B 16-puyHOM BHIE, pa3/ensis OalThI C OMOIIBIO
“-. Hanmpumep: 11-A0-17-3D-BC-01 - MAC-axnpec cereBoro anantepa Ethernet.

UroObl pacrpeneanuTb BO3MOXHBIE IHAMa30HbI aJPECOB MEXAY MHOTOUYHCICHHBIMU
M3TOTOBUTEIISIMU CETEBBIX aJaNTepoB, Obla MpeAsioKeHa CIeayolIas CTPYKTypa ajapeca:

Wnentudukarop YHUKaIBbHBIN aJpec
/G | UL MIPOU3BOUTENSA MIPOU3BOUTENSA
(22 6uTa) (24 GuTa)

JIBa crapmmx paspsijia ONpeNeNsiioT TUI aapeca H Crocod WHTEPIPETaluu OCTATBHBIX 46
our.

- 1/G ( Individual /Group) - onpenensier, MHAMBUIYAIBHBII 9TO aPEC WK TPYIIIOBO:

0 - MHIUBH Ty aTTbHBIN;
1 - rpynoBo# (Takue MaKeThl MOJyYaroT BCE CETEBBIC aanTephbl C ITUM aJIPECOM).

- U/L (Universal /Local) — ¢unar ompenensier, kak ObUT NMPUCBOCH aapec JAaHHOMY
ajanTepy:

0 - nmpousBoaHTENIEM;
1 - opranu3zanueit, UCIONB3YIOLIEH JaHHYIO CETh (PEIKO).

- 22 paspapa - Wnentudukarop npoussogurens. IEEE npucBamBaer onuH win
HECKOJIbKO YHHUKAQJIBHBIX HJICHTH()UKATOPOB KaKIOMY IPOU3BOAMTENIO. DTO IIO3BOJISET
WCKJIIOYUTh COBIQJCHUS aJPECOB QJalTePOB OT pa3HBIX Mpou3BoauTesed (~ 4 MiH.
BAapUaHTOB).

- Munaamme 24 pa3psiaa mprcBauBaeT MPOU3BOIUTEINb CETEBOTO aantepa (BO3MOKHO 16
MJTH. KOMOUHAITUH).

5. UucsoBble cocTaBHBIE aJipeca

Bo MHOTHX citydasx st paboThl B OOJIBIINAX CETSIX B KAUYECTBE a/IPECOB Y3JIOB HCIIOIB3YIOT
YHUCIIOBBIC COCTABHBIC ajipeca. TUITUIHBIM MPECTABUTEIIIMU aJIPECOB 3TOTO THIIA sBIstoTCs [Pv4
u [Pv6-aapeca.

IPv4 - 5To 32-6utHbli aapec (4 Oaiita).

Jlnst ynoOcTBa yTeHUS B TEXHUYECKOM TUTEepaType U MPUKIaAHbIX porpammax [Pv4-anpeca
MPEJICTABISIIOTCS B BUJE 4-X NECATUYHBIX 4YMCEN, pa3felieHHbIX Toukamu. Kaxmoe u3 ymcen
COOTBETCTBYET OJJHOMY OKTeTy (8 OutaMm) u MoxkeT uMmeTh 3HaueHus ot 0 g0 255. Otot popmar

Ha3bIBACTCS TOYEYHO-AeCATHYHBIM (Decimal-Pant Notation). Hampumep:
10010001.00001010.00100010.00000011
145.10.34.3

IPv6-anpeca 3anumarot 128-6ut unu 16 GaiT.

IPv6-anpeca npuHsaTO 3amuchiBaTh B 16-puyHOM Buje. Ux nensaT Ha 8§ OJIOKOB IO YETHIpE
HIECTHAIIATHPUYHBIX [UGPBl B KaxaoMm. Kaxnaeii Omok otaensercs nBoetounem. [Ipumep
nonHoro [Pv6-anpeca:

2001:00B8:3FA9:0000:0000:0000:0003:9C5A



IPv6-anpec MOKHO COKpaTHTh, HCKJIFOYMB BCE HE3HAYAIME HYJU B OJIOKaX M 3aMEHUB BCE
CMEKHBIC HYJIEBbIC OJIOKM ABOWHBIM JBoeTouneM (::). Takum 0o0pa3zom, MpeablaylIHid axpec
MOYKHO COKPATHTBh JIO TaKOTO:

2001:DB8:3FA9::D3:9C5A

6. CuMBOJIbHBIE ajIpeca.

Cumeonvnvle adpeca WM umeHa NPEIHA3HAYCHBI [Tl 3aIIOMUHAHUS JIIOJbMU U [I03TOMY
OOBIYHO HECYT CMBICIOBYIO Harpy3ky. CHMBOJBHBIE ajpeca JETKO HCIOJb30BaTh KaK B
HEeOOJIBIINX, TAK U KPYIHBIX ceTsaX. [ paboThl B OONBIINX CETAX CUMBOIBHOE UMSI MOKET UMETh
CIIOXKHYIO HEPAPXUUECKYIO CTPYKTYDY.

[Tpumepsrl cuMmBonbHbIX agpecoB — DNS u URI-anpeca, umena NetBIOS.

KomneroTepHble HMeHa MpeoOpa3yroTcs B CETEBbIE apeca B MPOLIECCEe pa3pelIeHUs UMEH.

Hanpumep, cetu Windows Bkio4aroT Tpu cuctemsl paszpemenus umern: DNS, LLMNR
(Link Local Multicast Name Resolution) u NetBIOS. OcnoBHoti siBisiercst DNS, mockoibKy 3TOT
METOJ pa3pelIeHrs] UMEH HCIOJB3YeTCs Ul MOANCPXKKH ciyk0 nomeHoB Active Directory
(Active Directory Domain Services) u pa3petienus Bcex umen Murepuera. Mudpacrpykrypa
DNS Ttpelyet HacTpoiiku ceTeBol KOH(pUTYpaIK Ha CEpBEepax U KIUEHTAaX.

[Tporoxon NetBIOS oGecneunBaer pasperienue umer B [Pv4-cersx Windows 6e3 DNS.

[Tporoxon LLMNR npeoGpasyer ums y3na B [Pv6-aapec.

DNS (Domain Name System) — JlomMeHHast cucTeMa MMEH, MCMoib3yeMas B Internet u
KOPIIOPATUBHBIX CETSX.

DNS - cayxeOHBIi MPOTOKOJ WPUKIAJHOTO YPOBHS, HWMEIOIIUN apXUTEKTYypy
«KIIMEHTCEpBEP» U NPEAHA3HAYECHHBIN IS pa3pelleHns JOMEHHOro nMeHHu B [P-anpec.

JloMeHHOe MMs TMpeJCTaBiIseT co00il mepeueHb MMEH JOMEHOB, pa3JefIeHHbIX TOYKaAMHU.
Haunnaercs AOMEHHOE MMs C HMMEHHM KOHEYHOIrO y3/la WM Tumna pecypca. Ilocnennum
YKa3bIBa€TCs IOMEH BEPXHETO YPOBHSI.

Hampumep: www.google.com wim  216-5.povt.fitr.bntu.by

Cy1iecTByeT /IBa OCHOBHBIX TUIIA JIOMEHOB BEPXHETO YPOBHS.

m OpraHuzanoHHble (pOAOBbIE) JOMEHBL. VM Takoro JOMeHa YKa3blBa€T OCHOBHYIO
(GYHKIUIO WIK POJ IeATeNbHOCTH opranu3zanuii B DNS-nomene.

m ['eorpaduueckue JOMEHBI. DTU JOMEHBI IMEHYIOTCS C UCIIOIh30BAaHMEM KOJIOB CTPAHBI U
peruoHa W3 JABYX CHMBOJIOB COTJIACHO cTaHaapTy 3166 MexayHapoAHOW OpraHu3alud IO
cranaaptuzanuu [SO, nanpumep .uk (Benukobputanus) wiu .it (Uranus).

3amanus Ha Ja0opaTopHyI0 padory 3ananue 1.

OmnpenesieHue apecoB JOKAJIBHOIO y3JIa ¢ IOMOLIbI0 YTHJINTHI ipconfig

OnpeaenuTh TUIIBI AAPECOB JIOKATBHOTO Y3JIa M UX 3HAUCHHUS, UCIOJB3Yys yTHiauTy ipconfig
¢ xirroyoM /all.

3aganue 2. Pazpaborka nporpaMmsl 1JIsl ONIpeeIeHUs apecoB JIOKAJIbHOIO y3J1a
Pa3paboTare KOHCOIBHOE MPUIIOKEHHE (aHAJIOT YTUIUTHI ipconfig), B KOTOPOM ONpPEIEeTUTh
Y BBIBECTH HA DKPAH:
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1) wuMs JTOKaIBHOTO XOCTa, MM JOMEHA, TIOJTHOE TOMEHHOE UMS XOCTa;

2) Bce ceTeBble HHTEP(EHCHI TOKAIBLHOTO XOCTa (THUII, OMKCAHUE, UMS); 3)
cocrosiHue uHTepdeiica (MOAKIIOYCH WIH HET B HACTOSIIEe Bpems); 4) aiis
Ka)KI0ro uurepdeiica:

- Qusuyeckuii axpec u pazmep HU3NIECKOTo aapeca;
- IPv4-aapec, macky, pasmep [Pv4-ampeca; pasmep cereBoro mpedukca; -
IPv6-anpec, pazmep IPvb-aapeca, pasmep cereBoro mpedukca.

Anpeca BBIBOJIUTH Ha 3KpaH B OOLIETPUHATON Gopme 3amucH.

Jlis  modydeHHs — agpecoB  MCIOJIb30BaTh KJIACChl ~ TPOCTPAHCTBA  UMEH
System.Net.Networkinformation (IPGlobalProperties, Networklinterface, IPInterfaceProperties
(cBoticTtBo UnicastAddresses), PhysicalAddress, DNS u np.).

CpaBHUTH NOJIyUYEHHBIE 3HAYEHUSI aIPECOB C aJipecaMy u3 3aaanus 1.

3aganue 3. Uzyuenne cnennajbHbix IP-agpecos

Hcnonw3ys cnennanbHbie mos kinacca [PAddress, BeiBecTu Ha skpaH i aapecoB [Pv4 u
IPVG:

1) azgpec meTiau 0OpaTHOM CBSI3M;

2) mupokoBemmaTenbublii [P-anpec;

3) anpec, 0003HAYAIOIIMIA BCE CETEBbIC HHTEP(EHCHI JAHHOTO y3Ia.

3ananue 4. Onpenenenne IP-agpeca mo 1oMeHHOMY MMeHH

Pa3zpaborars KOHCOJIEHOE TPUIIOKEHUE IS mosrydeHus [P agpeca mo moMeHHOMY MMEHU
(ananor yrunutsl nslookup).

[Tony4uTh ¥ BBIBECTH Ha KpaH IS 33/IaHHOTO M0JIb30BaTesIeM POou3BoJIbHOr0 DNSumeHu:

1) IPv4-aapeca;

2) IPv6-anpeca;

3) HNmena-niceBmoHNUMBI y3ia (Alias-uMena).

I[J'I}I MOJIYUCHUA aIp€COB UCIIOJIb30BATh METOJbI KJIaCCa Dns MMpOCTPAHCTBA UMCH
System.Net.

3aganue 5. Uzyuenne nporokosna ARP

1. C nomoursto yTuanThl arp npocMoTpeTb ARP-tabnuiy nokansHoro y3na. CoxpaHUTh
NOJy4YeHHYI0 HH(popMaruio B daiise.

2.  OpraHuzoBatb CETEBYIO akTHBHOCTH  (pINg, tracert).

IIpocmoTpeTs Tabnuiyy npeoOpa3oBaHUS aaPECOB U CPAaBHUTh €€ C paHee IOJyYeHHBIMHU

pesyiabTatamMu. [10SICHUTH MPUUUHBI U3MEHEHUI.

3. BwmonHuTs ping nokamsHOro DNS-cepBepa. OnpeaenuTs 1Mo Tabiuie arp mac-aapec
DNS-cepgepa.

4.  CpenaTh epepbIB B CETEBOM aKTHBHOCTH Ha HECKOJIBKO MUHYT, ITOCIIE KOTOPOTO OTISITh
pOCMOTpeTh arp-tabiuiy. [lOsICHATh TPUYMHBI U3MEHEHHWH (MJIM OTCYTCTBHSI TAaKOBBIX) B
Ta0IuIle arp 3a BpeMs IepephiBa.

KoHTpoJibHBbIE BONIPOCHI

1. Kakwue TpeOoBaHUS MPEABABISIIOTCS K aJIpeCy y3Jia CeTu?



2.  Yro Takoe aapecHoe npocTpancTBo? [IpuBeauTe mpuMep MIOCKOro U HEPAPXUIECKOTO
aJpecHOro MPOCTPAHCTBA.

3.  Kakue meromsl aapecanuy HCIONB3YIOTCS B KOMIBIOTEPHBIX ceTsax? I[lpuBemute
MIPUMEPHI AJIPECOB KAXKI0T0 TUTIA.

4. Kak MoxHO KiaccupuIMpOBaTh ajpeca MO KOJIUYECTBY aJPECyeMbIX CETEBBIX
uHrepdercon?

5. IlpuBegute mpumep MOPOTOKOJA  pa3pelieHHs]  aJpecoB,  HUCIOJb3YIOLIETO
HEHTPaIN30BaHHBINA OJIXO]], paCHpeesIeHHbIH MOAXO/I.

6. Yro Takoe nokanpHbIN anapec? Kakas ¢popma 3amucu ucnionb3yercs st MAC-aapeco?
Kakoli annapatHblii agpec UCIOIb3yeTCs 1S IUPOKOBEIATENIbHOM nepeaaun’?

7. Kakas dopma 3anucu ucnons3yercs st [Pv4, IPv6? Ckoibko MecTa B IaMsITH OHU
3aHUMAIOT?

8. IlpuBenuTte mpuMepbl CHMBOJIBHBIX aPECOB.

9. Kaxkue nmpoTOKOJIBI pa3pemieHusi IMEH MOTYT UCIIOIb30BaThCs B ceTsax Windows?

10. KakoBa cTpykTypa AOMeHHOro MMeHH? Kakue THITbI JOMEHOB BEPXHErO YPOBHS BBI
3Haere?

Copnep:xanue oTyera

1. TurynbHBIH JIUCT

2. Llens paboTsl

3. Hns 3amanuii 1 — 5: CKpUHIIOTHI + JIMCTHHT (U1 33AaHUH C TPOrpPaMMOii)
4. BrIBOIBI
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3.5 JIabopaTopHas padora Ne S OCHOBBI TEXHOJIOTHH COKETOB

eab padoThl

N3yunTs:

- IOHSATHE cOoKeTa, ThUIbl cokeToB TCP/IP;

- NPUHIUIBI peaTu3alliu apXUTEKTYPhl KIIMEHT-CEpBEP Ha OCHOBE HHTep(delica COKETOB;

- ocHoBHbIe Kinacchl 1 MeToibl .NET Framework nis pa3paGoTku ceTeBbIX MPUIIOKESHUN
¢ ucnosibzoBanneM Windows Sockets.

ITocTanoBKka 3a1aun

1.M3yunTth MeTOaMYECKHE YKa3aHUs K JiabopaTopHOW paboTe, marepuanbl JEKUUH U
PEKOMEHAYEMYIO JINTEPATYDPY.

2.Pa3paboTath  KOHCOJIBHOE  KIMEHT-CEPBEPHOEC  IPHIIOKEHHE, JIEMOHCTpHpYIOLIee
B3aMMOJICICTBHE Ha OCHOBE IIOTOKOBBIX COKETOB.

3.Pa3paborath  KOHCOJIbHOE  KJIMEHT-CEPBEPHOE MPUJIOKEHHUE, JAEMOHCTpUpYIOIlEee
B3aUMO/ICVICTBUE HA OCHOBE JIEUTAarpaAMMHBIX COKETOB.

4.0TBETUTH HA KOHTPOJIbHBIE BOIIPOCHI.

MeTozmqecmle YKa3aHus

IlonsiTHe cokera

Coxem (Socket - THe3 /10, pa3beM) - aOCTPAKTHOE MPOTPAMMHOE MOHITHE, UCIIOIB3YEMOE TS
0003Ha4YeHMsI B MPUKJIAJHON MporpaMmMe KOHEUYHOW TOUKH CETEBOTO COEAMHEHHUS.

Texnonorus (uHTEpdEiic) COKETOB — Ha3BaHUE MPOrpPaMMHOr0O uHTepdeiica s
oOecnieueHrss OoOMEHa NaHHBIMM MEXAy Ipoueccamu. [Ipomecchl mpu TakoM OOMEHE MOTYT
BBITOJIHATHCS KaK Ha OJTHOM KOMITBIOTEPE, TaK U Ha pa3HbIX, CBA3aHHBIX MEX1y c000il ceThIo.

WuTepdeiic cokeToB pacmoyiiokeH HaJ TpaHCIOpTHBIM ypoBHeMm crteka TCP/IP, HO B
HEKOTOPBIX CIy4asX MOXKET B3aUMOJEWCTBOBATH HANpPSMYIO C CETEBBIM YPOBHEM B 00X0J
TPaHCIIOPTHOTO.

Tunsel cokeroB

Cy11ecTBYIOT TPH OCHOBHBIX THIIA COKETOB: IIOTOKOBBIE, JEUTarpaMMBIE U CHIPBIE.

Ilomoxkogvle cokembt — 3TO COKETHI C YCTAaHOBJIEHUEM COEIMHEHUS, COCTOSIINE U3 MTOTOKA
0aiiToB, KOTOPBIH MOXET OBITh JABYHAIlpaBICHHbIM. T.e. uUepe3 TaKyl0 KOHEUHYI TOYKY
NPWIOKEHWE MOXKET M IepeaaBaTh, W MOJydaTh JAaHHbIE. [IOTOKOBBIN COKET rapaHTUpyeT
oOHapyXeHHEe ¥  UCHpaBlieHHWEe OIMOOK, o00pabaThiBaeT JOCTaBKy M  COXpaHSET
MOCJIeI0BAaTENbHOCTh JaHHBIX. KadecTBO mepenayn JOCTUTaeTcs 3a CYET MCIOJIb30BaHUS
nporokona TCP.

Jeiimazpammuvie cokemwvl — OSTO COKEThl 0€3 YCTAHOBICHHMS COCIMHEHUS, He
oOecrieunBaroIMe HAJIEKHOCTh MNpH mepenave. IIpuMeHSIOTCS s NPUIOKEHUHM, Koraa
HENpUEMJIEMBl 3aTpaThl BPEMEHH, CBSI3aHHBIE C YCTAaHOBJIEHHEM SIBHOTO cCOeqUHEHMs. Jlis
Iepeadn JaHHbIX UCIonb3yeTcs nporokon UDP.

Cuoipbie coxemot (raw sockets - HeoOpabarbiBaeMble, POCTBIE) — 3TO COKETHI, KOTOPBIC
B3aMMOJICHCTBYIOT C IMPOTOKOJIAMU CETEBOIO YPOBHS B 00XOJ HPOTOKOJOB TPAHCIIOPTHOIO
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ypoBHs. Vcrnonb3yroTes 7151 HEOCPEICTBEHHOT0 JOCTyna npriiokenus K [P-makeram cereBoro
YPOBHSI.

Anpecanus cokeroB. Homepa nopros

MBI paccMOTpHUM ajJpecariuio COKETOB TOJBKO i cTeka nmpotokosioB TCP/IP, kak camoro
pacnpoCTpaHEHHOTO Ha CETOAHSIIHUN ACHb.

Aodpec coxema nipu ucnonb3oBanuu npotokosnoB TCP/IP — sto IP-anpec u Homep mopta
NPUKIIAJHON CITYKOBI.

IP-anpec ynukanen B Internet. Homep mopTa yHHMKaneH Ha OTIEIbHOM KOMIIbIOTEpE.
CnepnoBarenbHO, afpec cokera OyieT yHukaneH B Internet. OTo mo3BoisieT yaaaeHHBIM MpolieccaM
00IaThCsl UCKJIIOUUTEIBHO Ha OCHOBE aJpeca COKeTa.

[TopT 3amaercs, 4TOOBI PEIIUTHh 3a/ad4y OAHOBPEMEHHOI'O CETEBOTO B3aMMOJACHUCTBHS C
HECKOJIbKUMH IPUJIOKEHUSIMU Ha OJHOM Yy3iie. Eciin Ha KOMIIbIOTEpE BBINOIHAETCS HECKOJIBKO
OPUIOKEHUH, TO TOdydYas MAKeT M3 CEeTH, MOXHO HWACHTH(PHUIMPOBATH MPUIOKEHUE TI0
YHUKaJIbHOMY HOMEpPY IOpTa, KOTOPBIH 3a/1aH IPU YCTAHOBJICHUH CBSI3U.

[TporpaMMucTbl JOMKHBI OBITH BHUMATEIbHBI MPH BHIOOpE HOMEpa MOPTa, MOCKOIBKY
HEKOTOpPBIE JOCTYIHBIE TOPTHI 3ape3ePBUPOBAHBI JIsl UCMOJIB30BAHUS MOMYJISIPHBIMU CITyKOaMu,
takumu Kak FTP, HTTP u T.1. OTu nopTsl 00CTyKUBAIOTCS U paclpenessstoTcs HeHTpoM Internet
Assigned Numbers Authority (IANA), ux onucanue cogepxutcs B RFC 1700.

Homepa mopToB pazgensioTcss Ha 3 kaTeropuu (CTaHAapTHBIC, 3apErUCTPUPOBAHHBIC U
JUHAMHYECKHE W/UIIN YacTHbBIE):

- Howmepa ot 0 1o 1023 3ape3epBUpOBaHbI AJi CTAaHIAPTHBIX CITYXKO.

- Iloptel c HOMepamu oT 1024 10 49151 sABAAIOTCS PErUCTPUPYEMBIMH.

- Iloptel c HOMepamu oT 49152 no 65535 - AMHAMHUYECKHE U YACTHBIC MOPTHI.

Bo u3bexxanne HakIa10K ¢ IOPTaMHU, YK€ 3aHATHIMU CUCTEMOW WJIM IPYTHM MPUIIOKEHUEM,
Ballla Iporpamma J0JDKHa BeIOMpaTh MopThl, HauMHas ¢ 1024. MoXHO BMECTO KOHKPETHOI'O
HOMepa nopta 3a1aTh 0, Torja cucTeMa cama BbIOepeT MPOU3BOJIbHBIA HEUCITIOJIb3YEMBIH B JaHHBII
MOMEHT HOMEp.

KoMMmyHHKanmoHHas MoJiesib KJIMEHT-CepBep

[TpunokeHne, WCHONB3YIOIIEE COKEThl, COCTOMT U3 paclpeiesieHHOW MpOorpaMMbl,
UCIIONHSAEMOM Ha 000MX KOHIAX KaHaia cBs3u. [IporpamMmy, HMHUIUHUPYIOUIYIO Nepenady,
Ha3bIBAIOT Kauenmom. Cepeep Npe/ICTaBIsET COOON MOYJIb, TACCUBHO OXKUIAIOIINI BXOASIIMX
3alpOCOB Ha YCTAaHOBKY COEAMHEHUU OT YyAAJNEeHHbIX KIMeHTOB. Kak mpaBuio, cepBepHOE
MPUIIOKEHUE 3arpyKaeTcs MPH 3aMTyCKe CUCTEMBI U MMPOCIYIIMBAET CBOM MOPT, OXKUAAS BXOIAIINX
coenquHeHni. KilmeHTcKkne npuioKeHus MbITAlTCS YCTAHOBUTH COEIMHEHHUE C CEPBEPOM, IOCIE
yero HaynHaeTcs oOMeH maHHbIMHU. [lo 3aBepiieHHWH ceaHca CBSI3M KIWEHT, KakK TMPaBUIIO,
paspbiBaeT coenuHeHue. Ha pucyHke mnpencrtaBieHa 0a3oBas MOZETb B3aMMOACHUCTBHS IS
IIOTOKOBBIX COKETOB.
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 Host-only Network Detal =

} Adapter | DHCP Server }

V] Enable Server
Server Address: 192, 16856100
Server Mask:  255,255,255.0
Lower Address Bound: 192, 168,56, 101

Upper Address Bound: 192, 168,56, 254

{ oK H Cancel

Kaaccel a1a padorsl ¢ anpecamu B .NET

IIpoctpancTBo nMeH System.Net cogepKUT KJ1acchl AJ1s pabOThl ¢ JOMEHHBIMU UMEHAMU U
IP-anpecamu: Dns, [PHostEntry, [IPAddress, [IPEndPoint u np..

Uro6s! nonyunts [P-anpec u3 DNS-umenn xocta MOKHO UCII0JIB30BATh CTATUYECKUN METO/T
Resolve kimacca Dns. ¥V ogHOTrO X0CTa MOXET OBITh HECKOJBKO IP-azpecoB M anbTepHATUBHBIX
umeH. IIpu nomyuenun IP-ampeca meron Resolve BosBpamaer oOwvext kiacca IPHostEntry,
KOTOPBIN COIEP’KUT MACCHUB aJpECOB, UMsI XOCTa U aJlbTepHAaTUBHbIE MeHa. Hanpumep, noayyum
aZpecHyr0 HHGOPMAIIHIO I X0CcTa Www.microsoft.com:

string hostname = “www.microsoft.com”; [IPHostEntry

host = Dns.Resolve(hostname);

B kmacce Dns ecTh pa3nuyHble CTaTUYECKHE METOJIbI, BO3BpAIlAIOIINE OOBEKTHI
[PHostEntry. Onu npuBeneHs! B Tadbaune 1.

Tabauma 1 — meroas! kitacca Dns

Metox Dns Onucanne

Resolve() ITo Dns-umenu unu [P-agpecy B 1eCATUYHO-TOYECYHONU HOTALUU
nonyyaet IPv4-agpeca n anpTepHaTHBHBIE HMEHA XOCTa

GetHostEntry() [To Dns-umenu unu [P-aapecy B 1eCATHUHO-TOYCUHOW HOTAIMH
nonyyaet IPv6-aapeca u anpTepHaTHBHBIE HMEHA XOCTa

GetHostByName() [To 3apanHOMy Dns-MeHH X0cTa BO3BpAIAeT CIIUCOK
[Panpecos

GetHostByAddress() [Monyuaer crpoky IP-ampeca B aeCITHYHO-TOYECHOM HOTAIMH
i 00bexT IPAddress, Bo3Bpamaer oobext IPHostEntry

GetHostName() BosBpariaet ums JTI0OKaJIbHOTO XOCTa

IP-anpeca oOpaOatsiBatorcsi B kinacce IPAddress. Mcmomb3ys cBoiictBo AddressList
BBIOEpEM U3 IOJTyYEHHOTO C MOMOIIbIO Kiacca Dns criucka [P-agpecoB xocTa nepBsiit:
IPAddress ipAddr = host.AddressList[0];
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Ucnons3ys kmacc IPEndPoint, co3magum JokalbHYI0O KOHEYHYIO TOYKY IS CepBepa.
Koneunas Touka 3aiaer agpec coketa — 3To komOuHanus [P-agpeca n Homepa nopra. Beibupaem
CBOOOAHBIN HOMEp MOPTA U3 COOTBETCTBYIOLIETO JIMANa3oHa:

int i =11000;

IPEndPoint ipEndPoint = new IPEndPoint(ipAddr, i);

st coznanus oowvekra [IPAddress MoHO HCTIONIB30BaTh cTaTnueckuii Mmeto Parse().
Hanpumep:

IPAddress address = [IPAddress.Parse(“172.16.56.2”);

IPAddress address = IPAddress.Parse(defaultGateway);

Ortot Meroxa mpeobdpasyer cTpoky ¢ [P-agpecoM B AeCATHYHO-TOUEUHOM HOTAIUH B IEJIOC
4x0aiiTOBOE YMCIIO C CETEeBBIM MOpSAKOM ciemoBanus Oait. K momo c¢ IP-ampecom MoxHO
oOpatutbhcst ¢ momonibio cBoiicTBa IPAddress. Address.

B kmacce IPAddress ecTh HECKOJBKO JOCTYHHBIX TOJIKO JUIS YTCHHUsS MOJICH, KOTOpBIC
BO3BpAIIAIOT crieluaibHble [P-anpeca:

- IPAddress.Loopback Bo3Bpamiaer agpec netiim odbpataoi cBszu 127.0.0.1;

- IPAddress.Broadcast BO3Bpalaet IMPOKOBEIIATENbHBIN azpec
255.255.255.255;

- [PAddress.Any Bo3Bpaiaet aapec 0.0.0.0, KOTOpbIil MOXKHO UCTIOTIB30BATH JIJIs

MOJTy4YeHHsI COOOLIICHUI Ha BCEX CETEBBIX MHTEpdeiicax TaHHOTO y3ia.

Knacc IPAddress Taxke CONEpKUT METOIBI JUIsl TMPeoOpa3oBaHUs TOPSIKA CIETOBAHUS
OaiitT: [IPAddress.NetworkToHostOrder(), IPAddress.HostToNetworkOrder().

Honaepxka cokeros B .NET
ITonnepxxky coketoB B .NET oOecneunBaroT Kjgacchl B IPOCTPAHCTBE HMEH

System.Net.Sockets. OcHOBHBIE KJIacChl MPUBEIEHBI B TAOIUIIE 2.

Tabnuma 2 - Kiacesl B mpoctpanctBe umeH System.Net.Sockets m11st paboTsl ¢ cokeTaMu

Kuaace Onucanne
NetworkStream Peanusyer 0a3oBbIi Kiacc TMOTOKa, M3 KOTOPOTO JIaHHBIE
OTIIPABISAIOTCS U B KOTOPOM OHM MOJYy4YaroTcsA. DTO abCTpakius
BBICOKOT'O YPOBHSI, TPECTABIISIONIAS COSTMHEHNE C KAaHAJIOM CBSI3U

TCP/IP.
Socket Knacc, oOecrieunBaroImuii  0a30BYIO
(YHKIIMOHATILHOCTD MPHJIO’KEHNS HA OCHOBE COKETOB.
TcpClient JlaHHBIM KjacCc CTPOUTCS Ha Kiacce Socket, yToOBI 00eCIEeUYnTh

TCP-o6cnyxuBanue Ha Oonee BbicOkoM ypoBHe. TcpClient
MIPEIOCTABIIICT HECKOJIBKO METOIOB JUIS OTIPABKH W ITOTYICHHS
TAHHBIX Yepe3 CETh.

TcpListener [Toctpoen Ha HU3KOYpOBHEBOM Kiacce Socket. [Ipennaznauen nis
CO3/IaHUSI CEPBEPHBIX NPWIOKEHUH. OH O0XUIAET BXOAAIIUE
3aMpocChl Ha COEAMHEHUS OT KJIMEHTOB U YBEIOMIISIET MPUIIOKEHHE O
JIFOOBIX COEIMHEHUSX.

UdpClient [TpennasHaueH ams peanuszanuu oocayxuBanus o nporoxkoixy UDP.

SocketException IT0 UCKITIOUEHHE TIOPOXKIACTCS, KOT/Ia B COKETE BO3HUKAET OIIMOKA.




Kiacc Socket.

Knacc Socket siBnsieTcss 0a30BBIM. MCTO,Z[I)I OTOI'0 Kj1aCcCa BBIIIOJHAIOT Pa3JIMYHbIC IIPOBEPKHU,
CBA3aHHBIC C 6630HaCHOCTBIO, a 3aTeM IMCPCIPAaBIAIOTCA K COOTBCTCTBYIOIIHMM aHajloram us3

Windows Sockets API.

Baxneiue cBoiicTBa kiacca Socket onvcansl B Tabauie 3.

Ta6muna 3 - CeoiictBa kitacca Socket

CBoiicTBO

Onucanune

AddressFamily

3a11aeT CEMEMCTBO aaApeCOB COKECTA — 3HAYCHHUC U3 IICPCUNCIICHUA
SocketAddressFamily.

Available Bo3Bpaiaer 00beM TOCTYITHBIX JJISl YTCHUSI JAHHBIX.

Blocking JlaeT wim ycTaHaBIMBaeT 3HAYEHUE, TOKA3bIBAOIIEE, HAXOIUTCS JIH
COKET B OJIOKHPYIOIIEM PEIKHME.

Connected Bo3sBpariaer 3HaueHue, HHHOPMHUPYIOIIEE, COSMHEH JIH COKET.

LocalEndPoint

JlaeT JI0KaJIbHYI0 KOHEYHYIO TOUKY.

ProtocolType

Jlaet Thn NpOTOKOJIa COKETA.

RemoteEndPoint

JlaeT yaleHHy0 KOHEUHYIO TOUKY COKETa.

SocketType

JlaeT Tum cokera.

OcHoBHBIE MeTOIBI Ki1acca Socket mpeacTaBieHbl B Ta0IuIE 4.

Tabnuna 4 — Metoas! kiacca Socket

Meton Onucanne
Accept() Co3/1aeT HOBBII COKET Uil 00pabOTKM BXOJISIIETO 3arpoca Ha
COC/IMHCHUE.
Bind() CBSI3BIBaET COKET C JIOKAIBHOM KOHEYHOW TOYKOW ISt OXKHJIAHHS
BXOJISIINX 3aIIPOCOB HA COCTMHEHMUE.
Close() 3aKpbIBaCT COKET.
Connect() YcTaHaBIMBAaET COSAMHEHHUE C YIAIICHHBIM XOCTOM.
GetSocketOption() Bosspamaer 3nauenue SocketOption.
IOControl() VYcraHaBnuBaeT ISl COKETa HH3KOYPOBHEBBIC PEKUMBI PaOOTBHI.
DTOT MeTol 00eCIeYrBaeT HU3KOYPOBHEBBIN JOCTYI K JISKAIIEMY
B OCHOBE 2K3eMIUIIpY Kitacca Socket.
Listen() [ToMerraer COKET B PEKUM TMPOCAYIIMBAHUA. ITOT METOJ
HpeHa3HAYCH TOJIBKO JIJIs CEPBEPHBIX PHIOKEHHH.
Receive() [TomrydaeT maHHbBIE OT COSMHEHHOTO COKETA.
ReceiveFrom() [Tpunumaer neiitarpamMmy B Oydep JaHHBIX U COXpaHsIET KOHEUHYIO
TOYKY.
Poll() Omnpezensier CTaTyc COKeTa.
Select() ITpoBepsieT cTaTyc 0JJHOTO WJIM HECKOJIBKHX COKETOB.
Send() OTnpaBiisieT JaHHbIe COCAMHEHHOMY COKETY.
SendTo() OTnpasinser 1edTarpaMMy Ha YKa3aHHYIO KOHEUYHYIO TOUKY.
SetSocketOption() YcTaHaBIMBaeT OMITMIO COKETA.
Shutdown() 3arnpemnaer ornepamnny OTIPABKK U MOTYYEeHHUS TaHHBIX HA COKETE.
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UtoOb1 HacTpouTh cepBepHbIi TCP-cokeT B ympaBisieMOM KOE, MPEXIEe BCEro HYKHO
co31aTh dk3eMIuLp kinacca Socket. Ero koHcTpykTOop npuHUMaeT Tpu napametpa: AddressFamily,
SocketType u ProtocolType. Ilapamerp AddressFamily ompenensieT ucmoiab3yeMyro COKETOM
cxeMmy ajapecanuu. Yamie Bcero B KayecTBE JTOr0 IapaMeTpa HCIOIb3YIOTCS 3HAYCHUS
InterNetwork (mns anpecoB [Pv4) u InterNetworkV6 (s anpecos IPv6). I[Tapamerp SocketType
ompenenser TUN cokera. Hampumep, Stream U1 MOTOKOBBIX COKETOB, W Dgram mns
neirarpaMMHbIX cokeToB. [lapamerp ProtocolType onpenenser NpuMEHSEMbI COKETOM
MPOTOKOJI ¥ PUHUMAET Takue 3HaueHus, kak Tcp, Udp, Idp, Ggp u 1. a.

Hanpumep, co3nare cokeT ains B3aumoaeicTBus no nporokoiny TCP MoxHO cieayromum
o0OpazoM:

Socket S = new Socket(IPEndPoint.Address.AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Tcp);

Kak TonpKO MOTOKOBBIN COKET Ha CepBEpe CO3/IaH, €ro HEOOXOIUMO MPUBA3ATH K allpecy.
[IpuBs3Ka KIMEHTCKOTO COKETa K ajpecy He oOs3aTenbHa. UTOOBI MpHBS3aTh COKET K aapecy,
ucnonb3yercst meroq Bind o6bekra Socket. DTomy MeTony HyKeH aipec U OPT, KOTOpbIe Oy IyT
COIIOCTABJICHBI C COKETOM, IMO3TOMY B KauecTBE IapamMeTpa OH NMPHUHHMAaET dK3EMIUIIp Kiacca,
npousBoaHoro ot EndPoint. Kak mpaBuio, sto o6bekt kinacca IPEndPoint (kpome nero B .NET
Framework BxoauT Tosibko oauH Kiacc, mpousBoanbiii or EndPoint, — IrDAEndPoint, koTopsrii
CITY>KUT JUIsl B3aUMOJICHCTBUSI IOCPEACTBOM HH(PPAKPACHOTO MOPTA).

ITocne BeI3OBa Meroma Bind wmerom Socket.Listen mepeBOguT COKET B PEXKHUM
MPOCITYIINBAaHUS U KOH(DUTYpUPYET AJisi COKeTa BHyTpeHHUE ouepenu. Korjga KIMEeHT mbITaeTcs
MOJIKJIIOUUTHCS K CEpBEPY, B 0OUEpeIb MOMEIIAETCS 3apoC Ha YCTaHOBIIEHUE coeAnHEeHHs. MeTo
Listen mpuHUMaeT OAMH apryMEHT — MaKCHMAaJlbHOE€ YHUCIIO 3alPOCOB COCAMHEHUN, KOTOPHIE
MOTYT HaXOJIUTHCS B OUEPEIH.

Merton Socket.Accept u3BIeKaeT U3 oOUepear MEPBhIH 3aMPOC, YCTAHABIMBAET COSAMHEHHUE C
KJIMEHTOM U BO3BpallaeT HOBbII 00BEKT Socket, KOTOpBII MOMXHO HCIIOJNB30BATh IS
KOMMYHHUKAIIHOHHOTO B3aUMOJICHCTBUS C JAHHBIM KITUEHTOM.

B KiMeHTCKOH yacT NMpUIIOKEHMs Iociie co3qaHus o0bekTa Socket 0OBIYHO BBI3BIBACTCS
meron Connect. MoxHO Takke CHadaja BbI3BaTh MeToj Bind, ecian HyXHO, 4TOOBI KIMEHT
UCIIOJIb30BaJl KOHKPETHBIN MOPT IS CBSI3U ¢ cepBepoM. Eciiu BBl He CBSA3aIM KIIMEHTCKUN COKET ¢
noptoMm, Meton Connect BbIOepeT mopT KiveHTa aBromaruuecku. llpum BbI3oBe Connect
KJIMEHTCKOE MPUIIOKEHHE TTBITAETCS YCTAaHOBUTH CoeMHEeHHe ¢ cepBepoM. Metoa Connect Takke
npunumaer o0bekT EndPoint, yepe3 koTopblil ompenensercs ueiaeBod ynaneHHbIH xocT. Kax
TOJIbKO COEMHEHHUE YCTAaHOBJIEHO, KJIMEHT U CEepBEp MOTYT IepeaBarh JaHHbIe MeToaaMu Send
u Receive.

Korga mpumnokenuss 3aBepmiaT OOMEH aHHBIMH, HEOOXOIMMO 3aKphITh COKeT. UToObI
KOPPEKTHO HMHHUITMMPOBATH 3aKPBITHE COKeTa, BBI3bIBaeTcs merox Shutdown. DTo mo3Boiser
nepeaaTh BCe HEOTIIPaBIICHHBIE TaHHBIE M MTOJTyYUTh elle He PUHSATHIE TaHHbIe n3 Oydepa. Ecmu
BBl CHHXPOHHO YWTAeTe JaHHBIE M3 COKeTa W moiydaere (0 GaifTOB, 3HAUMT, BTOpas CTOpPOHA
3aKphlJa COKET.

Ecnmu mpu BBIMOJHEHHMH KaKoOro-InOO MeToJa COKeTa BO3HUKAET ceTeBas OIIMOKa,
re"epupyercs uckiaouenue SocketException. DToT 00BEKT sBIsIETCS 000I0UKON KOJa OMIMOKH,
nonydeHHoro ot Win32. SocketException.ErrorCode — TOT ke KOa OMIMOKH, KOTOPBHIH BBI
noxyuunu 0bl, BeI3BaB Winsock-pynkuuto WSAGetLastError. OcHoBHBIE KoBbI o160k Winsock
IpUBEJICHBI B TAOIUIIE 5.

108



Tabmauma 5 — OCHOBHBIE KOJIBI OIITHOOK

Homep 3navyenue Winsock 3HauyeHue Onucanue
OLINOKH SocketError
10004 WSAEINTR Interrupted CucTeMHBI BBI30B ITPEPBAH.

DTO MOXKET MPOU30UTH, €CITU
BBIIIOJIHSETCS BBI30B COKETA,
ACOKET 3aKpBbIT.

10048 WSAEADDRINUSE AddressAlreadyInUse | Aixpec, kK KOTOpPOMY BBI
NBITAETECh MPUBS3aTh COKET
WM KOTOPBI BBl XOTHUTE
IPOCITYIINBATh, V)K€ 3aHAT.

10053 WSACONNABORTED | ConnectionAborted CoenuHeHune OBLIO
MIpepBaHO JIOKQJIBHBIM
KOMITBIOTEPOM.

10054 WSAECONNRESET ConnectionReset Coenqunenue OBLIO
IPEepPBaHO y/1aJICHHBIM
KOMITBIOTEPOM.

10061 WSAECONNREFUSED | ConnectionRefused CoenuHeHne ¢ KOHEYHOM
TOYKOH  OTKIIOHEHO. TO
MOXKET IPOU3OUTH, ECIH
XOCT OTKJIIOYEH WU €CIH
HOPT 3aHAT, a OdYepelb
3alIPOCOB 3aI0JHEHA.

JleiTarpaMMHBbI€e COKEThbI.

Co3aath AeTarpaMMHBIH COKET MOXHO CIIEAYIOIIUM 00pa3oM:

Socket s = new Socket(AddressFamily.InterNetwork, SocketType.Dgram,

Protocol Type.Udp);

ITpu ncnosb30BaHNN AEUTarpaMMHBIX COKETOB CHaydaja CO3Jal0T COKET. 3aT€M BBINOIHSIIOT
NPUBS3KY COKeTa K HHTepdeiicy, Ha KoTopoM OyIyT NpUHUMATh AaHHbIE, MeTo/IoM Bind (kak u B
Clly4ae IIPOTOKOJIOB, OpPHUEHTHPOBAaHHBIX Ha COEIMHEHHsA). Pa3HMma B TOM, 4TO BMECTO
UCIOJIb30BaHUs MeTOI0B Listen unu Accept HyKHO MPOCTO OXKHJIATh TPHEMa BXOIAIINX JTAHHBIX.
Ilockonpky B OTOM Clly4a€ COCIMHEHMS HET, IPUHUMAIOIIMK COKET MOXET II0JIy4YaTh
JeftarpaMMbl OT JIFOOOH MAIlIMHBI B CETH.

[Mpocreiimmii Mmeto npuema — ReceiveFrom:

Hpyroii cioco6 mpuemMa (OTIpaBKH) AaHHBIX HA COKETax, HE TPEOYIOUIMX COeTMHEHUS, —
YCTAHOBJIEHHE COEJMHEHHUs (XOTh 3TO M 3BYUYMT cTpaHHO). [locnme co3maHMs COKeTa MOYKHO
BbI3BaTh MeToJ Connect. PaKTUYECKH HUKAKOTO COEAMHEHHS HE MPOMCXOAUT. AZIpec COKeETa,
NepefaHHblii B (DYHKIUIO COEIMHEHMs, acCOLMUPYETCS C COKETOM, YTOOBI OBIJIO MOXHO
UCMOoJb30BaTh MeTo Receive BMecTo ReceiveFrom (IOCKOIBKY HCTOYHHK JTAHHBIX U3BECTEH).

Ectb n1Ba crioco0a oTIpaBKH JaHHBIX Yepe3 COKET, He Tpedyrouuii coequneHus. [lepBolil u
CaMBbIil MPOCTOM — Co37aTh COKET M BhI3BaTh MeTo SendTo.

Kak u npu noiayyeHuu TaHHBIX, COKET, HE TPEOYIOUINI COeAMHEHNS, MOKHO MOAKIIOYATh K
ajipecy KOHEYHOU TOUKU U OTIPaBIIAThH AaHHbIe MeTo oM Send. [Tocie co3nanus 3Tol MpUBSI3KU
UCIIOJIb30BaTh 7151 oOMeHa naHHbIMU MeTon SendTo ¢ npyrum agpecom Hemb3s — OyAeT BblJaHa
omnoOka. OTMEHUTh NPUBSA3KY COKETa MOXKHO, JIMIIbL BbI3BaB MeTo] Close ¢ ommcareneM 3Toro
COKETa, I10CJIE YETO CIENYET CO34aTh HOBBIM COKET.
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[TockonbKy coelMHEHNE HE YCTaHABIMBAETCA, €r0 (HOpMaJIbHOTO pa3phbiBa UIH KOPPEKTHOTO
3aKkpbITHs He TpedyeTcs. [locne npekpaiieHrs OTIPaBKH WK MOMyYEHUs JaHHBIX OTIPAaBUTEIEM
WIM TofyyaTesieM npocTo Bbi3biBaeTcsi Meton Close ¢ omucartenem TpeOyemMoro cokera, B
pe3yJIbTaTe Yero 0CBOOOKIAIOTCS BCE BBIJICIICHHBIE €My PECYpCHI.

3aganus Ha 1a00pPaTOPHYIO padoTy

OcHoBHBbIE 3a1aHUA (00s13aTeJIbHbIE JIJISl BHINIOJTHEHMS)

3aganue 1.

Hcnone3ys kimacc Socket mpocrtpanctBa mmen System.Net.Sockets .Net Framework,
pa3paboTaTh CHHXPOHHOE KOHCOJBHOE KIHMEHT-CEpBEpHOE IMpuiiokeHue. KiaumeHT u cepsep
JIOJKHBI OCYHIECTBIISITH B3auMo/iecTBUE 1o npoTokonay TCP.

B cepBepHOit yacT BBIBECTH Ha 3KpaH AecKkpuntop, [P-aapec u mopT ciiymaromniero cokera.
[Ipu mostydeHUU OT KJIMEHTa 3alpoca Ha YCTAaHOBJIEHHWE COCAMHEHUSI BHIBECTH HA SKPAaH HOBBIN
JIECKPUIITOP COKeTa, a Takxke [P-ampec u HoMep mopTa MOAKIOUUBIIETOCS KIMEHTCKOTO COKETa.
KiueHT u cepBep OKHBI 3aPOCUTH U TIOJIYYHTh JIPYT OT JIpyra TEKyIIUe AaTy U BpeMs.

BriBoMTE Ha 9KpaH BCe OTIIPaBJICHHbBIE U TIOJYyYEHHbBIE [0 COKETY JaHHbIE B KIIMEHTCKOW U
CEBEPHOU YaCTH MPUIIOKEHHUS.

BrInonHsATs mpoBepKy U 00pabOTKy OMIHUOOK.

B otuere npuBecTH 6J10K-CXeMy, JTUCTUHT KIIMEHTCKOM M CEPBEPHON YaCTH MPHUJIOKEHUS, a
TaK)Ke KOHH KPaHOB.

3aganmue 2.

Pa3paboTaTh KIMEHT-CEPBEPHOE MPUIOKEHUE, aHATOTUYHOE TPEABIAYIIEMY 3aJaHUI0, HO
JUTSI B3aMMOJCHCTBHSI KITHEHTA U CEBEpa UCTOIb30BaTh MpoTokosl UDP u neifrarpaMMHbIE COKETHI.

B otuere npuBecTH 6J10K-CXeMy, JTUCTUHT KIIMEHTCKOM M CEPBEPHON YaCTH MPHUJIOKEHUS, a
Tak)Ke KOTTHH dKPAHOB.

BHUMAHUE:
[Tpu 3amuTe mabopaTopHO pabOTHI JEMOHCTpALMIO Pa3pabOTaHHBIX KIMEHT-CEPBEPHBIX
NPUIIOKEHUH MPOBOJUTH B JIOKAJILHOM ceTH Kadeapsl, IMO0 B BUPTYaIbHOM JIOKAJILHOW CETH.

JlonoJiHUTe/ILHBbIE 3a1aHNsl 10 BapuanTaM Bapuant 1

Pa3paboraTh KIMEHT-CEpBEpHOE MPHUIOKEHUE M TOJYYEHHUS CIHCKA OTKPBITHIX
TCPnoproB ynaneHHOTo XocTa. B3anmonelicTBie KIMEHTa U cepBepa OCYIIECTBISITH HA OCHOBE
IIOTOKOBBIX COKETOB.

Jns monmydeHusi mOpTOB MCMoib30Bath kimace SocketException. CkanupoBaHme MOpPTOB
BBITIOJIHATD B IIUKIIC 110 HOMEPAM IMOPTOB.

Bapuanr 2

Pa3paboTaTe KIHMEHT-CEPBEPHOE TMPUIOKEHUE JUIsI TIONYYECHHS CIHCKAa OTKPBITHIX
UDPnopToB yapaieHHOTO XocTa. B3anmoneiicTBue KIMEHTA U CepBEpa OCYIIECTBIIATh HA OCHOBE
IIOTOKOBBIX COKETOB.

Jns monmydeHusi MOPTOB MCMONB30BaTh Kimace SocketException. CkanupoBaHHe MOPTOB
BBITIOJIHATD B IIUKIIC IIO HOMEPAM IMOPTOB.
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Bapuant 3

Pa3paboTtaTh KJIMEHT-CepBEpHOE MPHIIOKEHHE Ui MoJydeHus crucka [Pv4-agpecoB u
MacoK CeTEeBBbIX HHTEp(HEHCOB ynaleHHOro Yy3ia. B3auMonelcTBue KIWMEHTa W cepBepa
OCYILECTBIISATh HAa OCHOBE IOTOKOBBIX COKETOB. JlJis MOJydeHUs aapecoB HCIOIb30BATh
npoctpancTBo uMeH System.Net.NetworkInformation, kinaccer NetworklInterface,
[PInterfaceProperties (cBoiictBo UnicastAddresses).

BapuanT 4

Pa3zpaboraTh KJIHMEHT-CEpBEpHOE MPHIOKEHHE Ui MOoJydeHust crucka I[Pv6-agpecos
CETeBBbIX MHTEP(EHCOB yAAJICHHOTO y3i1a. B3anmoseiicTBre KIMeHTa U cepBepa OCYIIECTBISTh Ha
OCHOBE MOTOKOBBIX COKETOB. JlJisl MoiTydeHus aapecoB MCIoib30BaTh kiacchl NetworkInterface,
IPInterfaceProperties (cBoiictBo UnicastAddresses).

Bapmuant 5

Pazpaborate kimueHT-cepBepHOE NpHIOKEeHUE Ui moiydeHus DNS-umeHu ynaneHHoOro
y3na (ums y3ma + ums gomeHa), a Takxke I[P-ampeca DNS-cepBepa ynaneHHoro ysma.
B3anMozeiicTBre KIIMEHTa U CEpBEPA OCYIIECTBIISITH HA OCHOBE IIOTOKOBBIX COKETOB.

Bapuanr 6

Pa3paboTarh KIMEHT-CEPBEPHOE MPUIIOKCHUE [UIS TOJTYYCHHUS CIIICKA (PU3HUYCCKUX aJIPeCOB
ceTeBbIX MHTEP(EHCOB yaaieHHOro y3i1a. B3auMo/ieiicTBIE KIIMEHTa 1 CepBepa OCYIECTBISTh Ha
OCHOBE ITOTOKOBBIX COKETOB. [IJis MOJTy4eHuUs ajpecoB UCIIOIB30BaTh KIIACCHI TPOCTPAHCTBA HMEH
System.Net.NetworkInformation (kmacc PhysicalAddress u ap).

Bapuanr 7

Pa3zpaboTaTh KIHMEHT-CEpBEpHOE TMPHIOKEHHE Uil TOJY4YeHHs CIHCKAa aKTHUBHBIX
TCPnopToB yaaneHHOro xocra. BzanMoneicTBrie KiMeHTa U cepBepa OCYLIECTBIATh Ha OCHOBE
MIOTOKOBBIX COKETOB.

Jlng nonydenus noptoB ucnonb3oBarh kiace [IPGlobalProperties.

Bapuants 8-14
3aaHus aHAJIOTMYHbIE BapUaHTaM 1-7, TOJIBKO ¢ UCIIOJIB30BaHUEM JEMTarpaMMHBIX COKETOB
JUISL B3aUMOJICHCTBUS KIIMEHTA U CEPBEpa.

KoHTpoJibHBIE BONIPOCHI

1. UYrto Ttakoe coker? Kak mo oTtHomeHuto k ypoBHsM cteka TCP/IP pacnonoxxen
uHTepdeiic cokeTon?

2. CKOJBKO COKETOB HEOOXOIMMO JUIS B3aWMOJCWCTBHS KJIHEHTa W cepepa? Yto
npecTaBisieT coboil anpec cokera?

3. HasoBure TUIBI COKETOB. B KakoM ciyyae npennoyTUTEIbHEE NCI0Ib30BATh TOT WM
uHOH THI cokeToB? Kakoit TUIT COKeTOB 00ecneunBaeT HaAeKHOCTh U MOPSI0K TOCTaBKH?

4.  Yem paznuyaroTcsi MOTOKOBBIE MPOTOKOJBI W IPOTOKOJBI, OPUEHTHPOBAaHHBIE Ha
nepenavy cooduenuit? Kak aTo orpaxkaercs Ha KoJie IpHU HallMCaHUH NporpaMm?

5. Uem omiMyaercs mpolecc NOJyYeHUs U OTIPABKH JaHHBIX HA COKETE, He TpeOyIoleM
coeMHeHus?
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6. Kakoii agpec MOXXHO HCITOJIB30BaTh, YTOOBI TPOCTYIIUBATh BCE CETEBBIC HHTEPPEIHCHI
JIOKaJIbHOT'O y3J1a?

7. Kakoii mopsimok OaiiToB mcrnonb3yercss B Intel-coBmectumbix mpoueccopax? Kakoit
HOPSI0K OAWTOB MPUMEHSIETCS ISl pabOTHI C COKETaMu?

8.  Kakue HomMepa IOPTOB MOTYT 331€HCTBOBATh MPHUKJIAAHBIE IPOrPAMMBI IpU padoTe ¢
cokeramu?

9.  Kak ocymecTBisieTcs KOppEKTHOE 3aBEpILICHHUE CeaHca PadOThl C HOTOKOBBIM COKETOM,
C AeTarpaMMHBIM COKETOM?

10. Kak MOXHO y3HaThb HOMEpa MOPTOB, 3aHATHIX CTaHJAPTHBIMHU ciyxOamu? B kakom
daiine xpanutcs 3ta uHpopMaus?
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3.6 J1abopaTopHas padora Ne 6 IIpoTOKO0JIBI TPAHCIIOPTHOIO YPOBHS

eab padoThl

N3yunth TpaHCOpTHBIE MPOTOKOJIBI IHTEpHET.

[IpnoOpectn mpakTUYECKUE HABBIKU CO3/IaHUSl  KJIMEHT-CEPBEPHBIX MPUIIOKEHHIH,
B3auMoiecTByromuXx 1o nporokonam TCP u UDP na ocHoBe npuMeneHus kinaccoB cpeanl NET
Framework.

ITocTanoBKka 3a1aun

1. M3yuutp MeTonuvecKkue yKasaHHsA K JIaOOpaTOpHOW paboTre, Marepuaibl JICKIUH U
PEKOMEHIyEMYIO JIUTEPATYPY.

2. Pazpabotarh npuIoKEeHUsS KIUEHT-cepBep sl geMoHcTpauuu padotsl ¢ TCP u UDP
MIPOTOKOJIAMU COTJIACHO 3aJaHUI0.

3. OTBeTuTh Ha KOHTPOJIBHHBIE BOIPOCHI.

MeTtoauyeckue yKasaHus

1. llporokoa TCP

TCP (Transmission Control Protocol) — mpoTokos ynpasiieHus nepeaadeii, OauH U3 caMbIX
IIMPOKO PACIPOCTPAHEHHBIX MPOTOKOJIOB TPAHCIIOPTHOTO YPOBHS. DTO OPUEHTHPOBAHHBINA Ha
COCIMHEHUE TPOTOKOJ, MpEeAHA3HAYEHHBIN i1 OoOecreueHus] HAACKHOW IMepeiadyd JaHHBIX
Mexay nporeccamu. Onucan B fokymenrax RFC 793, 1122, 1323.

TCP BeimonHsieT GyHKIMH KOHTPOJISI OIMIUOOK M YIPaBIEHUS MOTOKOM JIaHHBIX.

TCP He noanepxXMBaeT IIMPOKOBEIIAHWE W MHOTO3JPECHYHO pacchUlKy. OH MOXET
MCIIOJIB30BATHCS TOJBKO JI1 COEIMHEHHUH «OJIMH-K-OAHOMY». [Ipy 3TOM MPOTOKOJI yCTaHABINBAET
JYTUIEKCHBIN BUPTYaJIbHBIN KaHaJ Nepeladyd MeXAy KOHEUHbIMU y3/1aMHu.

Kaxxnprit B3anMoeicTBYIOMUN Mporiece uaeHTuGUImpyercs coketom — mapoit [IP-aapec u
Homep mopTa. Jlornueckoe coenuHenue mo mporokony TCP mexnay AByMsl TPHUKIAIHBIMU
mpoieccaMu HACHTHPUIUPYETCs mapoit cokeToB. Kaxaplii MpoIecc OJHOBPEMEHHO MOXKET
y4acTBOBATh B HECKOJBKUX coeAnHeHusx. Enununein nanubix TCP siBnsieTcs CErMEHT.

2. lIporokoa UDP

UDP (User Datagram Protocol) - mpoTokoJt oib30BaTeNbCKUX AeHTarpamMM.

BricTphiit  nefitarpammubiii mpotokoi. Pa3zpaGotanH [y mpeocTaBieHHUs] MPHUKIATHBIM
[IporpaMmmaM TPaHCIIOPTHBIX YCIIYT.

Paboraer mosepx IP. He rapantupyer nocTaBKy, HE YCTaHaBIMBAET BUPTYaJbHBIX
COEIMHEHUM, HE OCYIIECTBIISIET MOBTOPHBIX II€pEAad, HE BBINOJHAET IEpEyNopsI0YNBaAHUS
MAKeTOB, HE YMpaBiseT NOTOKOM MJaHHBIX. Bce 3T ¢yHkimum npu wucnonb3zoBanuu UDP
BO3JIO’KE€HBl Ha TMPWIOKEHUs (MPUKIAJHbIE MPOTOKOJbI). T.0. MpPUIIOkKEHUS HODKHBI CaMH
o0OecrieunBaTh HaJISKHOCTh Mepeaayn.

ITo >tum npuynHam UDP B OCHOBHOM CIIy>KUT JUIS IEpeJayd MYJIbTUMEIUWHBIX JTaHHBIX,
I7I€ Ba&XKHEE CBOCBPEMEHHOCTbD, 4 HE HAJIEKHOCTh JIOCTAaBKHU.
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[Iporokon UDP moxer paboTaTh 1O CXeM€ «OJAMH-KO-MHOTHM», TO3TOMY IIIHPOKO
MPUMEHSIETCS JUIS PACCHUIKHU TPYIIIOBOTO U HIMPOKOBEIIATEIHHOTO TpaduKa.

3. Peasmmzanms nporokona TCP na nnargpopme .NET Kunace TepListener

Hust padoter ¢ TCP mporokonom cpena .NET Framework mpemocTtaBisier BBICOKOYPOBHEBBIC
kiaccel TepListener u TepClient, oTHocsammecs Kk npoctpancTBy uMeH System.Net.Sockets. B
oTanuue OT Oojiee HU3KOYpPOBHEBOro Kiacca Socket, B KOTOPOM MpH IOJyYEHHH/OTIPABKE
JAHHBIX TPUMEHsieTcs To0aiToBhI moaxon, kimaccel TcpListener m TcepClient ucmons3yror
MOTOKOBYIO MOJIeIb. B HUX B3aMMOZEWCTBUE MEXKIY KIMEHTOM M CEPBEPOM OCHOBBIBAETCS Ha
NOoTOKe ¢ mnpuMeHeHHeM kiacca NetworkStream. OHM He TOIACPKHUBAIOT HEKOTOPHIE
BO3MOXKHOCTH, IIpesiaraeMple kiiaccom Socket, TeM He MeHee, TOJIE3HbI BO MHOTUX CUTYyalHsIX.

Kimace TcepListener obecneunBaer paboty ¢ TCP-mporokosom Ha ctopoHe cepBepa. OH
CJIyHIaeT 3allpoChl KIIMEHTOB, IPUHUMAET 3allPOC U CO3/IaeT HOBBIM SK3eMIUIsp Kinacca Socket uiu
TcpClient, KOTOPBI MOKHO HCIIONIB30BAThH JIJIsl B3AUMOJICHCTBUS C KIIMEHTOM.

Knacc TepListener mHKancyIupyeT 3akpbeIThiii 00beKT Socket, m_ServerSocket, moctymHbrit
TOJIBKO JUTSI TPOU3BOIHBIX KJIACCOB.

OcHoBHble MeToAbI Kiacca TepListener mpeacTaBieHbl B TaOIHIIE.

Bo3spamaemblii Ha3Banue meroaa Onucanue
pe3yabTar

Socket AcceptSocket() [lpuHuMaeTr  coeaMHEHHE  KJIMEHTa |
BO3Bpamaer 00bvekT Socket, MCIOIB3yeMBbIit
JUISL B3aUMOJICHCTBHS C KIIMEHTOM

TcpClient AcceptTcpClient() [IpuHUMaeT  cOeIWHEHHWE  KIHEHTA U
BO3BpaIllaeT 00BEKT TcpClient,
UCIIOJIB3YEeMBIN /11 B3aUMOJEUCTBHSA €
KJIMEHTOM

bool Pending() [Toka3bIBaeT, €CTh JIH 3aMPOCHI, OXKHIAIOIIHE
COCTMHEHHS

void Start()/Start(int) [epeBomuT manubIi sk3emiuisip TepListener B
PEKUM [POCITY ITUBAHHUS 3aIpoCcoB
COCTMHEHHS

void Stop() 3akpbiBaeT MaHHBIA dKk3emiuisip TcpListener,
HAXOJSIIUICS B PSKUME TPOCITYITHBAHUS

OcHoBHbIE cBOICTBA Kiacca TcpListener mpeacTaBieHbl B TabIUIIE.

Tun HNwms cBoiicTBa Onucanue
IPEndPoint | LocalEndPoint OtkpeiToe cBoiictBo LocalEndpoint Bo3Bpamaer o0bexT
IPEndpoint, KOTOpbIif  coAepXUT HH(POPMAIHIO O
nokansHOM [P-ampece m HOMepe mopra, HCIOIb3YEMBIX
JUISL OKUJIAHUS BXOJISIIIMX 3aIIPOCOB OT KIIMEHTOB.

bool Active 3aluIIeHHOe CBOMCTBO, yKa3bIBaeT, CJyIIaeT JH B
Hacrosnmid MoMeHT TcpListener 3anpockl cCOeTMHEHUSI.
Socket Server 3amuIIeHHoe CBOMCTBO, BO3BpalmaeT 0a30BbIi 00BEKT

Socket, ucnonbszyemsbiii o0wbexkToM TcpListener, 4ToOBI
CJIyIIATh 3aPOChl COETUHEHHUS.
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PaccmoTpum nocnenoBarenbHOCTh AeiicTBHil HA cTopoHe TCP-cepBepa.

1) Co3nanue 3x3emmisipa kiaacca TepListener
Jlns cozmanms sk3eMmIuisipa kimacca Tcplistener (T.e. co3gaHMs COKETa) CYIIECTBYIOT TPH
HeperpyKeHHbIX KOHCTPYKTOpa:

1) public TcpListener(int point);
2) public TcpListener(IPEndPoint
endPoint);
3) public TcpListener(IPAddress ipAddr, int port).

IIepBbIil KOHCTPYKTOP YKa3bIBaCT UCIIOIb3YEMBIH JUIs IPOCITYLIMBAHUS 3aIIpOCOB NOPT. IIpu
stom IP ampec paBen IPAddress.Any, uro sxBuBasienTHo 3Ha4yeHuto 0.0.0.0. T.e. cepBep momkeH
MPUHUMATH COOOILIEHNUS KIIMEHTOB HA BCEX CETEBBIX MHTepdercax.

Bo BTOpOIii KOHCTpYKTOp Mepenaetcst 00bekT IPEndPoint, onpenensromuii IP anpec u mopr,
Ha KOTOPOM BBIIIOJIHSIETCS IPOCITYLIMBAHHE.

[Tocneanuii neperpy keHHbI KOHCTPYKTOp NpuHUMaeT o0bekT IPAddress u Homep nopra.

2) lIpocaymmBaHue 3aPOCOB KJIHEHTOB

Ha crnenyromiem 1miare mocie CO3JaHHs COKETa MOYHO MPHUCTYNAaTh K MPOCITYITHBAHHIO
3anpocoB kimMeHToB. /s atoro B kiacce TcpListener ectp merox Start(), BBITOJHSFOIINAN
CJICAYIOUIYIO TIOCIIEIOBATEIILHOCTD JCHCTBUIA:

1)  CsssbiBaer coker ¢ IP agpecom u mopToMm, nepeaanHbIME B TapaMeTpax KOHCTPYKTOPY
knacca TcepListener (ananornyno metony Bind() us knacca Socket);

2) BemssBaet meron Listen() 6a3oBoro kimacca Socket W HauyMHAET MPOCTYIIMBATH
3aMpoChl COSAMHEHUS OT KIIMEHTOB.

TcpListener tcpListener = new TcpListener(ipAddr, port); tcpListener.Start();

[TpucTynuB K NpOCIYUIMBAHHUIO COKETa, MOXKHO BBI3bIBaTH Meroa Pending(), uToOBI
NPOBEPATh HAIWYKME OXMJIAIOIIUX 3allPOCOB COEIMHEHHsI B Ouepeiu. DTOT METOA MO3BOJISIET
NPOBEPATH HATMUME OXKHJIAIOIINX KIMEHTOB J0 BbI30Ba CHHXPOHHOTO MeTozia Accept(), KOTOPBIi
OJIOKMPYET BBIMOJIHAIOIIMNACS TOTOK.

it (tcpListener.Pending())

{ ... B ouepenu ectb 3ampochl Ha COETMHEHUE OT KJIMEHTOB |}

3) Ilpuem coequHEHNI OT KJIMEHTOB

J1is mpUHSATHS 3aIpoca Ha COeIMHEHUE OT KIIMEHTa UCTIONb3YyIoTest MeTobl AcceptSocket()
u AcceptTcpClient(). Onu Bo3BpamaroT cooTBeTcTBeHHO 00heKkThl Socket mmm TepClient:

Socket sock = tcpListener.AcceptSocket();

TcpClient sock = tcpListener. AcceptTcpClient();

4) OTnpaBKa U MoJIy4YeHue COO0eHn i

B 3aBucmMocTH OT THNa COKE€Ta, CO3JaHHOI'0 IpHu YCTAHOBJICHHUH COCOAWMHCHUA, oboMeH
naHHbIMU BbIonHsieTcs: merogamu Send() um Receive() obbekra Socket wim ¢ momonibro
yreHus3anucu oobekta NetworkStream.
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5) OcranoBka cepBepa

Ilocme 3aBCPIICHUA B3aHMOHeﬁCTBHH C KIIMCHTOM HY>XHO OCTAaHOBHUTDH CJ'IYH_IaIOH_[I/Iﬁ COKCET.

s aToro ucnonwsiyercs meron tecpListener.Stop().

TCP.

4. Kaacc TcpClient

O6ecneunBaer padoty ¢ TCP-npoTokosoMm Ha cTopoHe kiueHTa. OH MOCTPOEH Ha Kiacce
Socket u obecrieunBaer TCP-cepBucel Ha 6ojee BbicokoM ypoBHe. B kimacce TcpClient ecth
3aKpbITBHIH 00BeKT maHHBIX M_ClientSocket, HCMoOIb3yeMbIil 1J1 B3aMMOJICHCTBHS C CEPBEPOM

Ocnosubie Metobl kiacca TepClient npencraBieHsl B Ta0nuIe.
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Ha3Banue MeToaa

Onucanune

Close() 3akpeiBaeT TCP-coequnenne
Connect() Coenunsiercs ¢ yaaneHHbM xoctom TCP
GetStream() BosBpamaer 00bekT NetworkStream, UCIIONB3yeMbIi 171 Iepe1adn

JAaHHBIX MCXKY KIIMCHTOM U YIAJICHHBIM XOCTOM

OcHoBHbIE OTKpBITHIE cBOMcTBa Kiacca TepClient mpeacTaBieHsl B TabIuIe.

Tun

Hwms cBolicTBa

Onucanune

LingerOption

LingerState

YcTanaBnuBaeT WM Bo3Bpaiiaer o0bekT LingerOption,
colepkamuii  wHPOpMAIMIO O TOM, Oyaer I
COCJIMHECHUE OCTABAThCS OTKPBITHIM IOCIE 3aKPBITHS
COKEeTa M KaK JIOJITO

bool

NoDelay

VYka3biBaeT, OyJET JIM COKET 3aJepKUBaTh OTIPABKY U
MOJly4YeHUEe JIaHHBIX, eciau Oydep, Ha3HAUEHHBIA IS
OTHPABKHU WJIU MOJYYEHHSI TaHHBIX, HE 3aIlI0JIHEH.

Ecnu cBoiictBo umeer 3nauenue false, TCP 3anepxxut
OTIpaBKy TMakKera, TMokKa He OyneT HaKOIUIeH
JIOCTaTOYHBIM 00BEM AAHHBIX. DTO CPEACTBO MOMOTAeT
n30exarb HedPQPEKTUBHON OTHpPaBKU Yepe3 CeTh
CIIUIIIKOM MaJICHbKHUX IIaKETOB.

int

ReceiveBufferSize

3anaer pa3mep B Oaiitax Oydepa a1 BXOAALIMX TaHHBIX.

I/ICHOJ'II)SyeTCSI IIPpHU CYUTBIBAHUW JAHHBIX U3 COKCTA.

int

ReceiveTimeout

3amaer Bpems B MuIuMcekyHaax, kortopoe TcpClient
6YI[€T JKIAATh NOJYUYCHUSA JAHHBIX MMOCJIC MHUITUUPOBAHUA
9TOM onepanuu. Eciau 310 BpeMs UCTEYeT, a JaHHbIE HE
OyIlyT MOJy4YEHbI, BOBHUKHET UCKITIOUEHUE
SocketException.

int

SendBufferSize

3amaer pasmep B Oaiitax Oydepa st HCXOAAIINX
JTAHHBIX.

int

SendTimeout

3amaer Bpemsi B MuiumMcekyHaax, kortopoe TcpClient
Oyner  KJaTh  TMOATBEPXAEHUS  yHuciaa  OalToB,
OTITPaBIICHHBIX YAAJCHHOMY XOCTY OT 0a30BOT0 COKETa.
[Tpu ucreuenun BpemeHu SendTimeout mopoxmaeTcs
uckimouenne SocketException.

OcHoBHBIE 3amuIieHHbIe cBocTBa Kiacca TcepClient mpencraBieHbl B TabIHIIe.

Tun

HNmsa cBolicTBa

Onucanue




bool Active VYka3bIBaeT, €CTh JIM aKTUBHOE COCAMHEHHE C yTaJICHHBIM
XOCTOM
Socket Client 3amaer 6a30BbIi 00bEKT Socket, HCIOIB3yeMbIi 00BEKTOM

TcpClient. ITockonbKy 3TO 3alIUINIEHHOE CBOWCTBO, K
0a30BOMy COKETy MOXHO OOpamiaThCs, €CIH KJacc
npoussezeH ot TepClient.

Co3ganue coxera
[Tepserit mar npu pazpadotke TCP-kmuenTa — coznanue sxk3emMiuisipa kiaacca TepClient. B
kiacce TcpClient onpeniesieHO YeThIpe Neperpy>KeHHbIX KOHCTPYKTOPA:
1) public TcpClient();
2) public TcpClient(IPEndPoint ipEnd); 3) public
TcpClient(string hostname, int port); 4) public
TcpClient(AddressFamily family).
Ecnu ucmionb3yeTcst mepBbIid WM BTOPOH KOHCTPYKTOP, TO JJISl yCTAaHOBJICHUSI COCTUHECHUS
C yJaJeHHBIM XOCTOM Haa0 BbI3bIBaTh MeTo] Connect(), B KOTOPOM YyKa3bIBaTh YAAJICHHYIO
KOHEYHYIO TOUYKY, C KOTOPOW HAa/I0 COCTUHUTHCS.
[Teperpyxennsiii koHCTpykTOp TcpClient(IPEndPoint ipEnd) uHuMumanusupyer HOBBII
sx3emIuisp kiacca TepClient, cBA3aHHBIN C YyKa3aHHOMW JIOKaJIbHOM KOHEYHON TOYKOMA.
[Meperpyxennsrii koncTpykTop TepClient(string hostname, int port) mpuHUMaeT B KayecTBe
napaMeTpoB UMs U MOPT yAajdeHHOro y3ia. OH co3maeT HOBBIA dk3eMIuip kiacca TcepClient,
paspemaer ykazaHHOe AOMEHHOe uMs B IP-ampec m ycraHaBiamBaeT yAajleHHOE COCITUHEHHE C
yKa3aHHBIM XOCTOM U TOpToM. OJHAKO C TMOMOMIBIO 3TOTO0 KOHCTPYKTOpa HENb3s 3a1aTh
JIOKAJILHBIN apec U MOPT, C KOTOPBIM KEIATEIbHO CBSA3ATHCS.
Eme onun xoHctpykTop TepClient(AddressFamily family) mo3Bomnsier mepenats B kauecTBe
napamerpa 3HaueHue nepeuncienus AddressFamily.

YcTaHoBI/IeHHE COeTMHEHHUSI C CEPBEPOM

Crnenyromuii mar — YCTAaHOBJIIGHHE COEAMHEHHs] C YJaleHHBIM XOCTOM. Jlis 3Toro
npennazHaueH metoa Connect().

CyIecTBYIOT HECKOJIBKO MeperpyKeHHbIX BapuanToB MeToaa Connect().

Nwms Onucanne
Connect(IPEndPoint) YcTaHaBIMBaeT COCAMHEHNUE KIUCHTA C yIAJICHHBIM XOCTOM,
ucnoib3ys KoHeuHyro Touky IPEndPoint
Connect(IPAddress, int) YcTaHaBIMBaeT COCMHEHUE KIUEHTA C yIAJICHHBIM XOCTOM,
HCIOJIb3YS yKa3aHHbIl [P-anpec u HoMep nmopra
Connect(IPAddress[], int) YcTaHaBIMBaeT COCIMHEHHE KIMEHTA C YIAJICHHBIM XOCTOM,

HCIIOJNIB3YsI HECKOJIbKO YKa3aHHBIX B MaccuBe IP-aapecoB u
HOMeEp mopTa

Connect(String, int) YcTaHaBIMBaeT COCAMHEHNE KIUCHTA C yIAJIEHHBIM XOCTOM,
HCIIOJIB3YsI HMsI XOCTa M HOMEp TopTa

Tak Kak ycTaHOBKa COEJMHEHHUS 3aBHUCUT OT MHOTHX (PaKTOPOB: KauecTBa pabOThHI CETH,
HaJIM4us paboTaroIero MpuIoXKeHUs-cepBepa M T.J., PEKOMEHIYETCsl BCErja BbI3bIBATH 3TOT
MmeToa B Oioke try/catch mis 00paboTKM UCKITIOUEHUIH.

OTtnpaBka u noJjiyueHue coo0LIeHHUI.
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JlanHble nepenaroTcs 1Mo CeTH MEeXIy ABYMs y3J1aMu B ¢GopMe HElpephIBHOTO MOTOKa. J{7st
00pabotku Takux motokoB B .NET umeercs cneruanpHbiil kirace NetworkStream.

Knacc NetworkStream Bxoaut B mpoctpancTBo uMeH System.Net.Sockets u ucnonssyercs
JUTSL OTIIPABKU | MOJTYYCHUS JAHHBIX Y€pPe3 COKETHI.

O6bext NetworkStream — 310 HeOydepHu30BaHHBIN MOTOK, KOTOPBIA HE IMOACPKUBACT
MPOU3BOJBHBIA JIOCTYH K JaHHbIM. HeBO3MOXXHO H3MEHUTh MO3UIUI0 BHYTPH IIOTOKA, W,
cJeIoBaTeNbHO, UCcToib3oBaHue MeTona Seek() u cBoiicTBa Position mopoxaeT CKIIOUCHHE.

[Ipexxne uem OTHPABIATH U MOJTy4YaTh JaHHbBIE, HY>KHO ONpPEAETUTh 0a30BbIA MOTOK. [yt
stux 1enei B kinacce TepClient ecte Mmeron GetStream(). OH co3aaeT dK3eMILIAP Kiacca
NetworkStream u Bo3Bpamaer ero BbI3bIBawOIIeH mporpamme CIEayOMuiA KOJ CO31acT
sk3emmuisip kiacca TcepClient, ycTaHaBiMBaeT COEIUHEHHE C CEPBEPOM U 3aTeM CO37acT
skzeMiuissp  kimacca  NetworkStream:  TepClient  client = new  TcepClient();
client.Connect(“192.168.10.17, 80);

NetworkStream tcpStream = client.GetStream();

Janee MoxxHO ucnonb3oBaTh MeTo bl Read() u Write() kimacca NetworkStream myist ureHust
U3 MOTOKA U 3aIllUCH B MOTOK.

Meton Write() ucnonb3yeTcsi HIjisi BBIOJIHCHUS CUHXPOHHOW 3amuck B MOTOK. OH
3aMKUCHIBACT B TIOTOK IMOCIIEIOBATEIIFHOCTh OAWTOB M MPOJABUTACT TCKYIIYIO TO3HIIMIO B TIOTOKE
BIIEpE]T HA YMCJIO 3aIMHCAHHBIX OANTOB.

Meton Write() mpuHMMaeT TpU MapaMmerpa: MaccuB OalTOB, COIEPIKALIUIl OTIPaBIIIEMbIe
JaHHbIE, TIO3UIIMIO B IIOTOKE, C KOTOPOM HY>KHO HauaTh 3aMUCh, U UIMHY JaHHBIX.

tcpStream.Write(sendBytes, 0, sendBytes.Length); sendBytes

— OTIPaBJISIEMBIN MacCHB OANTOB.

Meron Read() ucmonws3yercs ais BBINOJHEHHUS CHHXPOHHOTO YTeHHS W3 mMoToka. OH
CUMTHIBACT yKa3aHHOE YMCIO OalWTOB W TPOJBUTACT IMO3WIIMI0O B TOTOKE BIEpE] Ha YHCIIO
CUMTAHHBIX OANTOB.

Merton Read() mmeer Takoii ke HaOOp MmapamMeTpoOB — MAacCHUB OaWTOB IJIsi COXPaHEHMS
JaHHBIX, KOTOPBIC CYUTBIBAOTCA U3 ITOTOKA, IMTO3UIIUIO HaAYaJ1a CHUTBIBAHWA U YUCJIO CYUTBIBACMBIX
0aiiToB.

byte[] rcvBytes = new byte[client.ReceiveBufferSize];

int length_rcvBytes = tcpStream.Read(rcvBytes, 0, client.ReceiveBufferSize);

CroiictBo ReceiveBufferSize kmacca TcpClient 3agaer pasmep B Oaiitax Oydepa s
YTEHUSs, I03TOMY €r0 MOYKHO HCIIOJIb30BaTh KaK pa3Mep MaccuBa OalToOB.

[Tocne B3auMoOAEWCTBUS C CepBEpPOM, UYTOOBI OCBOOOANTH BCE PECYPChl U 3aKPBITH
KIIMEHTCKUH COKET, ciienyeT Bei3BaTh Meton Close():

client.Close();

5. Peanuzauus nporokosaa UDP na nnargopme .NET Kuace
UdpClient
Kiace UdpClient mpenna3snaden s peanmsaiuu B cetu npotokosa UDP. On noctpoen Ha
Kimacce Socket.
CrangapthHass cxema mnpumenenus kiacca UdpClient takoBa. HeoOxoaumo co3naTh
sK3eMInIsIp Kiacca. Jlanee yepes BoI30B MeTos1a Connect() COEAMHUTHCS ¢ YAANEHHBIM XO0CTOM. B
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neiicreutensHOoCcTH MeToll Connect() B JTaHHOM clly4yae HE YCTAaHABIUBACT COCTUHECHHUE, a CITY)KUT
JUIS YKa3aHUs MyHKTa Ha3Ha4YeHus neiitarpammbl. O0a miara MOXKHO C/I€TiaTh U B OJTHOW CTPOKE
(6e3 Be130Ba MeTo1a Connect()), ecu cpasy ykazaTh B KoHCTpykTOope UdpClient ynaneHHsli agpec
U TIOPT.

Tperuii mar — oTmpaBka U MOJyYCHHUE JAHHBIX ¢ MomolIsio MeTooB Send() u Receive().
3arem meTos1oM Close() 3aKphIBaOT COKET.

OnHa W3 BO3MOXKHBIX CXEM OTIPAaBKM W TONyYeHHUs IaHHbIX 1o mporokony UDP c
ucnonp3oBanueM kiacca UdpClient mpencraBiieHa Ha pUCYHKE.

CO3I[aTB OK3EMILIIAP

knacca UdpClient
A\ 4
Connect
\4
Send . [Topt
OTIPaBKHU
\4
Hopr >  Receive
npuema
\4
Close

Pucynok - Cxema OTIpaBKy ¥ MOJTYYEHUS JaHHBIX 110 nmpoTokosxy UDP

Ox3zemmuisip kiacca UdpClient MOXHO c03/1aTh HECKOJBKUMH CIOCOOaMH, KOTOpPBIE
OTJIMYAIOTCS MeperaBaeMbIMK Mapamerpamu. [lanbHeliee ucnonb3oBanue odbekra UdpClient
3aBHCHUT OT TOTO, KaK OH CO3/1aBaJICs.

ITpocrelimmii cmoco® COCTOUT B BBI30BE KOHCTPYKTOpa MO yMoiuaHHio (6e3 mepenayu
napamerpoB): UdpClient(). B sToM ciyuae nanee Hy»HO win BbeI3BaTh Meton Connect() wiu
3a1aTh MH(QOPMALMIO O TOJydarene NMpH oTHpaBke AaHHBIX B Merone Send(). Ecnu BbIOpan
KOHCTPYKTOP 110 YMOJYaHUIO, TO IPU MOITYYEHUH JaHHBIX Oy1yT UCIOIb30BaThHCS TPOU3BOJIbHBIN
cBoOoHbIN nopT U [P-anpec 0.0.0.0 .

Mosxno co3nate 00bekT UdpClient, yka3zaB B kauecTBe mapameTpa TOJIbKO HOMep nopTa. B
stom ciydae UdpClient Oyner ciaymaTte Bce JOKadbHbIE HHTEP(EHCH, T.€. OMSATh UCIOIH30BAThH
IP-angpec 0.0.0.0 .

Crnenyrouuii crioco6 coznanust oo0bekta UdpClient 3akiirouaeTcsi B UCMOJIB30BAaHUN O0BEKTA
IPEndPoint, xoTopblii comepxuT nokanbHblii [P-anpec m Homep mopra. IP-aapec nomxen
NPUHAAIEKATh OJHOMY U3 MHTEP(EHCOB JTOKATbHON MAIIMHbI, HHA4Ye MPOU30MUJEeT OIInoOKa.

[Tocnennmii crioco6 cocrout B nepeaade koHCTpykTopy UdpClient mmeHn xocta U HOMepa
MOpTa YJAJIEHHOTO XOCTa. JTO MO3BOJSET UCKIIIOUUTH 1Iar ¢ BbI30BOM MeTona Connect().

6. MHOronoTro4yHoe Npu/I0KeHNue KJINEHT-CepBep
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B MHoOronotoyHom cepaepe NpuiIokKeHHe paboTaeT B OCHOBHOM IOTOKE, a Ul KakKI0Tro
NOJKJIIOYMBLIETOoCs KJIMEHTa co3/aeTcsi HoOBbI mMOTOK. [loTok cymiecTByeT Bce Bpems
B3aUMOJICHCTBUSA C KIHEHTOM. [IpH OTKIIIOUCHUH KIIMEHTa OTOK YHUYTOXKAETCSL.

B cnyyae He00BIIOrO cepBepa U HECKOJIBKUX KIMEHTOB TaKOH MOJAX0A paboTaeT XOpollo,
K TOMYy € €ro JIerko peaiau3oBaTb. K cOXaJleHHIO, MHOIOIIOTOYHBIH CEpPBEP ILIOXO
macmTabupyercs. I 1aBHBII ero HeAOCTaTOK — OOJBIIOE YHCIIO CO3/1aBAEMBIX U YHHUTOXKAEMBIX
noTokoB. Takoi cepBep MokeT NpUHATH O0Kojo 1000 coenuHeHuUid, MOCIe YEro HA4YMHAIOT
TeHEPUPOBATHCS UCKITIOYECHUS, U3BELIAIOIINE O HEXBATKE MaMATH (TaMATh ObICTPO 3aKaHUUBACTCS
MOTOMY, YTO KaX/IbIif IOTOK UMEET COOCTBEHHBIN CTEK, 00BEM KOTOPOTO MO YMOITYAHHIO paBeH 1
MB).

N36exaTh co3aaHMsl OTAENBHOTO MOTOKA [Vl KaXK/10T0 COSAMHEHHsI MOXKHO CO3/IaB 3apaHee
HEKOTOPOE KOJINYECTBO MOTOKOB - IyJ. [Ipu mojakiatoueHuu kimeHTa Oepercs MOTOK M3 IyJia
IIOTOKOB. B HeM NpoucxoauT B3aMMOAEHCTBHE C JAHHBIM KIMEHTOM. 3a/Jadyd BBIITOJIHSAIOTCS
napauiensHo. Eciii MOTOKM He MMEI0T OOIIMX JaHHBIX, TO He OyJeT HakJIaJHBIX PacXoJ0B Ha
CHUHXPOHM3AIIMIO, UTO JAeaeT paboTy 1octaTouHo ObicTpoil. Ilocne 3aBepiienns paboTsl IOTOK HE
yOuBaeTcs, a JXKUT B IyJie, OKUasl cleayromen 3ai1aud. OTo yOupaeT HaK/IaJHble PacXobl Ha
CO3/laHUE W yJaJIeHHE MOTOKOB. DTOT MOJXOJ BIIOJHE IMPHEMJIEM, €CIIH COSAWHEHHs OyIyT
HeJ0AroBeYHbIMU. OHAKO COEUHEHHS C cepBepaMu (HaIlpUMep, ¢ CEpBEPOM-4aToM) OOBIYHO
OCTaOTCS OTKPBITBIMU JUIUTEIBHOE BPEMSI, I03TOMY OIPAaHUYMBATh YUCIIO COEAMHEHUN YMCIIOM
IIOTOKOB B ITyJI€ 3a4acTyI0 HEIIPUEMIIEMO.

[TpeumMyIiecTBa MHOTONOTOYHON MOJIENIN: BBICOKAsi CKOPOCTh B3aUMOJEHCTBUS C KaXK/IbIM
OTJIEIIbHBIM KJIMEHTOM.

HepocTaTkyu MHOTONMOTOYHOM MOJIEIH:
1) Kaxnapiii moTok 3abupaeT 4acth pecypcoB cepBepa. CiemoBaTenbHO, KOJIUYECTBO

MOTOKOB OTPAaHHYEHO MOIIIHOCTBIO CEpBEpa.
2) bBonbinmnme HakIagHBIE pacxojsl Ha 00pabOTKy IOTOKOB (CO3/aHHe, yAajcHHUE,
MEPEKITIOUECHNE MEXKY TIOTOKAMH).
3) 3uHaumrenpHOE BpeMs POCTOS nporeccopa u3-3a HEBO3MOXHOCTH
nepepacnpeieNieHns Harpy3Ku MexX 1y TOTOKaMHU.

3aganus Ha 1a00paTOPHYIO padoTy

3aganue 1

1. Hcnonwsys knmacc TepClient, pazpaGoraTh koHcoibHOE Hpuioxenue TCP-kiueHr,
YCTAaHABIIMBAIOLEE yIaJIEHHOE COEIMHEHNUE C CEPBEPOM C Ucnoab30BaHneM DNS-nMenn n Homepa
nopta. KiimeHT JokeH OTIpaBIsATh 3alpoc CepBepy, MOIydaTh OTBET M OTOOpaXkaTh €ro s
10JIB30BATEIS.

2.  Ucnomesys kinace TepListener, pa3paboTaTh KOHCOJIBHOE IPHIIOKEHUE IX0-CEPBEP TS
noJlydyeHusi cooOmeHnii u ormpaBku ux Hazaa TCP-kimenty. CepBep AOKEH NPUHHUMATh
co00I1IeHUs KIIMEHTOB IO 33/IaHHOMY JIoKalibHOMY [P-anpecy u Homepy nopra.

3aganue 2

Pa3paboTarh KOHCOJIIBHOE IPUIIOKEHNE, OCYIIECTBIISIONIEE B3aUMO/ICHCTBHE IO IPOTOKOITY
UDP. Ucnonb3oBats ki1acc UdpClient. [IpunoxkeHne J0HKHO MPEACTaBIATh COOON MPOCTEHIIHIA
YaT, MO3BOJSIOMIMKA JIBYyM y3JlaM, Ha KOTOpPBIX OHO 3allyIleHO, OOMEHUBATBhCS TEKCTOBBIMU
COOOILICHUSAMU.

IIpu 3amycke MpUII0KEHUE JOJKHO 3alpalluBaTh apeca JOKaIbHOTO U YAAJIEHHOTO COKETA.
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Hcmons30BaTh OTACJIBHBIC TIIOTOKM JJId TMOJNYYCHUA W MNEpCaadrd OaHHBIX, YTOOBI
CHUHXPOHHBIC METOJbI HE 336J'IOKI/IpOBaJ'II/I OCHOBHOMH ITOTOK.

3aganue 3

Hopa6otats TCP-cepBep u3 3amanus 1, MpeBpaTUB €ro B CHHXPOHHBIH MHOTOMOTOYHBIN
cepsep. st KaXKI0ro MOIKITI0YAIONIETrocs! KIIMEHTa COo3/AaBaTh OT/EIbHBINA MOTOK. BeIBOAUTH Ha
9KkpaH (uau B (ailn KypHajna MOJKIIOYEHMI) ajJpeca MOAKIIOUUBIIUXCS KIUEHTOB, BpeMs
MOJIKJIIOUEHUS, UIeHTU(UKATOp 00pabaThIBAIONIETO MOTOKA.

[TponemoHcTpupoBaTh paboOTy cepBepa, MOAKIIOUas OOJBIIOE KOJIMYECTBO KIIMEHTOB B
ABTOMATUYECKOM pEeXKHUME.

KoHTpoJbHBbIE BOIPOCHI

1. K xakomy yposHto cteka TCP/IP otHocuTcst TCP-ipoTOKOI M KAaKOBBI €10 OCHOBHBIE
byHKIIN?

2. Kak HaspiBaeTcs enuHMIA JaHHBIX TpoTokojia TCP? KakoB ee MakcuMaibHBIN pazmep?

3. Kak BbimonHsieTcs afgpecanus NpuioKeHUH Ha TPaHCTIOPTHOM ypOBHe?

4. Kax TCP ycranaBnuBaeT u pa3pbIBaeT COeIUHEHUE?

5.  Kaxkoil amroput™m wucnombzyercs isi OOHApPYKEHUS M HCIPaABICHHUS OIIMOOK B
npotokoine TCP? Kak on paboraet?

6. IlepeumciuTh AOCTOMHCTBA W HepocTatku mnporokora UDP? B kakux ciydasx
npumensiercs nporokona UDP?

7. Kakume kmaccet B mpoctpanctBe umeH System.Net.Sockets .NET Framework
o0ecreunBarOT MOAJIEPKKY COKETOB U MOTYT HCIIOJIb30BAaThCA IJiA PabOTHl C TPAHCIOPTHBIMU
MpOTOKOJIaMu?

8.  Kakoii koHcTpykTop Kiacca TepClient cam ycTaHaBIuBaeT yJajleHHOE COEIMHEHUE C
CepBEpOM U He Hyxkjaaercss B BbI3oBe MeTtona Connect? Kakoil koHcTpykTOop Kiacca TcpClient
MO3BOJISIET 33JaTh JIOKAIbHBIN a/Ipec U MOPT, C KOTOPHIMU JKEIAaTEIbHO CBI3aThCs cepBepy?

9. Kakumu cocobamu MOKHO co3naTh dk3eMiunsip kiaacca UdpClient? Kakum o6pazom
MO’KHO 33/1aTh HH(OPMALIMIO O ModyyaTesne aedrarpamm?

10. KaxoBbl npenMyIecTBa U HEAOCTATKU MHOTOIIOTOYHON MOZAETH?
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4 JK3aMeHAHOHHBbIE BOMPOCHI

1. BBOJIIOI_[I/IH N COBPCMCHHBLIC TCHACHIINUN PA3BUTHA CCTCBBIX TEXHOJIOTHIA.
[TonsiTHE ¥ OCHOBHBIE KOMITOHEHTHI KOMHBIOTCpHOﬁ CCTHU.

CeTteBoe mporpaMMHOE 00ECIIeUEHHUE.

B~ L

TpeboBanust Kk anmpecanmu y37noB ceTd. lloHATHE aIpecHOro MPOCTPAaHCTBA.
OCHOBHBIE CXEMBI a/Ipecalliu.

5. Knaccudukanus agpecoB MO KOJIMYECTBY aJPECYyEeMbIX CETEBBIX HHTEP(EHCOB.
['pynmoBas agpecanusi.

6. I[IpoTokomsl paspenieHus aapecoB. L{enTpann3oBaHHbIN U pacnpeieICHHbIA MOAXO0.
[Tporokon ARP.

7. JlokanpHbIE azpeca.

8. Uwmcnosbie-coctaBHble anpeca. IPv4-ampeca. Hasmauenme IP-ampecoB. IIpotokon
DHCP.

9. mamazonsl IPv4-aapecos (mmyOnuunbie, yactHeie, APIPA, ciennansabie IP-agpeca).
10.Anpeca IPv6. @opma 3anucu. Tumsl (rmo0anbHbIE, KaHAIBHBIE, YHUKATBHBIE).
11.CumBonbHbIe aapeca. MeTozs! paspemrenus umen B8 OC Windows.

12.Cuctema DNS.

13.Hepapxudeckoe JoOMEeHHOE TIpocTpaHcTBO uMeH. [TomHoe momenHoe nmst FQDN.

14. DNS-cepBepsI 1 pacnio3HaBarenu. Meto sl paspenieHust DNS-uveH.

15.0cHoBBI K1accupUKAIMI KOMIBIOTEPHBIX CETEH.

16.JIokanbHbBIE U TII00ATIBHBIE CETH.

17.CeTtu onepaTopoB CBSI3U U KOPIIOPATUBHBIE CETH.

18.TloHsiTHE JTOTMYECKOW aApPXUTEKTYPhl KOMIIBIOTEpHOW ceTH. (OmHOpaHroBas
apXUTEKTypa.

19.ApxutekTypa kimeHT-cepBep. Web-apxurekrypa.

20.0OCHOBBI TEXHOJIOTMM COKETOB (TIOHSATHE COKETa, ajpecaius, MOpsAoK OaT, THUIIBI
COKETOB).

21.KnueHT u cepBep Ha 0a3e COKETOB.
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22.TTotokoBsie cokeThl. Knaccol .NET st peanin3aniuu mOTOKOBBIX COKETOB.
23.Jleittarpammusbie cokeThbl. Knaceol .NET 11 peanuzanuu qedtarpaMMHBIX COKETOB.
24.Peanu3aliysi MHOTOIIOJIb30BaTEIIBCKOTO CEpBEpa.

25.MHOF0ypOBH€BBIﬁ moaxoa K CTaHIAapTHU3allMHh B KOMIIBIOTCPHBIX CCTAX. [lonsiTus
«IIPOTOKOID», ((PIHTGp(bCﬁC», «CTCK IIPOTOKOJIOB».

26.Cete3aBucumbie ypoBau OSI.
27 .KananpHbiil ypoBeHb mojgenu OSI.
28.CeTeHe3aBUCHMBIC YPOBHH ATAIOHHOW MOJIEITH B3aUMOJICHCTBHS OTKPBITBIX CHCTEM.

29.TToHsATHE CTeKa KOMMYHUKAITMOHHBIX IPpoToK0JIOB. Ctexk TCP/IP. Tlpeumymiectsa u
HE/I0CTATKH.

30.Cets UnTepuet. Crangaptsr TCP/IP.

31.Apxurektypa creka TCP/IP.

32.YpoBeHb MEKCETEBOro B3auMoericTBusl. OyHKIHH. [IpoTOKOIBI.

33.IIpotokon IP. Ctpykrypa [P-nakera.

34.1Tousarue mapmpyTtusanuu. Buasl mapmpytuzanuu. TabnuyHas MapiupyTH3aIus.
35.I'pynmoBas agpecariusi. [IpoTokobl TpynnoBoO nmepeaavm.

36.ABTOHOMHBIE cCUCTEeMBI. [IpOTOKOIBI MapIIPy TH3AIIHH.

37.Ilonstue macku. Mcnons3oBanue Macok B IP-agpecanun.

38.06mas xapakrepuctuka nporokona TCP. Ctpykrypa 3aronoBka TCP-cermenTa.
39.1TpoToxon UDP.

40.00mas xapakTeprcTHKa IpoTokona IPV6.

41.lepurut IP-anpecos. Texnonorun NAT u CIDR.

42 . 1IpOoTOKOJIBI JIEKTPOHHOM MOYTHI.

43.YuuBepcalibHbli uaeHTudukarop pecypcons URI.

44.Cepuc WWW u ero cocrapisitoliue.

45.1Tpotokon HTTP.
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46.1Tpotokoibl ipukiagHoro ypoBus. [Ipotoxon FTP.
47 .Knaccudukaiuys U XxapaKTepUCTUKU JIMHUM CBSI3H.
48.Tunbl kabeneit. CTpyKTypupoBaHHasi kaOeabHasi CUCTEMA.
49.Butas napa U KOaKCUaJbHbIN KaOellb.
50.BosiokoHHO-ONTHYECKUI KaOeJTh.
51.ba30BbI€ TOMOJIOIMN KOMIIBIOTEPHBIX CETEH.
52.Ilonstre koMMmyTanuu. KommyTanus nakeros.
53.06mas xapakrepuctuka texHojoruu Ethernet. @opmats kaapos.
54.Meton noctyna CSMA/CD.
55.Texnonorus Fast Ethernet.
56.Texnonorus Gigabit Ethernet.
57.Buibl KOMMYHHKAIIMOHHOTO 000pPY/I0BaHHMS.
58. Anroput™m pabOThI MPO3PAYHOTO MOCTA.
59.becnpoBoansbie nokanbHbIC ceTH IEEE 802.11

60.ITepconanbubie cetn u Texnonorust Bluetooth.
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5 TecThl

5.1 Tect Nel

1. Kaxkoli agpec Ha3bIBaeTCs ajipecoM "MeTiIr oOpaTHOM cBsI3U"?
2. Kak onpenenuts ecTh JiM CBA3b C XOCTOM WwWw.microsoft.com?

3. C moMoIipo Kakod yTHIIUTEI MOKHO TIOJIYYUTh BCIO aJIpECHYI0 HH(OPMAITHIO O
crexke TCP/IP? (BBenuTe KOMaHIHYIO CTPOKY)

4. Kakas YTUINUTA IIO3BOJIACT BBIBCCTH MApHIPYT A0 YAAJICHHOI'O y3ﬂa?

5. C moMouIpl0 KakoW YTWJIMTBI MOXXHO MOJY4YUTh WHGOpMAIMI0 O TOpTax,
3aHSATBHIX HA TAHHOM KOMITbOTEpE?

6. Kakas ytunura npenHa3HaueHa JUIsl MPOCMOTPa M PEIAKTHUPOBAHUS TaOJIULIBI
MapHpyTH3aLun?

7. Kak onpenenuts nMst KoMIprorepa?

8. C moMOIIBIO KAaKOM YTHJIMTBHI MOKHO Y3HAaTh COOTBETCTBUE MexXy [P-anpecamu
U GU3UYECKUMU aJpecaMu y3JI0B CETH?

9. C nNOMOLIBI0 KaKOW YTHUIUTBI MOKHO OIPENEIUTh KOJMYECTBO CETEBBIX
uHTEepQeicoB y3na?

10. IIpotokon ARP npenna3zHaueH Jis:
a) npeobpazoBanus [P-anpeca B puznueckuit
b) mpeoOpa3zoBanus uMenu y3na B [P-agpec
¢) nepeaavyr UHPOPMaIIUU MO CETH
d) nonyuenus [P-anpeca y3na

11. C mnoMOIIbI0 KaKOW YTWJIMTBI MOKHO ONPENEIUTh MOTEPU JAHHBIX Ha
MIPOMEKYTOUYHBIX y3J1ax?

12. Kak nonmyuuts cripaBky 1o yrunute ping? (Hanummre Hy)XKHYIO CTPOKY)

13. Kak mposeputb, uto TCP/IP ycTaHoBieH W NMpaBUIbHO CKOH(PUTIYpUpPOBaH Ha
JIOKJIbHOM KOMIIbIOTEpE?

14. Kakue yTuauTsl A1 paboThl UCTIONB3YIOT 3X0-3anpockl mpoTokoiaa ICMP?
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15. C moMOIIpK0 KakOoM KOMaHIbl MOJKHO BBIBECTH CHMBOJIBHBIE HMEHa BCEX
JIOCTYIHBIX B IAHHBI MOMEHT KOMITBIOTEPOB JIOKAJTbHOM CETU UK JJOMEeHa?

a) netstat
b) net view
c) net use

d) hostname

5.2 Tect Ne 2

1. Kakme mnapameTpsl SBISIOTCA 00s3aTEIBHBIMH IPH HACTPOHMKE CETEBOTO
noakirrouenus it TCP/IP?

2. Kakoii mpoTokoa ucnonb3yercs s JMHaAMUYeCKOro HazHadeHus [P-agpeca?
3. IIporpamma juis 3anmpoca JOCTylla K yAQIEHHBIM pecypcaM U yCiayram — 3TO

4. B KakoM cllydyae CETeBOE IIOAKJIIOYEHHE aBTOMAaTHMYECKH Ha3HA4uT cebe
yactHbll [Pv4anpec APIPA?

a) eclim 3agaHo JOuHamudeckoe nonyueHue [P-anpeca, mo DHCP-cepsep
HEJIOCTYIIEH U HE 3a/laH BPYUYHYIO aJpec ajJbTepHATUBHOW KOH(UTYpaIU

b) eciin Ha3HaueH cratuyeckur [P-agpec w He 3amaH aapec anbTEPHATUBHOU
KOH(pUTrypanuu

C) eciM 3aJ]aHo JUHaMH4YecKoe nonmyuenue [P-anpeca v He 3a1aH Bpy4HYIO aapec
I TEPHATUBHON KOH(MUTYpaLuu

d) ecnu 3ajmaH ajapec anbTepHATUBHOW KOHpurypauuu u Hegocrynen DHCP-
cepsep

5. Moryt i1 komneroTepsl ¢ agpecamu APIPA nonyunts nocryn B Internet?

6. B xakom nuana3zone HazHauaroTcs ajgpeca APIPA? (Ykaxute MUHMMAIbHOE U
MakcuMalibHOe 3HaueHue [P-anpeca)

7. OCHOBHOU HLIIO3 — 3TO
a) IP-anpec Gimxkaiiero MapupyTiu3aropa
b) IP-anpec Gmmkaiiiero kKommyTaTopa

c) IP-anpec ceprepa
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d) IP-anpec DNS cepBepa
e) DNS-ums cepBepa
8. V3e, mpeIoCTaBIISAIOMINN CBOM PECYPCHI APYTUM y3J1aM CETH — 3TO

9. Ilapa Moayneill «KJIMEHT - cepBep», O0OECIEUUBAIOIINX COBMECTHBIM JTOCTYI
M0JI30BATENIEH K ONPEACICHHOMY THITY PECYPCOB Yepe3 CETh — ATO

10. B ceTu Kakoil JIOTHYECKOW apXUTEKTYPhI BCE Y3JIbl PABHOIIPABHBI?

11. CCTI), T''IaBHBIM HAa3HAYCHUCM KOTOpOﬁ ABJACTCA  IMOAACPIKAHUC pa6OTBI
KOHKPCTHOI'O IIPCAIIPUATHUA, BIIAACIOIICTO I[&HHOﬁ CCTBIO — OTO

12. PAN — 510

13. CeTb KamITyca — 3TO

14. C Kakoro 3Ha4yeHMs Ha4MHAKOTCSA KaHayibHble [Pv6 anpeca, cooTBETCTBYIOIINE
KOH(pUryprupyemsiM ¢ nomoinbio nporokona APIPA IPv4 agpecam?

15. Kakne ceTu MCTOpUYECKH MOSBUINCH IEPBBIMU?

5.3 Tect Ne 3

1. HabGop ¢Qopmanu30BaHHBIX MpaBWJ, MO KOTOPbIM  OCYILIECTBIIAETCA
B3aMMO/JICHCTBUE OJIMHAKOBBIX YPOBHEM B Pa3HBIX y3J1aX CETU — OTO

2. EnunHuiied JaHHBIX KAaKOTO YPOBHSA SIBJIACTCS Kaap?
3. HUurepdetic — 310

a) COrJacoBaHHbIA HAaOOp CTaHAAPTOB, JOCTATOYHBIM JJII TOCTPOCHUS
KOMIIBIOTEPHOW CETH

b) Habop (popmalM30BaHHBIX MpaBWI, IO KOTOPBIM  OCYIIECTBISETCS
B3aMMOJICHCTBUE OJIMHAKOBBIX YPOBHEU B PA3HBIX y3J1aX CETH

c) Habop (QopMaNM30BaHHBIX MPABUJI, IO KOTOPHIM  OCYIIECTBIISICTCS
B3aMMO/JICHCTBUE COCEAHUX YPOBHEU OJHOTO y3JIa

4. CTeK KOMMYHUKAIIMOHHBIX IPOTOKOJIOB — 3TO

a) Ha0Op  TPOTOKOJIOB,  JOCTATOYHBIM  JJIS  OpraHM3allild  CETEBOTO
B3aUMOJEUCTBUS



10.

11.

12.

13.

14.

b) Habop (opmManM30BaHHBIX MpPaBHJ, IO KOTOPbHIM  OCYHIIECTBIISIETCS
B3aMMO/ICHCTBUE OJIMHAKOBBIX YPOBHEHN B Pa3HBIX y3J71aX CETH

c) Habop  (OpMATM30BAHHBIX TIPABUJI, IO KOTOPBIM  OCYIIECTBISICTCS
B3aUMOJICHICTBUE COCETHUX YPOBHEN OJTHOTO y3i1a

Kakoii Thn agpeca UCHob3yeTcs Ha KAHAIbHOM YpOBHE?

Ha kakom ypoBHe ucnomassyercs [P - agpec?

Ha xakom ypoBHE UCHOJIB3YIOTCSI CAMBOJIBHBIE afpeca?

Ha kaxom ypoBHe ocyuiecTsisiercss mapupytusanus [P - nakeros?

Kakoii ypoBeHb oOecrieunBaeT nepeaady JaHHbBIX ¢ TOM CTENEHbIO HAAEKHOCTH,
KOTOpas JIJIsi HUX Tpedyercs?

C IMOMOIIBIO ITPOTOKOJIOB KAaKOI'0 YPOBHS ITOJB30BATCIIb IMOJYYaCT AOCTYII K
Pa3aciIsiCMbIM CCTCBBIM pecypcaM?

BBI6epI/IT€, KaKHC U3 IIPOTOKOJIOB pa60Ta10T Ha CCTCBOM ypOBHe?

a) HTTP e) Frame Relay
b) FTP f) ARP

c) Fast Ethernet g) RIP

d) IP h) ICMP

Ha kakom ypoBHE paOoTaroT MapupyTHU3aTOPhI?

Br16epute mpoTOKOIIBI MPUKIIATHOTO YPOBHS:

a) HTTP e) DNS
b) SMTP f) POP3
¢) IP g) TCP

d) Ethernet

TpaHcOpTHBIE TPOTOKOJIBI PAOOTAIOT:

a) TOJIBKO Ha KOHEYHBIX y3JIaX CETH

b) Ha MapHIpyTH3aTOpax

C) Ha BCEX KOMMYHUKAIIMOHHBIX YCTPOMUCTBAX

d) Ha KOHEYHBIX y3J1aX U MapLIpyTH3aTOpax
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15.

16.

17.

18.

19.

20.

€) Ha KOHEYHBIX y3J1aX U MapUIpyTU3aTopax
Kak Ha3bIBaeTcs eMHUIA JaHHBIX CETEBOTO YPOBHA?

[lepeuncnure ypoOBHH 3TaJIOHHON MOJIENIM B3aUMOJEHUCTBUSI OTKPBITHIX CUCTEM
10 TIOPSIIKY CBEPXY BHU3, YKA3bIBasi HOMEPA YPOBHEM.

Hepe‘{I/ICJII/ITe YPOBHHU, KOTOPBIC OTHOCATCA K CCTC3aBUCHUMbIM
Kaxkas CANHHUIIA JAHHBIX UCIIOJBb3YCTCA Ha q)HSI/IIIGCKOM ypOBHC?

Kakoli ypoBeHb OTBEYaeT 3a yIpaBJICHWE IMOTOKOM JIaHHBIX, YCTAHOBJICHHUE U
pa3phIB COEIUHEHNA?

JIns Kakoro ypOBHS BaKHBI XapaKTEPUCTUKH CPEIbI IEPEAAUN?

5.4 Tect Ne 4

N3 npennoxeHHbIx aapecoB BeiOepute DNS - aapec
a) 01-AB-CD-12-17-02

by 127.0.0.1

c¢) rotl.hf.bgu.com

d) http://www.microsoft.com/rts/

e) 2001:DB8:21DA::D167:37AB

Kaxkoii npotoxon npeo6paszyet IP anpec B MAC anpec cereBoro agantepa?
Bri6epurte npenmymiectea LLMNR

a) He TpedyeT KOHPUTYPUPOBAHUS

b) momnepxuBaeTcs Bcemu Bepcusimu Windows

C) MOXKET UCIOJIb30BaThes ¢ IPvO

d) BKIIIOYEH 10 YMOJIYAHUIO

e) mnoxaxaepxusaet [Pv4

f)  MOXHO KCIIOJIL30BATh IS pa3peLICHUsT UMEH KOMIIBIOTEPOB 3a MpeEaeIaMu
JIOKQJILHOM MOJICETH
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10.

11.

12.

13.

14.

15.

16.

OCHOBHOM aJIMUHHUCTPATUBHBIA BJIEMEHT, MOCPEIACTBOM KOTOPOTO CEpPBEPHI
DNS ocy1iecTBISIOT yIpaBieHUuEe IPOLECCOM pa3pelieHnsi HUMEH — 3TO

Kakyto apxurektypy umeer cucrema DNS?

Kakomy n1omMeHy npuHajiekaT KOpHEBbIE CEpPBEPHI HMEH?
Kakoli Tum agpeca ucnonap3yercs annapatypon?

a) CHMBOJIbHBIN

b) cereBou

¢) duzndeckuit

Kakoli Tun agpeca npegHa3HaueH AJis M0JIb30BaTeIeh?

a) DNS b) MAC

c)IP

Bri0epute u3 cnucka [Pv4 — aapec

a) 20-AB-1C-FF-13-03 b) 172.16.04.27

C) www.tut.by d) fe80::125A:0340:FFE8:3450%8
Multicast-agpec — 310

a) ajapec MPOU3BOJIBHOW PaCCBUIKH

b) TpynmnoBou agpec

C) YHHKAIbHBIN aJpec

d) MMMPOKOBEWIATEIBHBIN aIPEC

Ha xakom ypoBHe ucnonssyercs [P - anpec?

CocraBnbie yacti B DNS - nmMeHn oTAEISIOTCS IpYyT OT Apyra
VYkaxute pazmep puU3NUEeCcKOro ajapeca B 0aiTax

Kakoit mpoTtokoin mpeoOpa3yeT cumBosibHOE UM B [P-ampec?
VYkaxute pazmep [Pv6-aapeca B 6aliTax

Bri6epure u3 cnimcka [IPv6 agpeca
a) www.bntu.by

b) 172.16.43.1
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17.

18.

19.

20.

c) 1
d) http://[2000::125A:0340:FFE8:3450]

e) fe80::125A:0340:FFE8:3450%8
Boibepute u3 TpemsioOKEHHBIX ajJpeca, KOTOpble HMMEIOT HEepapXUUuecKylo

CTpyKTypy: a) DNS

b) IP

c) MAC

Kakoli 13 MpOTOKOJIOB SIBISIETCS IEHTPATN30BAHHBIM?

a) DNS

b) ARP

Kakoii u3 agpecoB ucnosyib3yeTcs Ui JOCTaBKU MH(MOpPMAIMK OJHOMY UJIECHY
rpymnmel? a) unicast

b) multicast

c) broadcast

d) anycast

Kakoii anmapatHblid aipec UCMOIb3YETCs IS IIUPOKOBEIIATEIbHON nepenadn?
a) 00-00-00-00-00-00

b) 255.255.255.255

¢y 0.0.0.0

d) FF-FF-FF-FF-FF-FF

5.5 Tect Ne 5

1.

MocT cTpouT agpecHyro TabauIly:
a. C MOMOIIbI0 OOMEHa CITY>KEOHBIMH COOOILIEHUSIMH C IPYTUMU MOCTaMHU;

b. ¢ momopro 1O cTeka mpPOTOKOJIOB;
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10.

11.

C. HA OCHOBAHHUH IIaCCUBHOI'O H8.6J'IIO,Z[CHI/I}I 3a Tpa(i)I/IKOM, MUPKYJIUPYOIIUM B
IMOAKIIIOYCHHBIX K €TO ITOPpTaM CECTMCHTAXx.

OcHoBHOM (YHKITHEH KOHLIEHTPATOPA SBIISETCS

a. Jokanm3anus Tpaduka;

b. OTKIIIOYEHHE HEBEPHO PA0OTAIOIIMX TOPTOB;

C. MCIOJIb30BAHKE PE3EPBHBIX CBA3EH;

d. MOBTOpEHME Kazapa.

Ha xakom yposHe mozaenu OSI paboraet texHonorus Ethernet?

Texnonorus FastEthernet onucana B ctangapre
a. 802.3u

b. 802.3k
c. 802.3ab

Bce ornmnuus FastEthernet ot Ethernet cocpenoTouens! Ha

a. KaHAJIHHOM YPOBHE

b. c€eTeBOM YpOBHE

. pU3MYECKOM YPOBHE

KaxkoBa cxopocts nepenauu Fast Ethernet?

dusnydeckas TONoJorusi, ucnosibdyemas B ceTsix FastEthernet

Kaxkoii Tun xkabess siBiasieTcsi CaMbIM THOKKM, JICIIEBBIM U TPOCTHIM B MOHTa)e?

VY kakoro tuma kadens HauOOJbIIAs CJIOKHOCTb U CTOMMOCTH MOHTAXHBIX
pabot?

B kadecTtBe WMCTOYHMKA CHTHajla JUII OJHOMOJOBOIO OIITOBOJIOKHA
MIPUMEHSIIOTCS

a. BAaKyyMHBI€ JIaMIIbI
b. cCBETOAMOBI
C. MOJIYIIPOBOJHUKOBBIE JIa3€PhI

Kakue xabenmu B 3aBUCUMOCTH OT DJIGKTPUYECKUX U MEXaHUYECKHUX
XapaKTEPUCTHUK pa3ACseTCs Ha KATeropun?

132



d. O9KpaHUPOBAHHAA BUTAs I1apa

b. HEePKpaHUpPOBaHHAs BUTAs Mapa

C. TOJCTBHIA KOaKCHal

12. Kakoii kabenb 00JIbIIIe MOIBEPKEH MoMeXam?

d. HCOKpaHHMPOBaHHAA BUTAs I1apa

b. TOJICTBIN KOAKCHAaII

C. BOJIOKOHHO-ONTHUYECKHUM

13. Kakoil TepMUH ONPEACIISIET CXEMY CETH.

14. B ceTsx ¢ Tonojorueu 3BC3[1a OTCOCAMHCHHUC OAHOI'O KOMIIBIOTCPA ITPUBOIUT K

a. OCTAaHOBKE BCEU CETU

b. HapyIIeHHIO pabOTHI OJTHOTO CErMEHTAa

C. IIMPOKOBEMIATENIBHOMY IITOPMY

15. TepmuHaTOpbI UCIIOJIB3YIOTCS B ceTsax c TOIOJIOTUEN

5.6 TecTt Ne 6

1. Anpec cokera — 3To

2. Kakas u3 xapakTepuCTHUK HE COOTBETCTBYET apXUTEKTyp€E KIMEHT — cepBep?

a.

b.

e.

ICHTPAIM30BaHHOE aIMUHUCTPUPOBAHHE
IICHTPAIM30BaHHAs 3aIUTa PECypCOB
JI000€ KOJIMYECTBO I10JIb30BaTEIIEH
HCIIOIB30BAHUE CIIELHAIILHOIO CETEBOIO I10

BCE KOMIIBIOTEPHI PABHOIPABHBI

3. B kxakoM 13 BapHaHTOB JOMyIl€HA OMKOKA MPU CO3AaHUMU COKETa?
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a. Socket socC = new Socket(AddressFamily.InterNetwork,

SocketType.Dgram, Protocol Type.Udp);

b. Socket socC = new Socket(AddressFamily.InterNetwork,

SocketType.Stream, Protocol Type. Tcp);

c. Socket soc = new Socket(AddressFamily.InterNetwork, SocketType.Raw,

Protocol Type.lp);

d. Socket socC = new Socket(AddressFamily.InterNetwork,

SocketType.Stream, Protocol Type.Udp);

€. BO BCCX IICPCUUCIICHHBIX

4. Kaxkaa u3 cnyxeOHbiX yruiauT TCP/TP no3Bossier modyduTh 3aHSAThIE TOPTHI

TCP u UDP?
a. Arp
b. Ipconfig
C. Netstat
d. Ping
e. Tracer

5. Kaxkoit u3 agpecoB MOXKET 3aMEHHUTHh B MPOTPaMME BCE CETEBbIe MHTEP(EHCHI

JTAaHHOTO y3J1a?

a. 0.0.0.0

b. 127.0.0.1

C. 172.16.12.34
d. 10.0.0.0

e. 245.15.173.1

6. Agnpec, KOTOpBI UCHOIB3YETCS MJISI TECTUPOBAHUS
MIPUJIOKEHUH B ITPEAENax OJHOTO y3J1a, Ha3bIBAETCS

OI'PAaHUYCHHOC HIMPOKOBCIIATCILHOC
HaIIpaBJICHHOC HIMPOKOBCIIATCIBHOC

C. "metst oOpaTHOM cBs3U"
d. IIJTIO3 10 YMOJIYaHHUIO

e. yJI aJJpECOB

KJINEHT-CEPBEPHBIX
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7.

8.

10.

11.

12.

13.

14.

15.

Coket —3T10?

a. THE3/10, Pa3beéM

b. KOHEUHAasl TOYKa CETEBOI'0 COCIMHCHUS
C. a0CTpaKTHOE MTPOTPaMMHOE MOHSITHE
d. IP - agpec u Homep nopta

e. BCE NIEPEUNCIICHHOE

Kakoit u3 MCPCUYNUCIICHHBIX KJIACCOB ITIO3BOJIACT pa6OTaTI> ¢ cokeramu B .NET

a Socket

b. TCPListener

C. TCPClient

d. UDPClient

€. Bce IMCPCUYNUCIICHHBIC

Kak Ha3pIBaeTcst NporpaMMHbBI KOMIIOHEHT, OCHUIAIOIINI 3aPOCHl HA JOCTYII
K YJIQJICHHBIM pecypcam?

Han mpotokojlaMu Kakoro ypoBHS CT€Ka MPOTOKOJIOB HAaXOJUTCS HHTEpderc
COKETOB?

[Iepeuncnure TUIIBI COKETOB.

Kaxkoii Tvn cokera o0ecrneunBaeT BHICOKYIO HaJIeKHOCTh MPU Tiepeaade JaHHbIX ?
Kakoii Tun cokera 1mo3BoJisier paboTaTh ¢ IPOTOKOJIAMH CETEBOTO YPOBHS?
Kaxoit mopsijok 6aiiTOB UCIIONB3YETCS IPU Mepeave JaHHbIX 10 CETH?

Kakne HOMepa MOPTOB MOKHO MCIIOJIB30BATh B MPUKIIAHBIX porpammax?
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