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Summary. In recent years, set member filtering has received extensive research
interest due to its engineering significance of estimating sets that contain the
true state of the system rather than individual vectors. More importantly, com-
munication protocols are widely used in control systems for their ability to pre-
vent data conflicts and reduce network burden. This paper provides an overview
of how to model and how to deal with the situation of being under cyber-attack
in a networked control system (NCS).

The security of networked control systems is an important issue to be con-
sidered, and cyber-attacks are widely found in communication networks, as
shown in figures 1 and 2, which can degrade the performance of networked sys-
tems or even destroy them. Especially for wireless sensor networks, network at-
tacks propagate between sensor nodes along the network topology and greatly
damage the performance of wireless sensor networks. Therefore, there is an ur-
gent need to consider security under network attacks in wireless sensor net-
works.
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Figure 1 — Network attack diagram
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Figure 2 — Schematic of sensor saturation

However, the current research results, the realization of these faults in the
superposition of the attack only stays at the theoretical level, and now the
hotspots of the research are more inclined to combine with the practical applica-
tions, modeling the actual system, such as intelligent vehicle networking, un-
manned aerial swarm control , etc., and accurately model the faults that exist in
the actual system, and then solve them by using the theory of estimating the
state of the set member is our next step to be done.
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