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V]IK 621.3
O TEXHUYECKUX PEHHEHUSX 110 3BAIIUTE ACY TII ADC OT KUBEPATAK
®enoceuu D.A.
Hayunsbiit pykoBoautens — CanoxkaukoBa A.l'.

Bce 3amuTHBIE MEpBI MOTYT OBITh pa3/eleHbl Ha 5 OJNOKOB, KKl W3 KOTOPBIX PEIIACT
CBOM cIIeKTp 3a7au KubepOe30nacHOCTH:

— UACHTU(UKALIUS aKTUBOB M PHCKOB;

— 3allUTa OT YIpo3;

— 00HapyKEHUE U pearupoBaHUE HA YTPO3bL;

— BOCCTaHOBJICHHE I10CJIE PeATU3alui YIrPO3bl.

Kaxnpiii U3 1At OJIOKOB MOXKET OBITh JeTanu3upoBaH. Hampumep, mepBbIii OJIOK MOXKET
BKJIIOYATh B ce0si Takue 3allUTHBIE MEpHI, KaK yIpaBleHUE 3allUIIaeMbIMU aKTUBaMU M OIEHKa
PHUCKOB. 3aIIUTHBIN OJIOK BKIIFOUAET B C€0s CIEAYIOMNUM HA00p MEPOTIPUSITHIA:

— KOHTpPOJIb JOCTYIA;

— 00y4yeHHE U MOBBILLIEHUE OCBEIOMIIEHHOCTH;

— 3aIUTa JaHHBIX;

— MPOLEAYPHI U POIIECCHI 3aIUTHI HH(POPMAIMKA U HHOOPMAITHOHHBIX CUCTEM;

— OJJIEP>KKa 3aIIUTHBIX MEp.

OcraBmecss OJIOKM BKIIOYAIOT B Ce0s HEMPEPHIBHBIH MOHUTOPHHT O€30MaCHOCTH,
oOHapyKeHHE aTaKk W aHOMAallui, MJIaHUPOBAaHUE IpOIlecca PearupoBaHUs HA HHIMIEHTHI, cOOp
JI0Ka3aTeNIbCTB, aTpUOyIUs KudepaTak, KOMMYHUKALIUY C 3aMHTEPECOBAHHBIMU CTOPOHAMH, aHAIU3
UHIUACHTa U pa300p MOJETOB, YIYYIIEHHUE CHUCTEMBbl 3aIIUTHI, BOCCTAHOBJIEHHUE MOCie cOOeB U
WHIUACHTOB U PAJ IPYTUX 3alUTHBIX MEp.

[Ipoananu3upoBaB M3BECTHBIE CIydal XaKEPCKUX aTak Ha IpakJaHCKHeE sAepHble OOBEKTHI
(I'IO) ™Mbl §DpunuM K BBIBOJLY, YTO Hauboyee TMOABEPKEHHOW HaNaJeHUIO SBISETCS
aBTOMaTHYecKasi CUCTeMa yIpaBlieHUs TeXHosornueckuM npoueccoM (ACY TII).

Cesa3p Mexay snementamu ACY TII ocymecTBisieTcss yepe3 MPOMBIIIIEHHYIO HH(PPOBYIO
CETh, 110 KOTOPOW € LEHTPAIM30BAaHHOIO IyJbTA YINPABICHHUS WM C OTHCIBHBIX YCTPOMCTB JUIS
o0ecrieyeHns JUCHETYEpPU3alUU KOMaH/Abl MOCTYMAlOT K HCIOJIHUTENbHBIM YCTPOWCTBAM HWIIU
KoHTpoJulepaM. OOpaTHyIO CBsI3b OOECNEeUMBAIOT IPH IOMOLIM Pa3sHOOOPa3HBIX JaTYMKOB.
bonbuioil nHpOpMaMOHHBIN MOTOK, MPUXOISAIINNA HAa MYHKT YIPABIIEHUS €KECEKYH/IHO, a TaKkKe
00JIbIII0E KOJMYECTBO 3JIEMEHTOB CHCTEMbl aBTOMATHYECKOI'O YIPABICHHUS M JAlOT BO3MOXHOCTb
Xakepam Ui B3JIoMa.

HezaBucumeble uccienoBaHus IOKa3bIBalOT, 4YTO MpakThyecku B soboi ACY TII moxo
OOHapyXUThb MHOXXECTBEHHBIE YSI3BUMOCTH, KOTOpbIE€ CHOCOOHBI TPUBECTH K HapyUICHHUIO
KOPPEKTHOH paboThl TEXHOJIOIMYECKOro Mpollecca U pealu3aluy yrpo3 HECaHKIHOHUPOBAHHOTO
noctyna K wHpoOpManuu, oOpabaTbiBaeMOl B CHCTEMax IUCIETYEPCKOTO YIpPaBICHUS U cOopa
JaHHBIX, OTHCNIBHBIX UHTepdeiicax ympaBieHs OObEKTaMH aBTOMATH3allMM, 3JEMEHTax
TEJIEeMETPUYECKON TOJCUCTEMbl U TEJNEeMEXaHUKH, NPUKIAAHBIX MPUIOKEHUSAX U1 aHalu3a
IIPOU3BOJICTBEHHBIX M TEXHOJIOTMUYECKHUX JAHHBIX, CUCTEMAaX YIIPABJICHUS IPOU3BOJCTBOM.

Hcxons w3 MHpPOBOrO OMbITAa, MOXHO OO0O3HAUUTH cienyromue Hauboliee YacTo
BCTPEYAIOLIUECS YA3BUMOCTHU:

— UCIOJIHEHHEe  MPOU3BOJBHOIO  KoAa  (HEaBTOPU3MPOBAHHOE,  ABTOPU3HPOBAHHBIM
MOJIb30BaTEJIEM);

— 3arpy3Ka U UCIOJIHEHHE MTPOU3BOJIbHBIX (aiiiioB;

— OTKa3 B OOCITy>)KUBAaHHH, YSI3BUMOCTH, BBI3BIBAIOLINE MOBBIIIEHUE TPUBHUIIETUH;

— packpsITHE HHPOPMALIUU TS TOCTYTA K 0a3e JaHHBIX.

Peanuzanuss ~ HEKOTOPHIX  NEPEUYMCIEHHBIX  YSA3BUMOCTEH  IO3BOJISIET  OCTAHOBUTH
TEXHOJIOTMYECKU mpouecc, 4yTo B peanmusi ADC M SHEProcUCTeMbl B LEJIOM MOXKET CTaTh
baTanbHBIM.
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Emé omHOl ys3BUMOI TOYKOW JTFOOOW AIIEKTPOCTAHIIUU SABIseTCs e€ peneiHas 3ammra (P3),
uGpoBbIe YCTPOWCTBA KOTOPOW wyallle BCEro OObEAMHEHBl B €IUHYIO ceThb. llpu mocropoHHEM
BMEIIATENILCTBE B paboTy P3 MokeT mpou30iTH HE TOJNBKO Mepedoil B CHa0KEHUU MOoTpeduTenen
JIEKTPO’HEPIUed, HO W IopyYa JOPOrocTosAuiero 3iekTpoodbopynoBanus ADC, BIUIOTH 10 €ro
IIOJIHOTO BBIXOJIA U3 CTPOSI.

Kak ynomuHanoce Bbllle, MHQOPMALMOHHBIE CETHU 3JIEKTPOIHEPreTHUECKUX MPEANPHUATUN
CTAJKUBAIOTCSI C OrPOMHBIM KOJHMYECTBOM IOTCHUMAIBHBIX KHOepyrpo3. Takue yrpossl
OXBaTHIBAIOT HECKOJIbKO BEKTOPOB aTak, a KaxAas YA3BUMOCTb HMEET CBOIO COOCTBEHHYIO
CTPATETUIO 3aIUTHI.

Takum o6pazom, cetb ACY TII MoxkeT OBITh peaJIbHO 3aIMINEHA TOJIBKO MPU YCIOBHH
IIPUMEHEHHSI MHOXKECTBA CPEJICTB 3aLUTHI HA PAa3JIMYHBIX YPOBHAX. ECIM KOPOTKO, TOJBKO TaKUM
CIOCOOOM MOXKHO 3alllUTUTh CHCTEMY OT KaXKIOro BEKTOpa aTak U IMOKPHITh BCE YSI3BUMOCTH,
KOTOpBIE MOSIBJISIIOTCS B ClIydae UCIOJIb30BaHUE OTAEIIbHOM 3aIIUTHOM CTpaTeruu.

[IpuMeHeHMEe 3aIIUTHBIX CPEACTB Ha PA3JIMUYHBIX YPOBHSAX HA3bIBAETCS INIyOOKOW 3aIIUTOM.
Crparerus riyOOKOH 3alllUThl HAIlpaBJieHAa HE HAa OCTPOEHHE HENPOHUIAEMON €AMHON CTEHbI, HO
Ha MOCTPOEHUE PA3JIUYHBIX YPOBHEW 3aluThl. Takue 3alllUTHBIE CPENCTBA MCIOIb3YIOT COUETaHUE
Pa3NIMYHBIX TAKTHK JJIsl TOTO, 9TOOBI OOHAPYKUTH U 3a0JIOKUPOBATH aTaKy.

B uHObOpManMOHHBIX CETAX NPEANPHUATUH HIEKTPOIHEPreTHUKU TaKOH IMOAXO0J JOJKEH
IIPUMEHSTHCS HAa BCEX YPOBHSX M BEKTOpaX MOTEHLUAIbHBIX aTaK.

Tak xak ADC sBnserca Haubosiee BaXXHBIM OOBEKTOM SHEPreTUKU CTPaHbl, TO NPUMEHEHHE
CTaHJAPTHBIX MEXCETEBbIX HKPAaHOB U OIMCAaHHOro Bblle aHTUBHpycHoro IIO sBusercs
HE/I0CTaTOYHBIM Ul TOr0, OOecleduTh IIyOOKYyro 3aiiuTy. Takoi MoAXoJ HaleleH TOJIbKO Ha
OJIMH BEKTOp 3alllUThl, OH OKaXXeTCsl OECIHOJIE3HbIM, €CIM aTaKyILIUH IPOHUKHET B CETb WIIU
BOCHOJB3yeTCsl BpenoHocHbIM 11O mig ornpaBku BpeaoHOCHbIX KomaHn. Ilo 3Toi mpuunHe
MPUMEHSIETCS CTpAaTervss MHOTOYPOBHEBOW 3alllUThI 10 BCEM BEKTOpaM arak, OCOOCHHO B
KPUTHYECKH BaXKHOM CITy>KE€OHOM CEeTH MM CeTH aBTOMAaTH3allHH.

B cetu ACY TII kpynHbIX OpeanpUsITUNA KaXblii YpOBEHb ITyOOKOM 3allUThl HUMEET CBOU
IpeuMylIecTBa U HeAOCTaTKU. PaboTas Ha KaXJ10M ypOoBHE, KOMOMHHPOBAHHOE PELICHHUE YCIIECIIHO
o0ecrneurBaeT 3aluTy OT:

— YJAJIEHHBIX aTaK, KOTOPBIE IPOBOAATCS U3 APYrOro MECTOIOJIOKEHNUS. 3alUTa JOCTUTaeTCs
MyTEM MCMOJIb30BAaHUS MEXKCETEBOIO0 3KpaHa M MeXCalToBOro mudpoBaHus. DTH JNEHCTBUS HE
IIO3BOJISIFOT XaKepaMm MOIY4YUTh JOCTYN K BHYTPEHHUM CETSAM WIOTUYECKN»;

— aTaku «4eJOBEK IOoCepeinHe». 3alluTa JIOCTUIaeTcsl MyTeM NPUMEHEHHUs MEeXCalToBOro
mMdpoBaHus, YTO NPEAOTBPALIAET MOBPEXKACHUE WU (aTbCUPUKALINIO JaHHBIX;

—aTakyl Ha YpPOBHE YIPaBJICHUS CETU. 3allluTa JOCTUTAETCS C TOMOIIBI0 OIpeneIeHHON
apXUTeKTypsl ceTH. Hammpumep, BEIOOp HHGPACTPYKTYPHI C BHICOKOM CTEMEHbIO 3alUThI, TAKOM Kak
Carrier Ethernet wnmn SONET/SDH Bmecto MPLS i MPLS-TP.

—arTakd C MAacCKUPOBKOH. YCTpaHSIOTCS C TOMOILIBIO MPOTOKOJIOB AayTEHTU(HUKAIH
uctoyHuka, takux kak [EEE802.1X, xoTopble NpOBEpSAIOT, YTO OMPEICNIEHHBI XOCT He ObLI
3aMEHEH JPYroil MalllMHOM, KOTOpas OTIPABIISIET BPELOHOCHBIE IaHHBIE;

— BpenoHocHble ataku ¢ RTU, ympaBmsromux cranmmii mmm HMI. Verpansrores myrem
HCIIOJIb30BAaHUsl PACIIPENEICHHBIX MEXCETEBBIX DKPAHOB C PACIIO3HABAaHWEM MNpuioxkeHuil. Takue
MEXKCETeBbIEe PKpaHbl MOTYT yriiyoseHHo mpoBepstoT Tpaduk SCADA uToObl yOenuThes, 4TO
KOMaHJbl OTHOCATCS K NPHUJIOKEHUIO YIPABJICHUS WM aBTOMAaTH3alUU — IIOMUMO IIPOBEPKH, UTO
YCTPOMCTBA ABJIAIOTCS 3JIEMEHTaMU CETH aBTOMAaTH3alUU.

Jlo;okHBIM  00pa3oM  pa3paboTaHHast CeThb MPeanpusaTHs OyaeT OKpy)KeHa MHOXKECTBOM
3alUTHBIX CJIOEB, I KaXAbIH CJIOW HalleJieH Ha 3alllUTy OT OIpenaeieHHoro tuma araku. Korma
OJIMH YPOBEHb 3alMINAET OT OJHOTO THUIIA AaTaKW, CIEIYIOIIHUHA YpPOBEHb IIOKPBIBAET €r0
ysi3BUMOCTH. CeTh ACY TII MoxeT ObITh MOJHOCTHIO 3alUINIEHA TOJIBKO B TOM Clly4ae, KOTrja Bce
YpOBHU pabOTAIOT OAHOBPEMEHHO. B MPOTHUBHOM cCilydae, KaXKIblii OTIEIBbHBIH YPOBEHH MOXKET
OBITh aTAKOBAH U BBIBEICH U3 CTPOSI OTHOCUTEJIBHO MIPOCTO.
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